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Abstract:
Outsourcing data and computation to cloud server provides a cost-effective way to support large
scale data storage and query processing. However, due to security and privacy concerns,
sensitive data (e.g., medical records) need to be protected from the cloud server and other
unauthorized users. One approach is to outsource encrypted data to the cloud server and have the
cloud server perform query processing on the encrypted data only. It remains a challenging task
to support various queries over encrypted data in a secure and efficient way such that the cloud
server does not gain any knowledge about the data, query, and query result. In this paper, we
study the problem of secure skyline queries over encrypted data. The skyline query is
particularly important for multi-criteria decision making but also presents significant challenges
due to its complex computations. We propose a fully secure skyline query protocol on data
encrypted using semantically-secure encryption. As a key subroutine, we present a new secure
dominance protocol, which can be also used as a building block for other queries. Furthermore,
we demonstrate two optimizations, data partitioning and lazy merging, to further reduce the
computation load. Finally, we provide both serial and parallelized implementations and
empirically study the protocols in terms of efficiency and scalability under different parameter
settings, verifying the feasibility of our proposed solutions
Introduction
As an emerging computing paradigm, cloud
computing attracts increasing attention from
both research and industry communities.
Outsourcing data and computation to cloud
server provides a cost- eﬀective way to
support large scale data storage and query
processing. However, due to security and
privacy concerns, sensitive data need to be
protected from the cloud server as well as
other unauthorized users.A common
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approach to protect the conﬁdentiality of
out- sourced data is to encrypt the data . To
protect the conﬁdentiality of the query from
cloud server, authorized clients also send
encrypted queries to the cloud server.
Figure1illustrates our problem scenarios of
secure query processing over encrypted data
in the cloud. The data owner outsources
encrypted data to the cloud server. The
cloud server processes encrypted queries
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from the client on the encrypted data and
returns the query result to the client. During
the query processing, the cloud server
should not gain any knowledge about the
data, data patterns, query, and query result.
Fully homomorphic encryption schemes
ensure strong security while enabling
arbitrary computations on the encrypted
data. However, the computation cost is
prohibitive in practice. Trusted hardware
such as Intel’s Software Guard Extensions
(SGX) brings a promising alternative, but
still has limitations in its security
guarantees. Many techniques have been
proposed to support speciﬁc queries or
computations on encrypted data with
varying degrees of security guarantee and
eﬃciency (e.g., by weaker encryptions).
Focusing on similarity search, secure knearest neighbor (kNN) queries, which
return k most similar (closest) records given
a query record, have been extensively
studied. In this paper, we focus on the
problem of secure skyline queries on
encrypted data, another type of similarity
search important for multi-criteria decision
making. The skyline or Pareto of a multidimensional dataset given a query point
consists of the data points that are not
dominated by other points. A data point
dominates another if it is closer to the query
point in at least one dimension and at least
as close to the query point in every other
dimension. The skyline query is particularly
useful for selecting similar (or best) records
when a single aggregated distance metric
with all dimensions is hard to deﬁne. The
assumption of kNN queries is that the
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relative weights of the attributes are known
in advance, so that a single similarity metric
can be computed between a pair of records
aggregating the similarity between all
attribute pairs. However, this assumption
does not always hold in practical
applications. In many scenarios, it is
desirable to retrieve similar records
considering all possible relative weights of
the attributes (e.g., considering only one
attribute, or an arbitrary combination of
attributes), which is essentially the skyline
or the “pareto-similar” records.
Motivating Example. Consider a hospital
who wishes to out- source its electronic
health records to the cloud and the data is
encrypted to ensure data conﬁdentiality. Let
P denote a sample heart disease dataset with
attributes ID, age, trestbps (resting blood
pressure). We sampled four patient records
p1,...,p4 from the heart disease dataset of
UCI machine learning repository as shown
in Table 1(a) and Figure 2. Consider a
physician who is treating a heart disease
patient q = (41,125) and wishes to retrieve
similar patients in order to enhance and
personalize the treatment for patient q.
While it is unclear how to deﬁne the
attribute weights for kNN queries (p1 is the
nearest if only age is considered while p2,p3
are the nearest if only trestbps is
considered), skyline provides all pareto
similar records that are not dominated by
any other records. Skyline includes all
possible 1NN results by considering all
possible relative attribute weights, and hence
can serve as a ﬁlter for users. Given the
query q, we can map the data points to a
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new space with q as the origin and the
distance to q as the mapping function. The
mapped records ti[j] = |pi[j]−q[j]|+q[j] on
each dimension j are shown in Table 1(b)
and also in Figure 2. It is easy to see that t1
and t2 are skyline in the mapped space,
which means p1 and p2 are skyline with
respect to query q. Our goal is for the cloud
server to compute the skyline query given q
on the encrypted data without revealing the
data, the query q, the ﬁnal result set {p1,p2},
as well as any intermediate result (e.g., t2
dominates t4) to the cloud. We note that
skyline computation (with query point at the
origin) is a special case of skyline queries.
Existing system:
A common approach to protect the
confidentiality of outsourced data is to
encrypt the data. To protect the
confidentiality of the query from cloud
server, authorized clients also send
encrypted queries to the cloud server.
Illustrates our problem scenario of secure
query processing over encrypted data in the
cloud. The data owner outsources encrypted
data to the cloud server. The cloud server
processes encrypted queries from the client
on the encrypted data and returns the query
result to the client. During the query
processing, the cloud server should not gain
any knowledge about the data, data patterns,
query, and query result.Fully homomorphic
encryption schemes ensure strong security
while enabling arbitrary computations on the
encrypted data. However, the computation
cost is prohibitive in practice.Trusted
hardware such as Intel’s Software Guard
Extensions(SGX) brings a promising
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alternative, but still has limitations inits
security guarantees. Many techniques have
been proposed to support specific queries or
computations on encrypted data with
varying degrees of security guarantee and
efficiency (e.g., by weaker encryptions).
Proposed system:
In this, we focus on the problem of secure
skyline queries on encrypted data, another
type of similarity search important for multicriteria decision making. The skyline or
Pareto of a multi-dimensional dataset given
a query point consists of the data points that
are not dominated by other points. A data
point dominates another if it is closer to the
query point in at least one dimension and at
least as close to the query point in every
other Dimension. The skyline query is
particularly useful for selecting similar (or
best) records when a single aggregated
distance metric with all dimensions is hard
to define. The assumption of kNN queries is
that the relative weights of the attributes are
known in advance, so that a single similarity
metric can be computed between a pair of
records aggregating the similarity between
all attribute pairs. However, this assumption
does not always hold in practical
applications. In many scenarios, it is
desirable to retrieve similar records
considering all possible relative weights of
the attributes (e.g., considering only one
attribute, or an arbitrary combination of
attributes), which is essentially the skyline
or the “pare to-similar” records.
Modules:
Skyline ComputationIllustrate an iterative
skyline computation algorithm which will be
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used as the basis of our secure skyline
protocol. We note that this is not the most
efficient algorithm to compute skyline for
plaintext compared to the divideand-conquer
algorithm. secure skyline protocol based on
this algorithm for two reasons: 1) the
divideand-conquer approach is less suitable
if
not
impossible
for
a
secure
implementation compared to the iterative
approach, 2) the performance of the divideand-conquer algorithm deteriorate with the
“curse of dimensionality”.
Secure Dominance Protocol
A fully secure dominance protocol, which
can be used as a building block for skyline
queries as well as other queries, e.g., reverse
skyline queries and k-skyband queries
Secure Skyline Protocol
The basic protocol clearly reveals several
information to C1 and C2 as follows. When
selecting the skyline tuple with minimum
attribute sum, C1 and C2 know which tuples
are skyline points, which violates our result
privacy requirement. When eliminating
dominated tuples, C1 and C2 know the
dominance relationship among tuples with
respect to the query tuple q, which violates
our data pattern privacy requirement.
Conclusion:
We proposed a fully secure skyline protocol
on encrypted data using two non-colluding
cloud servers under the semi-honest model.
It ensures semantic security in that the cloud
server knows nothing about the data
including indirect data patterns, query, as
well as the query result. In addition, the
client and data owner do not need to
participate in the computation. We also
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presented a secure dominance protocol
which can be used by skyline queries as well
as other queries. Furthermore, we
demonstrated two optimizations, data
partitioning and lazy merging, to further
reduce the computation load. Finally, we
presented our implementation of the
protocol and demonstrated the feasibility
and eﬃciency of the solution. As for future
work, we plan to optimize the
communication time complexity to further
improve the performance of the protocol.
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