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ABSTRACT:
This work proposes a novel scheme for encryption algorithm based data security hiding. In the
first work, a content owner encrypts the original uncompressed text using an encryption key.
Then, it may compress the least significant bits of the encrypted text using a data-hiding key to
create a sparse space to accommodate some additional data. The communication processes are
still used in many applications today. The existed system we have three based encryption and
decryption but not having capable for international system and flat encryption process is used.
When we are using flat encryption we do not provide either high security to international system
or loss the encryption process for local level. So to overcome this we provide different key
selection for different encryption process is proposed. There are four stages one for local,
national, international and special case depends on their length. As the number of hackers are
less. So, we provide less bits to choose combination cases. This process of security will be high
in national, higher in international, very high in special case.
I. INTRODUCTION
Due to the increasing use of
computers, security is an important issue for
digital information. Intruder is anunwanted
person who reads and changes the
information while transmission occurs. This
activity of intruder is called intrusion attack.
To avoid such attack data may be encrypted
to some formats that is an unreadable by an
un authorized person.
Most of the work on reversible data hiding
focuses on the data embedding/extracting on
the spatial domain. But, in some
applications, a channel administrator hopes
to append some additional message, such as
the origin information, text notation or
authentication data, within the encrypted
text though he does not know the original
text content.
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It is also hopeful that the original content
should be recovered without any error after
text decryption and message extraction at
receiver side. Reference presents a practical
scheme satisfying the above-mentioned
requirements. The owner of the information
encrypts the original text using an
encryption key, and a data hacker can embed
additional data into then crypted text using a
data-hiding key though he does not know
the original content. With an encrypted text
containing additional data, a receiver may
decrypt it according to then cryption key,
and then take the embedded data and
recover the original information according
to the data-hiding key. Encryption has long
been used by militaries and governments to
facilitate secret communication.
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II. RELATEDWORKS

Fig. 1. Schematic of the serialized TI of
raw AES-128.
1) Raw Implementation: We use two sets
of state registers, each consisting of sixteen
16-bit registers, corresponding to the two
shares of the state. The Mix Columns and
the Key XOR operations are also performed
with two shares. This can be seen in Fig. 1,
as the key and the state registers are 256 bit
simplying the two shares.
This TI of the S-box (details will be given in
the following section) requires four input
shares, therefore, we initially sharethe
plaintext in four shares. We share the key in
two shares and XOR them with two of the
plaintext shares before the S-box operation.
More details about the key scheduling will
be given later in this section.
Besides the shared input, the S-box needs
20-bits of randomness r. The first two output
shares sbout1,2 are written to the state
register S33 (Fig. 2)whereas the remaining
share sbout3 is written to register P3.The

second share of the S-box output, which is
in the state register S33, to reduce the
number of shares from three to two. To
achieve this signal,sig2 is active from the
fourth to the 19th clock cycle.
The Shift Rows operation is performed in
the 19th clock cycle with an irregular
horizontal shift. In the next four clock
cycles, the data in the registers S00, S10,
S20, and S30 are sent to the Mix Columns
operation, the rest of the registers are shifted
to the left horizontally and the output of the
Mix Columns operation is written to the
registers S03, S13,S23, and S33. The Mix
Columns operation is implemented columnwise as in [16] and with two shares working
in parallel.
The registers except S10–S12 are
implemented as scan flip-flops (SFF) that
are D-flip-flops (DFF) combined with2-to-1
MUXes. They can operate with two inputs at
reduced area cost. A single 2-to-1 MUX
costs 3.33 GE and one bit register costs 5.33
GE whereas one bit SFF costs 6.33 GE in
our library. In the following AES rounds, we
increase the number of shares of the S-box
input from two to four, using 24 bits of

data in the state registers are shifted to the
left for the following 16 cycles so that the
next output of the S-box can be stored in the
same registers. During this shift, the data
inP3 (pout in Fig. 1) is XOR ed with the

Volume 06, Issue 04, June 2017

ISSN : 2456 - 5083

Page 769

Fig. 2. Schematic BOX
Randomness (three bytes each of which is
referred to as mi in the figures), one clock
cycle before the S-box operation. To achieve
this signal, sig1 is active for 16 clock cycles,
starting from the last clock-cycle of each
round. We separate the increase of the
number of shares and the nonlinear
operation with registers to achieve the noncompleteness property.
The two additional shares are stored in P0.
The two shares in S00are XORed with the
two shares of the corresponding round key
byte and sent to the S-box together with the
two shares in P0.
The registers P0 and P3 are used for both
round transformations and key scheduling.
Similar to the state array, the key array also
consists of sixteen 16-bit registers,
implemented as SFFs, each corresponding to
the two shares of a byte in the key schedule.
The round key is inserted from the register
K33 in the first 16 clock cycles of each
round. For the next three clock cycles, the
registers except the last column (K03, K13,
K23, and K33) are not clocked. The
registers K03, K23, and K33 are also not
clocked in the 17th clock cycle. In that clock
cycle, we increase the number of shares in
the register K13.
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In the following three clock cycles,
this re sharing is done during the vertical
shift from the register K23 to K13, i.e., the
re sharing signal sig4is active from the 17th
to the 20th clock cycle. Signal sig5is active
from the 18th to the 21st clock cycle to
reduce the number of shares back to two.
The registers K03, K13, K23,and K33 are
not clocked in the remaining two clock
cycles of each round.
We choose this way of irregular clocking to
avoid using extra MUXes in our design.
Two shares of the S-box output are XORed
to the data in K00 in the last four clock
cycles of each round. In the 20th clock
cycle, the round counter rcon is additionally
XORed to one of these shares. The number
of shares is reduced back to two by XORing
the share in P3 to one of the shares in K30.
Signal sig3 is active in the first 16 clock
cycles except the 4th, 8th, 12th, and
16thclock cycles. The round key is taken
from the register K00 to be XORed with the
corresponding plaintext before going to the
S-box operation.
2) Adjusted Implementation: This version
works on three shares for both state and key
schedule which increases the area
significantly. The S-box still requires four
input shares and outputs three shares, hence
the register P0 is reduced to 8-bits(one
share) and the register P3 is not required.
Similar to the raw implementation, we use
24-bits of randomness to increase the
number of shares from three to four one
cycle before the S-box, i.e., each of the
existing three shares is XORed with
arandom byte and the sum of these random
bytes is taken as the fourth share.
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This also ensures uniformity of the S-box
input. Together with the state, the number of
shares for Mix Columns and Key XOR
increases to three.
3) Nimble Implementation: Similar to the
raw implementation, this one also uses two
shares for the state and key arrays.
The main difference is that the S-box needs
three input shares instead of four. Hence, the
size of the register P0 is reduced to 8-bits
(one share). As a result, we need only 16bits of randomness to increase the number of
shares from two to three before the S-box
operation, i.e., each share is XORed with
one byte of randomness and the XOR of the
random bytes is taken as the third share.
The S-box requires 16-bits of extra
randomness per iteration and outputs three
shares. Hence, the logic of the register P3 to
reduce the number of shares back to two
stays the same.

channels in national level is more compared
with local level. So we use more bit length
than local level. Key-three used for
international level with high security. So
here we have high bit length compared with
national level. Key-four used for VIP-level
encryption with more number of bits
compared with international level to provide
very high security for their data. The total
description of key-selections depends on
their register use. The key is given to keyregister to store the key and that key is
encrypted with data and gives the output.
The output of the encryption is taken as
input for decryption part.

k-1
k-2

Key
Register

k-3

k-4
Data
Attribute
Encryption

III. PROPOSED SYSTEM
In proposed system we are using user, role
and attribute they have their own
disadvantages. To overcome this we
introduced proposed system in that we
divide key-selection into four sub dividing.
Key- one used for local level encryption
with limited number of bits. This encryption
is combination of multiplication and
addition. The total probability of chances
depends on the number of bits. As the bits
are changing we are getting the number of
combination. In local level the total channels
are low. So we are using key-one as limited
number of bits. Key-two used for national
level encryption with more number of bits
compared with local level. The total wanted
Volume 06, Issue 04, June 2017
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FIG. 3: PROPOSED SYSTEM
In decryption the receiver keyselection is selected with synchronization
with encryption key. The recover keyselection is stored in key register and that
key is decrypted the input data which is
taken as decryption input and that
decryption data is taken as finalized output.
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security to international system or loss the

IV. RESULTS

encryption process for local level. So to
overcome this we provide different key
selection for different encryption process is
proposed. There are four stages one for
local, national, international and special case
depends on their length. As the number of
hackers are less. So, we provide less bits to
choose combination cases. This process of
security will be high in national, higher in
international, very high in special case. So

FIG. 4: RTL SCHEMATIC

finally I am concluding that proposed
system provides different security level
depends on application and it is better than
Existed system.
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