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ABSTRACT— Criminals rely heavily on money laundering to infuse their illicit gains into the 

monetary system. Financial institutions are primarily responsible for the identification of 

questionable activities connected to money laundering. The majority of these institutions' present 

systems are based on established rules.This is to say, useless (false positive rate > 90%). Current 

data science-based AML models that aim to replace rule-based systems focus on CRM aspects 

and temporal patterns of transaction behaviour. There are potentially hundreds of account 

features, customer features, and combinations thereof, making it difficult to execute feature 

engineering with any degree of precision. In this paper, we describe a new feature set based on 

time-frequency analysis, which employs 2-D representations of financial transactions, with the 

goal of improving the detection performance of suspicious transaction monitoring systems for 

AML systems. When it comes to machine learning, we use random forest, and when it comes to 

fine-tuning the model's hyperparameters, we use simulated annealing. The proposed algorithm is 

put to the test on actual financial data, validating its performance in a real-world setting. It is 

shown that time-frequency characteristics may be used to differentiate between suspicious and 

nonsuspicious entities. 

As a consequence, the area under the curve results (more than 1%) of the current data science-

based transaction monitoring systems are significantly enhanced by these characteristics. With 

just time-frequency characteristics, we were able to reduce the false positive rate to 14.9% and 

the F-score to 59.05%. The false positive rate drops to 11.85 percent and the F-score rises to 

74.06 percent when transaction and CRM characteristics are taken into account. 
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INTRODUCTION 

The term "money laundering" (ML) refers to 

the process by which unlawful earnings are 

made to seem more legitimate so that they 

may be utilised for lawful purposes again. 

Drug and human trafficking, terrorism, 

extortion, kidnap-for-ransom, bribery, 

embezzlement, tax evasion, corruption, and 

a plethora of other crimes (also known as 

predicate offences) are all linked via ML. 

The International Monetary Fund (IMF) 

estimates that annually up to $2 trillion USD 

is laundered via financial institutions 

worldwide, making ML one of the world's 

biggest marketplaces. However, it is hard to 

offer a precise assessment of the scale of 

such a complicated subterranean industry. 

Following the recommendations of the 

Financial Action Task Force (FATF), most 

nations have implemented an anti-money 

laundering (AML) system to combat this 

problem (see Fig.1). Financial institutions 

must notify the Financial Intelligence Unit 

of any questionable activity (FIU). The 

Financial Intelligence Unit (FIU) gathers 

information from financial institutions both 

within and outside of the jurisdiction, which 

is then shared with the appropriate law 

enforcement authorities (LEA). Using this 

information, law enforcement presents a 

case to the courts, and if directed to do so, 

the Asset Recovery Bureau (ARB) returns 

the stolen or illegally acquired property to 

the public. It is crucial that financial 

institutions be the ones to spot the 

questionable conduct and get the ball rolling. 

Because of the sheer amount of data that 

must be screened, the deployment of 

technology in an anti-money-laundering 

environment must be carefully weighed 

against the interests of the many parties 

involved in the AML chain of inquiry. The 

majority of the currently suggested 

software'solutions' are rule based, and just 

25% of respondents have actually deployed 

AI, with anomaly detection, segmentation, 

and model tuning being their primary 

business drivers for machine learning in 

AML. However, AI is seldom used in place 

of rule-based engines to spot novel 

instances. Three major issues plague rule-

based systems. To start, any such software 

solution is reliant on an imperfect human 

workforce in terms of skill and experience. 

Instead of helping AML-analysts and FIU 

make better judgments about which cases to 

pursue, they produce an overwhelming 

amount of information. Because of the 

continual barrage of technological alarms, 

financial institutions as a whole are 

suffering, and this problem has spread to the 
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Financial Intelligence Units (FIUs) and the 

Anti-Racketeering Boards (ARBs). Since 

more than 90% of all alerts are false 

positives, AML specialists spend most of 

their time investigating and resolving these 

instances. As a result of this improbability, 

many people working at AML have to deal 

with challenging situations. Employees who 

are subjected to a constant barrage of false 

positives may become desensitised to the 

presence of genuine questionable instances. 

Second, since the rules are accessible to 

criminals via several entry points, the vast 

majority of questionable transactions fail to 

trigger an alarm. Insider threats, personnel 

working with money launderers, reverse 

engineering of software path-dependencies, 

published Financial Action Task Force 

(FATF) typologies converted into threshold-

based regulations, and avoidable behavioural 

qualities are all potential sources of risk. 

Finally, the development of regulations to 

combat novel laundering techniques is still a 

slow and reactive process. The UN Office 

on Drugs and Crime (UNODC) estimates 

that just 0.2% of activities can be 

discovered. Detecting ML is difficult 

because it is a multifaceted behavioural, 

computational, socio-economic, and 

managerial issue that has not been simplified 

by technological advancements. For these 

reasons, new transaction monitoring 

approaches based on data science and 

machine learning have emerged. However, 

the efficacy of most machine learning 

methods depends on the quality of the input 

information. There are a plethora of possible 

characteristics to pull from, such as ATM 

withdrawals, SWIFT transactions, internet 

transfers, age, and profession. There are 

other feature combinations that may be 

made on a channel, time period, and 

currency basis. In [3] we can see the whole 

set of 237 potential transactional 

characteristics (from the related area of 

credit card fraud). Feature engineering 

(feature development and selection) for 

AML is therefore a crucial but complex and 

time-consuming task, as detailed in [4]-[6]. 

Finding a combination of characteristics that 

will be effective out of a thousand that may 

be used can take several weeks or even 

months. Using time-frequency (TF) analysis 

as a feature extraction technique, we offer a 

unique and extended approach in this paper, 

allowing for high-level accuracy to be 

attained with just a small number of 

features. When combined with transaction 

characteristics, time-frequency features 

improve the precision of machine learning. 

The feature set that was suggested may be 

used as a benchmark in suspicious 
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transaction detection to reduce the time 

spent on the feature engineering phase. This 

study makes significant contributions in 

three distinct areas: feature engineering 

technique; model implementation and 

testing using current, real-world banking 

data; and testing using synthetic data. To 

construct time-frequency data science 

models for AML, the first is a revolutionary 

approach to feature extraction that 

drastically reduces the strain of feature 

engineering. The second contribution is the 

use of 2D time-frequency characteristics in 

the construction of detection-based data 

science models. The third contribution is the 

validation of the models using actual 

financial data, which demonstrates an 

increase in the accuracy with which 

fraudulent transactions are uncovered. 

RELATED WORK 

"The Quantification of Money Laundered 

by the Global Drug Trade and Other 

Transnational Organized Crimes" 

According to this study's analysis of 

available literature, the total amount of dirty 

cash laundered by transnational organised 

crime in 2009 was roughly equivalent to 

2.7% of the world's GDP, or $1.6 trillion. 

About 20% of the profits from criminal 

activity may be attributed to the selling of 

illegal narcotics, making this the main 

source of money for international organised 

crime. This analysis estimates that in 2009, 

worldwide sales of cocaine generated gross 

revenues of US$84 billion, while farmers in 

the Andean area received payments of about 

US$1 billion. North America brought in the 

most money (retail and wholesale combined) 

($35 billion), followed by Western and 

Central Europe ($26 billion). This analysis 

serves as a timely reminder that the inflow 

of dirty cash into the normal economy may 

have far-reaching consequences, from the 

diversion of scarce resources to the 

"crowding out" of lawful enterprises. 

Countries in North America, South America, 

and Europe are major sources of money 

laundered abroad. The combined total of 

profits from cocaine sales in these areas is 

95% of the global total. The study's model 

predicts that the Caribbean would receive 

around $6 billion in net inflows (outflows 

minus inflows) from locations other than 

those in which the profits were created. 

"Predicting credit card transaction fraud 

using machine learning algorithms," with 

its many tables and figures and added text of 

important portions of international legal 

instruments,Financial organisations have a 

broad problem with credit card fraud, which 
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includes theft and fraud perpetrated via a 

payment card. In this study, we investigate 

the feasibility of using machine learning and 

linear statistical models on real-world credit 

card transaction data. To determine which 

purchases are most likely to be fraudulent, 

the developed models are supervised fraud 

models. Data mining, data cleansing, 

variable development, feature selection, 

model methods, and outcomes are all 

discussed. We investigate and contrast five 

supervised models: logistic regression, 

neural networks, random forest, boosted 

trees, and support vector machines. For this 

specific dataset, the best fraud detection 

result (FDR = 49.83%) is shown by the 

boosted tree model. What we get is a model 

that can be used in anti-credit-card-fraud 

software. In order to prevent or identify 

fraudulent conduct, a similar model creation 

procedure may be carried out in adjacent 

business fields like insurance and telecoms. 

METHODOLOGY 

The suggested system model is a simplified 

block diagram. Features are developed with 

the help of a customer relationship 

management system and a transaction 

database. The target variable (the 

suspiciousness label) is constructed from 

information about actual or suspected 

criminal behaviour. The training is made up 

of these several data sources set. The 

training set is used as the input by the 

machine learning algorithm, which then 

generates scores for each of the examples. 

There is a threshold at which actions are 

viewed as either suspicious or clear. The use 

of time-frequency analysis and time-

frequency characteristics will be described 

in more depth in the coming chapters, 

making the suggested method innovative. 

 

 RESULT AND DISCUSSION 

Provide the data by uploading it. There are 

both numbers and text in the imported 

dataset, thus some preprocessing of the data 

is required. The value 0 indicates a typical 

transaction, whereas the value 1 indicates 

money laundering.Numbers have been 
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added to the dataset. 

 

With Time Frequency Transaction Data, 

Random Forest Achieved High Accuracy.

 

the outcome was projected as "Normal or 

Money Laundering." 

CONCLUSION 

We have shown in this research that using 

time-frequency characteristics streamlines 

feature selection and improves the quality of 

the data science model. Machine learning 

model training for suspicious transaction 

detection has hitherto not made use of time-

frequency variables including mean, 

variance, Kurtosis, and skewness. Therefore, 

measuring the required time savings during 

the feature engineering stage allows.A time-

frequency feature set is suggested. That 

might end up saving banks a lot of time and 

resources in terms of man-months of 

modelling research.Python code based on 

the suggested method with demonstrated 

high accuracy on real-world financial data is 

already available. The flexible nature of this 

solution makes it ideal for use in the 

detection of suspect financial activity in a 

wide range of businesses. Analysis of real-

world customer data shows that using time-

frequency attributes to differentiate between 

suspicious and clear situations increases 

AUC and the system's transaction 

monitoring system's efficiency. Diverse 

time-frequency features contributed to the 

model in different ways, but Kurtosis was 

the most distinguishing. Improved accuracy 

and the capacity to identify previously 

undetectable money laundering crimes may 

help financial companies save millions of 

dollars in regularity penalties and human 

resource costs.Frequency domain analysis is 

performed only via the use of a Fourier 

transform-based method, which is quite 

simple to implement.Alternative linear and 

non-linear transformations may be used to 

complete the time-frequency analysis in 

future research.Potential benefits may also 

be gained by analysing data from numerous 

banking channels and comparing different 

window lengths and increment sizes (such as 
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ATM, Branch, Web).Further, the same 

technique may be used to learn about the 

traits of networks, rather than just one thing. 

In particular, FIUs are the only ones capable 

of analysing the whole picture when a 

consumer has accounts at different 

institutions. Therefore, a second research 

with more FIU data might be helpful. Thus, 

time-frequency characteristics may find 

many applications in the study of economic 

behaviour in the future. 
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