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ABSTRACT: 
In the evolving landscape of network security, traditional intrusion detection systems (IDS) 
often fall short in addressing the complexity and variety of modern cyber threats. This research 
introduces an advanced approach to network intrusion detection by developing an ensemble 
model that integrates multiple deep learning algorithms, specifically Convolutional Neural 
Networks (CNN), Recurrent Neural Networks (RNN), and Autoencoders. The proposed 
ensemble model leverages the strengths of each algorithm to provide a more robust and 
accurate detection system. The study evaluates the performance of the ensemble model against 
standalone deep learning approaches, demonstrating significant improvements in accuracy, 
precision, recall, and F1-score. The ensemble model effectively reduces false positive and false 
negative rates, thus enhancing overall detection reliability. Additionally, the research explores 
various ensemble techniques, including stacking, bagging, and boosting, with stacking proving 
to be the most effective in optimizing performance. Optimization strategies such as 
hyperparameter tuning, dropout regularization, and early stopping were employed to further 
enhance the model’s efficiency. Despite the increased computational cost associated with the 
ensemble approach, the improved detection capabilities make it a valuable tool for real-time 
network intrusion detection. This research not only highlights the effectiveness of deep learning 
ensembles in cybersecurity but also provides a framework for integrating diverse algorithms to 
address the limitations of existing IDS approaches. The findings underscore the potential of 
ensemble deep learning models in advancing network security and offer a foundation for future 
exploration in this domain. 
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1. INTRODUCTION 

1.1Overview of Network Security Challenges   
In today's highly interconnected world, network security has become a critical concern as 
organizations face increasingly sophisticated cyberattacks. The expansion of digital services 
and the rise of the Internet of Things (IoT) have exacerbated vulnerabilities in network 
infrastructures, leading to a surge in malicious activities such as data breaches, denial of service 
(DoS) attacks, and ransomware (Alshammari & Kalita, 2021). Traditional security measures, 
including firewalls and antivirus software, often fail to detect emerging threats due to their 
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static nature (Dong et al., 2020). These challenges necessitate the development of more 
dynamic and adaptive security solutions capable of identifying novel intrusion patterns. 
 

1.2 Importance of Intrusion Detection Systems (IDS)   
Intrusion Detection Systems (IDS) have become a cornerstone in network security, designed to 
detect unauthorized access and malicious activities within a network. IDS typically monitor 
network traffic and flag suspicious behaviour based on predefined rules or anomaly detection 
algorithms. However, traditional IDS approaches, which rely heavily on signature-based 
detection, struggle to recognize previously unseen attacks, making them less effective in 
combating zero-day threats (Zhang & Zhu, 2020). As cyberattacks grow more complex, the 
need for more intelligent and adaptable IDS solutions has become evident (Nawir et al., 2022). 
 

1.3Role of Deep Learning in Enhancing IDS   
Deep learning has emerged as a powerful tool in the enhancement of IDS, offering the ability 
to automatically learn and detect complex patterns within vast datasets. Unlike traditional 
machine learning models, deep learning algorithms can identify subtle anomalies and extract 
meaningful features without manual intervention (Luo et al., 2021). This is particularly useful 
in network security, where the sheer volume of data can overwhelm conventional methods. 
Convolutional Neural Networks (CNN), Recurrent Neural Networks (RNN), and autoencoders 
have been successfully applied in the context of IDS to improve detection rates and reduce 
false positives (Kim et al., 2021). By leveraging the strengths of these models, deep learning 
driven IDS can offer more accurate and reliable protection against evolving threats. 
 

2. LITERATURE REVIEW 

2.1 Traditional IDS Techniques   
Intrusion Detection Systems (IDS) have long been an essential part of network security, 
primarily classified into two categories: signature-based detection and anomaly-based 
detection (Buczak & Guven, 2016). Signature based IDS rely on predefined patterns or 
signatures of known attacks. While highly accurate for detecting known threats, they are 
ineffective against novel or zero-day attacks (Saxena et al., 2019). Anomaly based IDS, on the 
other hand, model normal network behaviour and flag any deviations as potential intrusions. 
Although these systems can detect new attacks, they often suffer from high false positive rates 
due to their reliance on predefined normal behaviour, which can vary greatly in dynamic 
network environments (Feng et al., 2020). The limitations of traditional IDS, including static 
detection rules and the inability to adapt to new threats, highlight the need for more advanced 
detection techniques that can handle the complexities of modern cyberattacks. 
 

2.2 Deep Learning Algorithms in IDS   
With the increasing complexity of cyber threats, deep learning has emerged as a promising 
approach to enhance IDS capabilities. Deep learning algorithms such as Convolutional Neural 
Networks (CNN), Recurrent Neural Networks (RNN), and autoencoders have been applied to 
intrusion detection tasks with notable success (Javaid et al., 2016). CNNs, known for their 
ability to capture spatial relationships, are highly effective in processing network traffic data 
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and detecting malicious patterns (Yin et al., 2017). RNNs, particularly Long Short-Term 
Memory (LSTM) networks, excel at modelling sequential data, making them well suited for 
analysing timeseries network data to detect persistent intrusions (Chawla & Mukherjee, 2020). 
Autoencoders, often used for anomaly detection, can learn the underlying structure of normal 
network traffic and detect deviations that may indicate intrusions (Khan et al., 2020). These 
deep learning techniques offer higher detection accuracy and the ability to identify both known 
and unknown threats, making them superior to traditional IDS methods. 
 

2.3 Ensemble Learning in Cybersecurity   
Ensemble learning, which combines multiple algorithms to improve prediction performance, 
has been increasingly adopted in cybersecurity to enhance the accuracy and reliability of IDS. 
By integrating several models, ensemble techniques such as bagging, boosting, and stacking 
can mitigate the weaknesses of individual models and provide more robust detection 
mechanisms (Roy et al., 2018). For instance, ensemble methods combining machine learning 
algorithms like decision trees and support vector machines have demonstrated improved 
performance in detecting a wide range of network intrusions (Chawla et al., 2020). Recent 
studies show that ensemble deep learning models, which combine CNNs, RNNs, and other 
deep learning algorithms, can further enhance detection accuracy by leveraging the strengths 
of each model (Bhusal et al., 2021). Ensemble learning also helps reduce false positives, a 
common challenge in IDS, by aggregating predictions from diverse models, thus increasing 
overall system reliability (Wang & Li, 2019). 
 

2.4 Recent Advances in Intrusion Detection   
Recent advancements in IDS research focus on developing models that can handle largescale 
network traffic data while improving detection rates and minimizing false alarms. The 
introduction of hybrid models that integrate deep learning with other machine learning 
techniques has been particularly promising. These hybrid models combine the feature 
extraction capabilities of deep learning with the decision-making strengths of traditional 
classifiers, resulting in more accurate and efficient intrusion detection (Liu et al., 2020). 
Additionally, real time intrusion detection has gained attention, with researchers working on 
optimizing IDS to provide faster threat identification without compromising accuracy 
(Abubakar & Pranggono, 2017). Another area of advancement is the use of adversarial learning 
techniques, where IDS models are trained to defend against adversarial attacks, which aim to 
deceive IDS systems by generating subtle malicious patterns (Zhang et al., 2021). These recent 
developments point to the growing potential of deep learning and hybrid techniques in building 
next generation IDS that can effectively secure modern network infrastructures. 
 

3. RESEARCH GAP 

3.1 Limitations of Existing IDS Approaches   
Despite the significant advancements in intrusion detection systems (IDS), existing 
approaches, particularly those relying on traditional methods such as signature based and 
anomaly-based detection, face critical limitations. Signature based IDS, while effective in 
identifying known attacks, struggles to detect zero-day attacks or novel intrusion techniques 
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(Sharma & Kalita, 2020). On the other hand, anomaly-based systems tend to produce high false 
positive rates due to the unpredictable nature of normal network behaviour, which varies across 
different environments and network configurations (Kumar et al., 2021). Additionally, 
traditional IDS methods often suffer from scalability issues when dealing with the high volume 
of traffic generated in modern networks, particularly in IoT driven environments (Nawir et al., 
2022). These limitations highlight the need for more adaptable and scalable intrusion detection 
methods. 
 

3.2 Shortcomings in Standalone Deep Learning Models   
While deep learning has demonstrated its potential in improving IDS performance, standalone 
deep learning models also present certain challenges. Deep learning models such as 
Convolutional Neural Networks (CNNs) and Recurrent Neural Networks (RNNs) have been 
effective in extracting features from network traffic, but they are prone to overfitting, especially 
when dealing with imbalanced datasets where attack data is underrepresented (Yang et al., 
2020). Additionally, standalone models often struggle with the high dimensionality of network 
traffic data, which can lead to reduced detection accuracy and longer training times (Javaid et 
al., 2016). Another limitation is the lack of interpretability in deep learning models, making it 
difficult to understand the decision-making process, which is crucial for identifying and 
responding to specific threats (Gao et al., 2021).  
 

3.3 Need for a Robust Ensemble Approach   
Given the limitations of both traditional IDS methods and standalone deep learning models, 
there is a clear need for a more robust and reliable approach. Ensemble learning, which 
combines multiple models to leverage their respective strengths, offers a promising solution. 
While ensemble models have been explored in the field of cybersecurity, few studies have fully 
optimized the potential of deep learning ensembles for intrusion detection (Wang & Li, 2019). 
Existing research tends to focus on either shallow ensembles or combinations of traditional 
machine learning techniques, leaving a gap in the development of deep learning-based 
ensembles that can effectively handle modern, largescale, and evolving network threats (Bhusal 
et al., 2021). This research seeks to address this gap by developing an ensemble model that 
integrates multiple deep learning algorithms to improve accuracy, reduce false positives, and 
enhance the overall performance of IDS in detecting both known and novel threats. 
 

4. OBJECTIVES OF THE STUDY 

From the research gap listed above the research objectives are formulated as  
1. Enhance Network Intrusion Detection Using Ensemble Deep Learning   
Develop and optimize an ensemble model incorporating multiple deep learning algorithms to 
improve the detection of various types of network intrusions, including both known and 
unknown threats. 
2. Build a Robust and Accurate Ensemble Model for IDS   
Create a robust ensemble model that integrates diverse deep learning algorithms to increase the 
accuracy, reliability, and efficiency of intrusion detection systems, reducing false positives and 
improving overall network security. 
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5. RESEARCH METHODOLOGY 

The methodology of this research includes a structured approach to developing and evaluating 
an ensemble deep learning model for network intrusion detection. Key aspects such as dataset 
selection, model architecture, ensemble techniques, and evaluation metrics are outlined below. 
 

5.1 Dataset Description 

The performance of the proposed intrusion detection system will be evaluated using widely 
recognized network security datasets, such as NSL-KDD and CICIDS. These datasets contain 
a variety of network traffic data, including both normal and malicious activities, making them 
suitable for training and testing the model. 
 

Table1: Dataset Description 

Dataset Description Features Records 

NSL-KDD 

A refined version of the KDD Cup 

99 dataset, designed to avoid 

redundancy and bias issues. 

41 1,25,973 

CICIDS 2017 

A comprehensive dataset that 

includes the most common attack 

scenarios, captured in real-world 

environments. 

80 28,30,743 

 

5.2 Model Architecture 

The deep learning ensemble will be composed of several key models, including Convolutional 
Neural Networks (CNNs), Recurrent Neural Networks (RNNs), and Autoencoders. Each of 
these models will play a role in extracting features and identifying patterns within network 
traffic data. 

Table2: Model Architectures 

Model Purpose Advantages 

CNN Feature extraction 

from structured data 

Effective in identifying spatial 

patterns 

RNN Temporal sequence 

analysis 

Suitable for time-series network 

traffic data 

Autoencoders Anomaly detection 

and data compression 

Excellent for unsupervised 

learning tasks 

 

5.3 Training and Evaluation Metrics 

The model will be trained and evaluated using key performance metrics commonly used in 
network intrusion detection, such as accuracy, precision, recall, F1-score, and detection rate. 
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Table3. Evaluation Metrics 

Metric Description 

Accuracy Proportion of correct predictions made by the 

model 

Precision Proportion of true positives out of all positive 

predictions 

Recall Proportion of true positives out of all actual 

positives 

F1-score Harmonic mean of precision and recall 

Detection 

Rate 

Ratio of successfully detected intrusions 

 

6. PROPOSED ENSEMBLE MODEL 

The core of this research is to develop a robust and efficient ensemble model for network 
intrusion detection that integrates multiple deep learning techniques. This section outlines the 
design, integration of deep learning algorithms, and the optimization strategies used to improve 
the performance of the model. 
 

6.1 Ensemble Model Design 

The ensemble model will combine different deep learning algorithms—CNN, RNN, and 
Autoencoders—using techniques like stacking and voting to improve detection accuracy and 
minimize false positives. The design leverages the strengths of each algorithm to address their 
individual weaknesses, creating a balanced and effective intrusion detection system. 

Table4: Ensemble Design 

Component Description Role in Ensemble 

Base Models CNN, RNN, Autoencoders Provide diverse feature extraction 

methods 

Ensemble 

Method 

Stacking (meta-model for final 

prediction) 

Combines outputs from base models 

Voting Strategy Hard/Soft voting for final 

classification decision 

Determines the final prediction 

outcome 

 

6.2 Integration of CNN, RNN, Autoencoders 

Each base model in the ensemble contributes uniquely to the detection of network intrusions. 
CNNs are used to extract spatial features from structured network traffic data, RNNs are 
employed for sequence modelling and temporal analysis, and Autoencoders are integrated for 
anomaly detection and feature dimensionality reduction. 
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Table5:Integration of CNN,RNN & Autoencoders 

Model Contribution Strength 

CNN Extracts spatial features 

from input data 

Effective for detecting patterns in 

structured data 

RNN Models’ temporal 

dependencies in network 

traffic data 

Ideal for analysing sequential and time-

series data 

Autoencoders Detects anomalies by 

learning compressed 

representations 

Useful for unsupervised anomaly 

detection 

6.3 Ensemble Strategy: 
The models are combined using a stacking strategy, where the outputs of the base models 
(CNN, RNN, Autoencoders) are fed into a meta-classifier (e.g., a fully connected neural 
network) that makes the final classification decision. The meta-classifier is trained on the 
outputs of the base models to improve the overall accuracy of the ensemble. 
 

Table6. Optimization Strategy 

Optimization 

Strategy 

Description Expected Outcome 

Hyperparameter 

Tuning 

Grid search and random 

search to fine-tune model 

parameters 

Improves model performance and 

reduces overfitting 

Dropout and 

Regularization 

Techniques to prevent 

overfitting in deep learning 

models 

Enhances generalization and model 

robustness 

Early Stopping Stops training when the 

model's performance plateaus 

Prevents unnecessary training and 

reduces overfitting 

Data 

Augmentation 

Introduces variations in the 

training data to improve 

generalization 

Reduces model bias towards specific 

data patterns 

 

6.4 Optimization Strategies 

To maximize the performance of the ensemble model, various optimization strategies are 
employed: 
The optimization strategies are critical to ensuring that the ensemble model can handle large-
scale and evolving network traffic, minimizing errors and maximizing detection rates. 

Table7. Ensemble Model Performance Metrics 

Metric Description Expected Improvement through 

Optimization 

Accuracy Measures the proportion of 

correct predictions 

Expected to increase with hyperparameter 

tuning and ensemble strategy 
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Precision Proportion of true positives out 

of all positive predictions 

Increased by reducing false positives using 

voting/stacking 

Recall Proportion of true positives out 

of actual positives 

Improved with better anomaly detection by 

Autoencoders 

F1-score Harmonic mean of precision 

and recall 

Enhanced by balancing precision and recall 

using stacked models 

This ensemble design ensures that the model is both accurate and resilient, capable of detecting 
various types of network intrusions while maintaining high precision and recall. 
 

7. RESEARCH FINDINGS 

The findings of the research demonstrate the effectiveness of the proposed ensemble model in 
enhancing network intrusion detection capabilities. The ensemble approach, which integrates 
CNN, RNN, and Autoencoders, outperforms standalone models by improving detection 
accuracy, reducing false positives, and providing robust generalization to various attack types. 
The results were evaluated based on performance metrics such as accuracy, precision, recall, 
F1-score, and detection rate. 
 

7.1. Performance Comparison of Standalone Models vs. Ensemble Model 
The performance of the individual models (CNN, RNN, Autoencoders) was compared to the 
ensemble model. The ensemble approach significantly improved overall accuracy and reduced 
the false positive rate compared to the standalone models. 

 
Chart1. Performance Comparison of Standalone Models vs. Ensemble Model 

 

7.2. Impact of Optimization Strategies on Model Performance 

The optimization strategies, including hyperparameter tuning, dropout regularization, and early 
stopping, contributed significantly to the improvement of the ensemble model's performance. 
The table below shows the difference in performance before and after applying the optimization 
strategies. 

Accuracy

(%)

Precision

(%)
Recall (%)

F1-score

(%)

False

Positive

Rate (%)

CNN 89.5 87.2 86.8 87 7.3

RNN 91.2 88.9 89 88.9 6.5

Autoencoders 85.7 83.5 82.3 82.9 8.9

Ensemble Model 94.3 92.7 92.5 92.6 3.8
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Chart2: Impact of Optimization Strategies on Model Performance 

7.3. Comparison of Ensemble Techniques (Bagging, Boosting, Stacking) 
Various ensemble techniques were evaluated to determine which method provided the best 
performance. The table below compares Bagging, Boosting, and Stacking in terms of detection 
accuracy, precision, and false positive rate. 

 
Chart3: Comparison of Ensemble Techniques (Bagging, Boosting, Stacking) 

 

The Stacking ensemble technique produced the highest overall performance, improving both 
accuracy and F1-score while minimizing the false positive rate. 
7.4. Detection Rate Across Different Types of Attacks 

The ensemble model was tested on various types of network intrusions present in the dataset, 
and the detection rate of each attack type was compared to evaluate the robustness of the model. 

Accuracy Precision Recall F1-score

False

Positive

Rate

Before Optimization 91.7 89.1 88.8 88.9 5.4

After Optimization 94.3 92.7 92.5 92.6 3.8

Improvement (%) 2.6 3.6 3.7 3.7 -1.6
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Chart4: Detection Rate Across Different Types of Attacks 

The Ensemble Model outperformed the individual models across all attack types, particularly 
in detecting U2R attacks, which are typically more difficult to identify. 
 

7.5. False Positive and False Negative Rates 

Minimizing false positives and false negatives is critical for the performance of any intrusion 
detection system. The table below shows the false positive and false negative rates for the 
ensemble model compared to the standalone models. 

 
Chart5: False Positive and False Negative Rates 

The Ensemble Model significantly reduced both false positive and false negative rates, 
enhancing the overall reliability and effectiveness of the intrusion detection system. 
 

7.6. Computational Efficiency 

The computational cost of the ensemble model was also evaluated, considering the time taken 
for training and prediction compared to individual models. The table below outlines the time 
taken for each model. 

90.2

91.8

88.3

95.4

87.5

89.2

86

93.8

84.7

85.3

83.2

91.5

80.1

81.7

79.8

89.3

70 75 80 85 90 95 100

Detection Rate (CNN)

Detection Rate (RNN)

Detection Rate (Autoencoder)

Detection Rate (Ensemble Model)

Detection Rate

(CNN)

Detection Rate

(RNN)

Detection Rate

(Autoencoder)

Detection Rate

(Ensemble

Model)

U2R (User to Root) 80.1 81.7 79.8 89.3

R2L (Remote to Local) 84.7 85.3 83.2 91.5

Probe 87.5 89.2 86 93.8

DoS (Denial of Service) 90.2 91.8 88.3 95.4

U2R (User to Root) R2L (Remote to Local) Probe DoS (Denial of Service)

CNN RNN
Autoencod

ers

Ensemble

Model

False Positive Rate (%) 7.3 6.5 8.9 3.8

False Negative Rate (%) 10.5 8.8 14.3 5.7

7.3
6.5

8.9

3.8

10.5
8.8

14.3

5.7

0

2

4

6

8

10

12

14

16

False Positive Rate (%) False Negative Rate (%)



 

 

 

Volume 13 Issue 10 Oct 2024                                   ISSN 2456 – 5083                               Page 371 

 

 
Chart6. Computational Efficiency 

The Ensemble Model requires more time for training and prediction due to the combination of 
multiple models, but the increase in computational cost is justified by the improved detection 
accuracy and robustness. 
 

8.RESEARCH CONCLUSION 

This research successfully demonstrated that an ensemble model incorporating multiple deep 
learning algorithms—namely CNN, RNN, and Autoencoders—can significantly enhance the 
performance of network intrusion detection systems (IDS). By combining the strengths of each 
individual model, the ensemble approach offers a more robust, accurate, and reliable solution 
to detecting complex and evolving cyberattacks. 
The findings show that the ensemble model outperforms standalone models in key performance 
metrics, such as accuracy, precision, recall, and F1-score, while also reducing false positive 
and false negative rates. This improvement in detection capability is particularly critical for 
detecting more challenging attack types, such as User to Root (U2R) intrusions, which are 
traditionally harder to identify with standalone models.  
The use of Stacking as the ensemble technique provided the best overall performance compared 
to Bagging and Boosting. Additionally, optimization strategies such as hyperparameter tuning, 
dropout regularization, and early stopping played a crucial role in further enhancing the 
model’s efficiency and effectiveness. 
Despite the slight increase in computational cost associated with the ensemble model, the trade-
off is justified by the marked improvements in security performance. The model’s ability to 
accurately detect intrusions while maintaining a low false positive rate makes it a promising 
candidate for real-time intrusion detection in high-security network environments. 
In conclusion, this research contributes valuable insights into how ensemble deep learning 
models can address the limitations of existing IDS approaches. The integration of CNN, RNN, 
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and Autoencoders within an optimized ensemble framework provides a more comprehensive 
and resilient intrusion detection system, offering enhanced protection against a wide range of 
network threats. This work opens new avenues for further exploration into deep learning and 
ensemble methodologies in cybersecurity. 
 

9. FUTURE SCOPE OF THE RESEARCH 

The future scope of this research involves exploring several promising avenues to further 
enhance network intrusion detection systems (IDS) through advanced deep learning 
techniques. Future work could focus on integrating additional deep learning architectures such 
as Transformer models, which have shown potential in capturing complex temporal 
dependencies in sequential data. Additionally, incorporating reinforcement learning could 
optimize the adaptability of IDS models to emerging and evolving cyber threats. Expanding 
the research to include diverse and large-scale datasets from various network environments 
would improve the generalizability and robustness of the proposed ensemble model. 
Furthermore, investigating the integration of real-time threat intelligence feeds could enhance 
the model's responsiveness and accuracy in detecting zero-day attacks. Finally, exploring 
federated learning approaches could address privacy concerns by enabling collaborative 
training of IDS models across distributed networks without centralizing sensitive data. These 
advancements could significantly elevate the capabilities of IDS, making them more resilient 
to sophisticated cyber threats and better suited for dynamic and high-stakes security 
environments.  
 

10. REFERENCES 

1. R. Alshammari and J. Kalita, "Enhancing network security through intrusion detection using 
deep learning models: A review," IEEE Access, vol. 9, pp. 36218-36236, 2021. 
2. Z. Dong, Z. Liu, F. Wen, and X. Chen, "A hybrid deep learning model for network intrusion 
detection," Neural Computing and Applications, vol. 32, no. 10, pp. 9235-9248, 2020. 
3. Y. Zhang and H. Zhu, "Improving intrusion detection systems through deep learning 
techniques: Challenges and advancements," Journal of Cybersecurity, vol. 6, no. 2, pp. 118-
129, 2020. 
4. M. Nawir, A. Amir, and S. Kusmiadi, "The evolution of intrusion detection systems in the 
IoT era: A comprehensive review," Journal of Information Security, vol. 12, no. 4, pp. 139-152, 
2022. 
5. X. Luo, S. Wu, and Y. Zhang, "Deep learning for network security: A survey of recent 
advancements," IEEE Transactions on Network and Service Management, vol. 18, no. 1, pp. 
123-137, 2021. 
6. J. Kim, S. Lee, and S. Yoon, "Intrusion detection system based on deep learning models: A 
performance evaluation," Computers & Security, vol. 107, p. 102367, 2021. 
7. A. Abubakar and B. Pranggono, "Machine learning-based intrusion detection system for 
software-defined networks," Future Generation Computer Systems, vol. 81, pp. 255-262, 2017. 
8. B. Bhusal, Y. Xu, and W. Zhang, "Hybrid deep learning for network intrusion detection: A 
review," IEEE Access, vol. 9, pp. 42691-42712, 2021. 



 

 

 

Volume 13 Issue 10 Oct 2024                                   ISSN 2456 – 5083                               Page 373 

 

9. A. L. Buczak and E. Guven, "A survey of data mining and machine learning methods for 
cyber security intrusion detection," IEEE Communications Surveys & Tutorials, vol. 18, no. 2, 
pp. 1153-1176, 2016. 
10. R. Chawla and S. Mukherjee, "A deep learning approach for network intrusion detection 
using LSTMs," Journal of Computer Virology and Hacking Techniques, vol. 16, no. 4, pp. 301-
313, 2020. 
11. R. Chawla, S. Mukherjee, and S. Roy, "Intrusion detection system combining machine 
learning and ensemble techniques," Journal of Network and Computer Applications, vol. 168, 
p. 102757, 2020. 
12. Y. Feng, X. Zhang, W. Li, and M. Chen, "Anomaly-based network intrusion detection with 
deep learning: A survey," IEEE Access, vol. 8, pp. 113913-113931, 2020. 
13. A. Javaid, Q. Niyaz, W. Sun, and M. Alam, "A deep learning approach for network intrusion 
detection system," in Proceedings of the 9th EAI International Conference on Bio-Inspired 
Information and Communications Technologies, 2016, pp. 21-26. 
14. M. Khan, M. Madden, and H. Guelzim, "Deep learning-based anomaly detection in network 
intrusion systems," Computers & Security, vol. 99, p. 102051, 2020. 
15. X. Liu, Z. Tang, Y. Zhang, and J. Li, "Hybrid deep learning-based network intrusion 
detection system," IEEE Access, vol. 8, pp. 104820-104832, 2020. 
16. S. Roy, R. Chawla, and S. Mukherjee, "Ensemble techniques for intrusion detection 
systems: A review," Journal of Network and Computer Applications, vol. 111, pp. 16-31, 2018. 
17. M. Saxena, S. Puri, and H. Nath, "Traditional IDS vs. anomaly detection: Limitations and 
strengths in intrusion detection," International Journal of Security and Its Applications, vol. 13, 
no. 2, pp. 53-62, 2019. 
18. K. Wang and W. Li, "Network intrusion detection with ensemble deep learning," IEEE 
Access, vol. 7, pp. 187123-187134, 2019. 
19. C. Yin, Y. Zhu, J. Fei, and X. He, "A deep learning approach for intrusion detection using 
recurrent neural networks," IEEE Access, vol. 5, pp. 21954-21961, 2017. 
20. S. Zhang, Y. Cheng, and Y. Huang, "Adversarial learning in network intrusion detection: 
Concepts, challenges, and research opportunities," Computers & Security, vol. 102, p. 102171, 
2021. 
21. X. Gao, Y. Song, H. Wang, and Q. Liu, "Interpretable deep learning models for network 
anomaly detection," IEEE Transactions on Network and Service Management, vol. 18, no. 2, 
pp. 1011-1022, 2021. 
22. N. Kumar, N. Singh, and M. Singh, "Comparative analysis of traditional and deep learning-
based anomaly detection systems in modern networks," Journal of Cybersecurity, vol. 13, no. 
1, pp. 57-72, 2021. 
23. P. Sharma and J. Kalita, "Intrusion detection techniques in cloud computing and big data 
environment: Recent advances and challenges," IEEE Access, vol. 8, pp. 90758-90783, 2020. 
24. Z. Yang, L. Ren, Y. Zhang, and X. Liu, "Deep learning-based intrusion detection systems: 
A survey," Computers & Security, vol. 95, p. 101935, 2020. 


