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Abstract 

This paper demonstrates digital safety vs. personal information. Digital protection remain 

regarded a ball protection agenda so much pleasure concern defending states or residents 

beyond the abuse about touchy information. By the use of privacy or security measures, a 

agency may superintend the safety threats related in accordance with it. Moreover, it is a 

widespread a quantity on the organisation due to the fact it prevents pecuniary yet 

reputational injury because of any organization. This document was written with the intention 

of gaining an understanding of the nitty-gritty of digital security and the problem that arises 

from the similarity of terms used to handle personal information. It mimics the lesson in the 

first section by establishing the goals or background. After that, it investigated the 

methodology section. The project's essential and less important research were combined, and 

thematic analysis and land survey were utilized. After that, the research paper gathered data 

and analyzed it using MS Excel graphs and charts, peer-reviewed journals, and articles. This 

document has been prepared to meet the digital economy or square the digital security or 

privacy risk for the social or financial prosperity of several organizations. The essential 

dimensional areas of digital safety in connection with connect, such as the digital 

environment or privacy in relation to expertise technologies, are the subject of this bill. This 

request bill has been explained possibility organization with the guide of examining the 

practical danger regions after know what is happening. It was created with the knowledge 

that digital security has the potential to cause significant difficulties when storing and 

protecting personal information. 

 

Introduction 

In recent years, the process of increasing 

digital safety has become a significant 

source of enjoyment. The key rationale in 

that lies inside the abuse about innovation 

inside every single variable of partnerships 

.It will continue primarily because cutting-

edge cyber attacks have made headlines 

that threaten the trust that common people 

have in online distribution records. The 
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same will be taken into account in this 

assignment research. The objectives 

should be established first, followed by the 

background of the study. Second, they 

should also talk about the criticism of the 

literature or, by extension, the way the 

research is done .In the end, propulsion 

and data analysis will follow. 
 

Problem Statement 

The project's problem statement refers to 

its concept of digital security, which 

includes the transfer of private data to 

agencies and an analysis of the risks 

associated with the same in digital 

security. 

 

Objectives  

To examine issues pertaining to digital 

security in businesses:  

• To identify threats in light of private data 

management;  

• To consider the failure of digital security 

in light of safeguarding personal records;  

• To review the strategy for mitigating 

risks. 

 

Context of The Research 

The lesson's background is linked to the 

idea of digital security because it shares 

private information about the digital 

platform. The concept of digital security 

may also continue to be used as a 

collective term to describe the most 

important aspects of the assets used to 

protect online identities, data, and illicit 

assets. These tools could be software, 

internet services, smartphones, SIM cards, 

secured private devices, or biometrics. The 

first reason is that they are accessible to 

individuals despite being impenetrable to 

the web or digital identity. Because the 

internet, or digital arrival, of humans is 

more important than their offline presence, 

the issue of digital security measures has 

grown significantly. Additionally, the rise 

in cybercrime or attacks has increased the 

scope of cybersecurity measures. 

However, it is possible to consider the 

distinction between cybersecurity and 

digital. While the previous concern is 

safeguarding the internet presence, the 

current concern extends to more extensive 

areas, including complete networks, laptop 

systems, and malicious digital 

components. As a result, cyber safety and 

security are more difficult and complex 

tasks than digital security protection. 

Businesses use the same guidance 

regarding various steps and measures. 

They guarantee compliance with the 

technology's consciousness among the 

judgment regarding the need as this 

security. 

 

 

Research Rationally 
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Research has shown that incorporating 

digital strategies into businesses for the 

growth and improvement of their 

operations is a growing industry. In this 

regard, he wants the job of mission control 

to take the best measures to prevent risks 

and threats from coming into their 

businesses in the long run. The use on 

computerized assurance measures execute 

keep helpful on the grounds that the 

gatherings in similarity with square yet 

resistant the advanced and on-line 

characters in regards to every businesses 

and representatives working for the 

organizations. They are also successful in 

safeguarding the clients' online-shared 

skills. 

 

As a result, as business owners implement 

digital security into their operations in 

accordance with the findings of the study, 

the decision made in the research could 

continue to be useful.The comparison of 

standard digital safety structures may 

continue to be an extended but advanced 

process. Furthermore, it is unique to each 

company. Subsequently, organization 

proprietors could bear the addition on the 

concentrate through examining the shifted 

techniques necessary among advanced 

security. It may also continue to be 

recommended regarding the methods and 

capabilities for expanding digital security 

settings. It might also want to look outside 

for risks and threats to digital security in 

protecting personal information from 

employees and customers while taking 

precautions against it. 

 

Literature Review 

Privacy and security are intertwined with 

one another. Privacy is related to the fact 

that anyone can restrict partial private 

information. Numerous privacy insurance 

policies associated with a single 

organization ensure that privacy is 

preserved. Protection ability, on the other 

hand, measures how many people an 

organization can protect the information. 

The majority of tasks carried out by 

businesses, governments, or other 

organizations are in line with overseeing 

the risks associated with an organization's 

private records. A brief overview of digital 

security before private records are active in 

response to the lie that was mentioned. 

After that, it will talk about these risks' 

associated chances and ways to lower 

them. After that, it will investigate the 

evaluation of the digital security failure 

and then examine the composition hole. 

Various types of digital security are 

viewed at some point in the digital world 

as providing a large preference due to the 
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defense technique. The tool, on the other 

hand, is linked to antivirus software, 

internet services, biometrics, and private 

devices with tight security. In this day and 

age of digital communication, digital 

security is absolutely necessary to 

maintain trust. Digital security is the 

policy or framework that has demonstrated 

the essential yet realistic concepts in 

accordance with do, in addition to 

restricting the use and digital openness. 

 

Innovation is additionally the primary 

cosmetics with the exception of hindering 

the principal to cheer development after 

concern the mutual advances. 

Additionally, security and privacy are 

linked concepts. Privacy is related to rights 

because controlling personal records 

allows for a path that is compatible with 

use. Within the same world, these two 

aspects of privacy or safety overlap. It has 

been viewed across the industry in 

accordance with individualized it twins 

concepts between tiers of the literature. 

Privacy, on the other hand, and security 

must also be maintained. Customer's 

personal information is used by businesses 

to prepare the database for operations and 

then provide applications and products. As 

a result, they appear to be focused on 

protecting those data. In today's digital 

world, a variety of digital security options 

are taken into account, providing a 

significant range of options depending on 

the defense strategy. The network device 

that will effectively monitor the packets 

overseas and between the blocks and 

networks while permitting them 

appropriately is the reason why a firewall 

is crucial. However, the definition of 

permissible traffic has led to its launch. 

Additionally, in order to guarantee digital 

security, firewalls ought to be regularly 

updated. As a result, it has been used to 

protect the skills system stored in the 

organization's database and improve 

application activation appropriately. 

• Antivirus programming: Malware or 

some other malicious program is the most 

common method used to spread viruses, 

which aim to infect company data and 

cause the screening process to stop. An 

antivirus, on the other hand, isolates the 

most likely threats by detecting or using 

them for cleaning in accordance with 

remaining outside the questionable aspects 

of protecting private information. 

• Software for remote monitoring: The 

statistics protection group may also be able 

to gather information through remote 

monitoring; direct all the equipment and 

capacities via diagnosing issues from a 

distance . However, remote control 
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software provides the conveniences and 

flexibility necessary to enable directors to 

investigate these implications from any 

location. 

• Intermediaries: Proxies are frequently 

referred to as a "digital security device" 

because they can "deck bridge the hole of 

the internet" and allow users to interact 

with the government in accordance with 

their organizations' information science 

policies. Proxy software, on the other 

hand, restricts access to potentially 

harmful websites or makes use of possible 

authentication rules to control usage. 

Additionally, it server typically acts as a 

firewall or internet filter to connect the 

shared network and cache the data in order 

to accelerate the multiplication request. 

• Scanner of vulnerabilities: A 

vulnerability scanner should remain a 

concept due to examination in accordance 

with the physical points and can also make 

use of the computer network to identify 

security holes. However, vulnerability has 

been used to identify a system's weak point 

in computers, networks, and installations 

before predicting countermeasure utility. 

This device can be used by the 

organization to evaluate, detect, and 

manage up to expectation weaknesses. the 

skills that the technology safety group 

could also use. 

• Dangers to one's image: Selling the 

business model overseas has significantly 

decreased the value of the business. After 

considering the reputational risk, the 

company has developed a well-revised 

diagram instead of avoiding or accepting 

the risks. Reputation-based safety 

corresponds to the expectation of the 

security mechanism that intends to group 

all integral files in support of the security 

regarding the organizations' intrinsically 

acquired reputations. However, this ought 

to make it feasible by determining and 

anticipating the file security that facilitated 

widespread usage among users. 

• Cultural risk or talent shortage: The 

absence of a creative workforce is a factor 

in the business's growth beyond what was 

anticipated. In order to oversee the current 

projects, the company must rely on the 

hiring of a talented and knowledgeable 

team. The digital security plan's success is 

heavily influenced by even company 

culture. The values, beliefs, and mindset of 

an organization's subculture have been 

linked to the behaviors of its employees 

when defending or defending the company 

against threatening attacks. Even though 

the way things are done is changing every 

hour, more and more people are choosing 

to work from home and freelance. 
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• Risk to privacy: The security team must, 

in my opinion, carry that method into situ 

when storing identifiable information for 

business purposes by correctly describing 

it, storing it, and securing the identifiable 

facts in my opinion accrued from 

numerous customers. The company must 

comply with the privacy regulations by 

describing how it will handle sensitive 

personal information. 

• Threat posed by technology: This kind 

of bet is dynamic if the technological 

components that are supposed to disrupt 

the business fail. However, organizations 

face a wide range of operational risks, 

including SQL injections, password theft, 

job outages, and cyberattacks. The 

technical risk that is associated with the 

digital danger that is based on the data and 

software because of the abilities 

technological know-how so harms the 

business operations are software defects, 

floods at the middle over knowledge, or 

express upstairs the ability cords. Man-

made reasoning gamble: It is certain to be 

one of the numerous threats to digital 

security that the researcher has identified. 

In contrast, the alternative system 

emphasizes the strength of the adversaries 

over chance, which compromises the 

morality of the method of learning. As a 

result, such should no longer provide the 

options that the dressmaker anticipated and 

desired.  

Risk of compliance: security compliances 

are regularly upheld the need about outside 

sources rather on genuine in impersonation 

of bet organization of own endeavor 

business. However, the assent risk is 

connected to the assembly's discussion of 

various controls to safeguard the integrity, 

confidentiality, and access to crucial data. 

Managing environmental damage or 

pollution through the actions of 

organizations is another type of chance. 

Procedure for Mitigation In this section, a 

number of digital security risks that are 

connected to personal information have 

been discussed.in an effort to ensure 

complete organizational security in digital 

areas, numerous mitigation strategies have 

emerged below. 

• Finding the most important assets: the 

company maintains its strategies in an 

effort to eliminate all of these challenging 

risks. However, as described by the 

organizational methods across the simplest 

ternary imperative practices regarding 

governance, compliances, and threat 

management, enforcing government risks 

and the strategy in accordance with 

compliances can continue to be beneficial. 

The company needs to understand the 

entirety of the organization's assets in 
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order to act like an accurate boss in the 

digital risks. First, though, be difficult on 

the various entry points that could want to 

be exposed as vulnerable threats. In 

addition, this identification is the most 

important resource for effectively 

determining the nature of potent attacks or 

vulnerabilities. 

3. According to Chen et al., the failure 

of digital security was evaluated. 

One of the many challenges that 

cybersecurity leaders face is how to 

prepare their stakeholders for the potential 

consequences of large incidents. Some 

factors may also have a direct impact, such 

as costs associated with changing IT assets 

and revenue loss from customers whose 

businesses were not able to continue as 

usual during the outage. However, 

determining other factors is challenging. 

Because they are unable to evaluate the 

effectiveness of digital security, businesses 

have not implemented it. It has been 

observed that business users of 

cybersecurity purchase decisions were not 

included in 80% of the companies' 

decisions. that do not now include a high-

ranking union to evaluate the business 

impact and risks associated with 

cybersecurity investments. Outsider 

organizations might work white interests 

in network safety advancements with the 

exception of sure the utility of these 

innovations. According to conversations 

with enterprise stakeholders regarding 

cybersecurity issues, 80% of businesses 

fail. 

 

Ioane, Kibbes, and Tudor claim that it has 

been carried out up to the expectation that 

two-thirds of cyberattacks may also target 

small or medium-sized organizations. It 

occurs because hackers frequently target 

smaller businesses that lack the resources 

necessary for adequate searching due to 

information shared by larger businesses. 

The Security Benchmark Index Survey is 

used to measure efforts to ensure digital 

safety on a regular basis. It provides a 

comprehensive overview of a company's 

protection benchmark index. After 

comparing their performance to that of 

their rivals, this index aids the businesses. 

By the utilization of theirs fair then top to 

bottom assets, organizations perform 

watch theirs fundamental designs yet 

sensitive data. 

 

A gamble evaluation is required for 

assessing an organization's digital security. 

The next step is to keep track of specific 

types of data related to their digital 

security policies and systems for 

maintaining safety on computers, laptop 
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networks, email, and other potentially 

harmful software. According to iota, she 

then files extraordinary threats both inside 

and outside the building. that has to 

include a variety of strategies, but these 

strategies are used by a variety of goal 

organizations. They will use exclusive 

equipment to scan their networks and 

locate the locations where functions are 

being carried out in order to assess the 

vulnerabilities. Concurring in similarity 

with Kumar then Roy , that aides in 

impersonation of test whether there is 

anyone refreshed programming program 

convenient inside the business venture or 

investigate for very much respected 

weaknesses. 

 

After resolving the pre-defined 

vulnerabilities against a elected regulation, 

the IT director may also use bestial 

pressure attacks against end users. 

Through the use of entree testing, these 

options can identify a security expert in 

accordance with the employer's resilience. 

After that, that hold in accordance with 

perform business affect evaluation in 

accordance with work outside of many 

affects regarding a variety of consequences 

regarding digital security threats. There 

will be financial, operational, and 

reputational consequences.they need to 

shape a business undertaking progression 

chart yet give diagram . 

They have, in accordance, a clear picture 

of the costs associated with IT disasters 

within business operations. They will put 

the immediate flaws in cybersecurity 

attacks first once they have a clear 

understanding of the powerful impact on 

digital security. If the corporate rule needs 

to redact some changes to comply with the 

security provision, she should look at it to 

see if they have a negative impact on other 

systems. She must comply with a number 

of policies and rules in accordance with 

the organization's documented insurance 

policies because the rod is regarded as the 

primary safety risk.those have been 

granted routine training to employees, 

allowing them to carry out their business 

procedures. 

 

Methodology 

Research on Methodology Statistics 

collection from insignificant sources rather 

than research. A quantitative survey will 

be the focus of the forward lookup 

number. In that regard, the researcher will 

compile a questionnaire and target 

organizations based on the look at their 

ride over. Various steps or levels on the 

lookup work remain necessary while 

completing the same. In this regard, 
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Saunders' research onion assists in 

comprehending the various levels and 

layers of a research project. The procedure 

is comparable to peeling the various onion 

layers. While stripping it layers, the 

scientist runs over the way of thinking, 

methodology, approach, and examination. 

In addition, the researcher must specify the 

methods for data collection, sampling, 

record analysis, and epoch horizon, among 

other things. Over the onion, these are 

crucial components. 

Research Philosophy This is an essential 

section regarding the research. It enables 

the researcher to select the character, 

source, and subsequent sources of relevant 

thriving statistics and potential. The four 

lookup philosophy schools are 

pragmatism, positivism, realism, and 

interpretivism. The positivism philosophy 

will be the focus of this search.The 

researcher's adaptability to effective 

records and dependable sources while 

conducting the research is the knowledge 

regarding the utilization of its visibility. 

However, this type of over-vision 

frequently limits the researcher's role in 

data collection and may continue to be a 

limitation. 

The research approach is another essential 

part of the study or includes all the steps 

necessary to structure large hypotheses and 

narrow the arguments and deductions 

related to the same Deductive, abductive, 

and inductive approaches are three distinct 

types of research processes that are 

frequently employed. Throughout that 

project, the deductive method of research 

will be the primary focus.that a variety-

over-methodology approach frequently 

aids in the formation of casual connections 

between principles and variables, who 

ought to serve as a benefit throughout the 

research. However, it would be difficult 

due to the tendency to generalize the 

research's findings and analysis. 

 

The rational design for gathering data and 

analyzing it in order to produce the 

deliverables is essential for this portion of 

the research, which is also required for 

analyzing the main factors affecting the 

researcher's overall approach. The two 

types of lookup designs are exploratory 

and crucial designs.The design that was 

used for the research is identical to the 

important research diagram's graphic 

type.This could also be good because it 

takes time to look at the lookup because 

finding the variables that are related to the 

same thing takes time.The drawbacks of 

this graph can be shown in the form of the 

lack of lessons instead of looking at and 

verifying the results using statistics. 
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Data Collection The process of gathering 

statistics is the most crucial aspect of the 

research.This mission will bring together 

every important aspect of digital 

security.The less extensive lookup piece 

will prioritize thematic analysis.The 

analyst will wreck the query topic inside a 

few topics then, at that point, examine 

theirs effect over computerized 

security.The club will use each 

characteristic or quantitative source of 

knowledge to support the implementation 

of the information analysis. 

 

Again, the example technique is an 

essential component of the growth and 

development of research. That is 

concerned and focused on a specific 

population at the conclusion of the 

research, which is why it is hourly 

frequently.For this task, the specialist will 

utilization an ideal technique utilizing the 

opportunity strategy.The questionnaire 

will be distributed to one hundred 

employees who are responsible for digital 

security for the quantitative survey.On the 

other hand, the researcher will examine 

four topics to identify the most significant 

aspects of the research topic's attributes 

and factors. 

Data Analysis This is the last or most 

significant quantity in relation to the 

research. The researcher makes an effort to 

conduct research and discuss the collected 

statistics in an effort to produce more 

consistent results. The important section 

allows the researcher to collect participant 

responses to the questionnaire. The 

evaluation will continue with the 

assistance regarding MS Excel bars and 

graphs. The researcher will attempt to 

replicate an analysis of their opinions in 

light of the number of responses. In 

addition, the researcher must use scholarly 

or peer-reviewed journals or articles to 

examine the most important aspects of 

various subjects and discuss their 

conclusions. 

Table showing Time and Activities 

 

 

 

 

Results & Discussion 

 

Q1. What is your age group? 

Q2. Are you familiar with digital security? 
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Q3. Are you satisfied with the digital 

security in your company? 

Q4. Do you feel that private information 

has risks in digital security? 

Q5. Do you wish to bring about 

improvement in digital technology? 

1. Table showing Response 

Regarding Age 

 

 
 

 
showing Response Regarding Age 

 

2. Table showing Response 

Regarding Familiarity 

 

 

 

Response Regarding Familiarity 

 

3. Table Response Regarding 

Satisfaction with Digital Security 

 
 

 
Response Regarding Satisfaction with 

Digital Security 

 

4. Table Showing Response Regarding 

Satisfaction with Digital Security 

 

 
 

 

 

 

 

 

 

Percentage of 

respondents 

18-30 

31-45 

Percentage 

Yes 

No 

Not sure 

Percentage of 

respondents 

Highly 

satisfied 

Satisfied 

Percentage of 

Highly agreed 

Agreed 
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5. Table Showing Response Regarding 

Improvement 

 

 
 

 
 

Showing Response Regarding 

Improvement 

 

Analysis of Theme: Advanced wellbeing 

issues into organizations 

Advanced security is fundamental inside 

the gatherings in impersonation of gather, 

safely store or securely represent client yet 

workers, client information, or exclusive 

mysteries. It has been analyzed as 

potentially damaging the brand of the 

company and lowering the quality of their 

production in order to increase the 

company's revenue and profitability. 

However, in order to safeguard private 

information, digital security is an essential 

business function. As a result, researchers 

have been recommending that the 

company's CEO not receive any reports 

directly related to these digital security 

factors, despite their decreasing 

effectiveness. 

 

The thematic analysis suggests that digital 

security is now more than just a 

technological issue in relation to the most 

recent or advanced security software. It is 

regarded as either the only significant 

vulnerability or the dynamic best defense. 

The majority of businesses, in addition to a 

few distinct industries, would keep their 

employees' daily practices and awareness 

of cybercrime up to date. Researchers 

understand that businesses are aware of 

these vulnerabilities and are working to 

improve security measures to prevent 

victims from falling prey to 

cybercriminals. 

 

Cybercrimes occur because of the need for 

money in areas with a high concentration 

of wealthy customers. Even if the cash 

grows eventually, putting too much 

emphasis on or influence is a big mistake 

because it hurts the business's value or 

reputation. In addition, the organization 

ought to continue to focus on digital 

security in order to keep private 

information associated with high financial 

value out of reach. 

 

Conclusion 

Percentage of 

Response 

Yes 

No 

Not sure 
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Digital security and personal records are 

discussed in detail in this paper. It 

provides a comprehensive overview of 

digital security followed by individual 

organization-specific private statistics. 

Because of the risks that have been 

identified regarding digital security, this 

report provides an obvious thought that 

involves a number of mitigation strategies. 

Accordingly, businesses want cyber 

security experts' assistance in identifying 

and mitigating the risks associated with 

digital security. It has been carried out 

beyond the bill's demand, and nearly all of 

the labor is produced in a theoretical 

format. However, it does not provide 

anyone with any real-world implications 

regarding the social impact of digital 

assets. The implementation of digital 

safety coverage aids an agency in 

combating associated cyber security 

threats. It could also lead to significant 

shifts in the competitive environment that 

the organizations operate. Legal decree 

plays a crucial role in maintaining an 

organization's cyber security requirements. 

In an effort to safeguard individual and 

organizational privacy-related data, 

governments enforce criminal acts. The 

primary objective of this legislation is to 

lessen the risks posed by cybercrime 

committed through the use of digital 

devices. 

 

Hacking is considered a criminal act in 

order to protect privacy. The person who 

committed the wrongdoing will continue 

to be punished. Keeping IT security in one 

organization is another reason that radio 

frequency identification is used. It may 

remain chronic due to inventory detection, 

human tracking, commodity tracking, or 

other factors. Because of the transactional 

nature of the operations, a centralized 

provision should be implemented in that 

situation. It provides real-time operations 

for preserving an organization's digital 

security. In addition, it maintains a user-

specific file and grants proof access to a 

specific house. They need encryption 

standards to ensure the security of 

company data. Encryption aids in the 

enhancement of a company's security 

features, but it is also used to conceal 

sensitive data. Numerous security 

calculations bear been presented or can 

likewise lie old through a few gatherings 

in this world. The majority of security 

algorithms are associated with ASCII text. 

UNICODE text is handled by extremely 

inefficient algorithms. Nonetheless, 

UNICODE plays a crucial role in digital 

communication in the digital age. The 
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failure of digital security is contrasted in 

this paper, which provides a white 

overview. 

 

Due to the absence of their digital security 

policy, numerous businesses have failed to 

enforce digital protection. Consequently, 

penalty participants may misappropriate 

sensitive information, resulting in severe 

reputational damage for the up-to-expected 

organization. Additionally, it makes it 

easier for cybercriminals to hack an 

employer's IT systems quickly. Because of 

an organization, it will continue to be an 

extremely dangerous risk. It could have a 

significant impact on a nation's economic 

or national security. Digital security can 

continue to be viewed as political work for 

a specific United States’ .a .by integrating 

numerous experimental or conceptual 

resources. 
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