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ABSTRACT 

Fraud detection is a scenario applicable to many industries such as banking and financial 

sectors,insurance,healthcare,government agencies and law enforcement and more.There has 

been a drastic increase in recent years ,pushing fraud detection more important than 

ever.Hundreds of millions of dollars are lost to fraud every year.Upcoding fraud is one such 

fraud in which a service provider acquires additional financial gain by coding a service by 

upgrading it even though the lesser service has been performed.Incorporating artificial 

intelligence with data mining and statistics help to anticipate and detect these frauds and 

minimize costs.Using sophisticated data mining tools ,millions of transcations can be 

searched to spot patterns and detect fraudulent transactions.This paper gives an insight into 

the various datamining tools which are efficient in detecting upcoding frauds especially in the 

healthcare insurance sector in India. 

 

I.INTRODUCTION 

The term “fraud” implies an intention on 

the part of some party or an individual 

presumably planning to commit 

fraud[1].Different forms of frauds creates 

threats for the mankind be it social or 

financial sector .Traditional methods of data 

analysis was used to detect fraud and it was 

quite complex and timeconsuming .Fraud 

comprises of many instances involving 

repeated  

contraventions using the same method.Fraud 

cases can be similar in content and 

appearance but not identical In 

banking,fraud may be using stolen credit 

cards, falsifying cheques, misleading 

accounts and more.In insurance,20% to 25% 

of claims contain some form of 

fraud,leading to approximately 10% of 

insurance payout dollars. Fraud can vary 

from inflated losses to deliberately causing 

an accident for the payout. With all the 

different methods of fraud, detecting it 

becomes still harder. Data analysis 

techniques to prevent fraud were first used 

by the telephone companies,the insurance 

companies and the banks.Based on a neural 

network shell ,Falcon fraud assessment 

system,FICO was successfully implemented 

in the banking industry.Retail industries also 

suffer setbacks from frauds. Some 

supermarkets have started to make use of 

digitized closed-circuit television (CCTV) 

together with POS data of most susceptible 

transactions to fraud.Internet transcations is 

a big concern nowadays with some research 

pointing that these trans cation fraud is 12 

times higher than in-store fraud. Fraud is an 

adaptive crime, so it requires special 

methods of intelligent data analysis to detect 

and prevent it. These methods exist in the 

areas of Knowledge Discovery in Databases 

(KDD), Data Mining, Machine Learning 

and Statistics[4]. They offer applicable and 
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successful solutions in different areas of 

fraud crimes. 

 

II.LITERATURE REVIEW  

 

 In the realm of fraud detection, several 

studies highlight different methodologies 

and advancements in tackling fraudulent 

activities across various sectors. Sasongko's 

research on "Fraud Detection In Non-Cash 

Transactions Using Information System 

Audit" focuses on enhancing the efficiency 

of non-cash payment systems through 

information systems auditing. This approach 

involves evaluating safeguards, internal 

controls, and computer forensic procedures 

to detect and manage fraud within 

government banks in Bandung, Indonesia. 

The study emphasizes that while fraud can 

be managed, the implementation of these 

systems is not yet optimized. 

 Bolton and Hand, in their review 

"Statistical Fraud Detection," discuss the 

escalating issue of fraud exacerbated by 

modern technology and global 

communication. They underscore the 

importance of statistical and machine 

learning tools in detecting various types of 

fraud, such as money laundering and e-

commerce credit card fraud, and describe 

the effectiveness of these technologies in 

uncovering fraudulent activities once 

prevention measures have been 

circumvented. 

 Bauder, Khoshgoftaar, and Seliya, in 

their survey "A Survey on the State of 

Healthcare Upcoding Fraud Analysis and 

Detection," address the increasing burden of 

healthcare fraud, particularly upcoding. 

They highlight the potential of data mining 

techniques to improve fraud detection in 

healthcare billing by analyzing vast amounts 

of data. The study points out the challenges 

of obtaining audit data and the need for both 

supervised and unsupervised learning 

techniques to enhance fraud detection. 

 Najafabadi et al.'s paper, "Deep 

Learning Applications and Challenges in 

Big Data Analytics," explores the role of 

deep learning in big data analytics, 

including its application in fraud detection. 

The authors discuss how deep learning 

algorithms can analyze large volumes of 

unlabeled data to identify complex patterns 

and improve detection accuracy. They also 

identify ongoing challenges such as 

streaming data and scalability that need 

further research. 

 Phua’s comprehensive survey, "A 

Comprehensive Survey of Data Mining-

Based Fraud Detection Research," provides 

an extensive review of data mining 

techniques used for fraud detection. The 

study covers various methodologies, 

including artificial intelligence and machine 

learning, and emphasizes the importance of 

using mathematical algorithms to detect 

fraud from available data. It also discusses 

the evolution of fraud detection solutions 

and their applications across different 

industries. 

 Kirkos, Spathis, and Manolopoulos 

investigate the effectiveness of data mining 

techniques in detecting fraudulent financial 

statements in their study "Data Mining 

Techniques for the Detection of Fraudulent 

Financial Statements." They compare the 

performance of Decision Trees, Neural 

Networks, and Bayesian Belief Networks in 

identifying fraudulent financial activities, 

highlighting the role of these techniques in 

aiding auditors to detect management fraud. 

 

III.EXISTING SYSTEM 

Fraud detection is a situation that can occur 

in a variety of businesses, including the 

banking and financial sectors, insurance, 

healthcare, government organizations, and 
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law enforcement. Recent years have seen a 

sharp increase, making fraud detection more 

crucial than ever. Every year, fraud causes 

hundreds of millions of dollars to be lost. 

Upcoding fraud is one such fraud in which a 

service provider acquires additional 

financial gain by coding a service by 

upgrading it even though the lesser service 

has been performed 

Disadvantages 

1. Upcoding is illegal and a fraudulent 

activity followed by medical providers by 

cheating the insurance providers and gain 

more income than they are eligble. 

2. This practice is seen to be costly for 

individual patients as well as for the ins 

urance payers 

 

IV.PROPOSED SYSTEM 

Fraud detection and data mining always 

goes hand in hand.With the introduction of 

this technique and with the support of 

artificial intelligence and machine 

learning ,fraud detection has become much 

simpler and easier  and Medical claim fraud 

detection with the help of data mining plays 

an important role for an insurance company 

to detect fraudulent claims Nearly 10% to 

20% of the insurance amount is wasted on 

fraudulent claims. 

Advantages 

1. with the use of mining data techniques, 

the wastage can be reduced to a great extent, 

even though it is difficult to completely 

eradicate fraud claims. 

2. Supervised learning ,Unsupervised and 

Hybrid learning methods in data mining 

pave way to efficient methods in detecting 

faults or anomalies and thus helps in 

mitigating frauds. 

 

V.MODULES 

1. Patient 

2. Medical Provider 

3. Insurance Provider 

4. Bank 

MODULE DESCRIPTION 

PATIENT 

Here patient is a module, patient should 

register to the application then only he can 

able to login into the application. After 

successful login he can perform some 

operation such as manage his bank account 

like can send request to bank to take account 

and can view  his status and can deposit 

money into his account , 

Then the patient can view all policies, can 

purchase the policy also while purchasing 

the policy if patient enter more than 3 time 

wrong cvv then bank have the chance to 

block his account.  

After purchasing the policy patient can send 

the medical request to the medical provider 

and generate the treatment bill and can view 

the medical bill sent by the medical provider 

and logout. 

MEDICAL PROVIDER 

Here medical provider first as to take one 

account with specified specialization then 

login into his account, after successful login 

he can view medical request, can generate 

the medical bill and send the insurance 

details request to patient and get the patient 

insurance details and apply insurance behalf 

of patient and get the claim amount if 

everything is clear then at last logout. 

INSURANCE PROVIDER 

Here insurance provider also take one 

account into this application after successful 

login he can perform some operations like 

he can add policies and can view policies 

and can view all policy holder. 

And the insurance provider can verify the 

insurance claim request, if the insurance 

amount is less than medical bill using data 

mining filtering technique our system will 

identify and show to the insurance provider, 
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here insurance provider can block those 

claim request and logout 

BANK 

Here bank is a module, bank can directly 

login with specified details and after 

successful login he can perform some 

operation such as view account request, 

view fraud accounts, view graph and logout   

 

Deposit amount 

 

All medical policies 

 

VI.CONCLUSION 

Fraud including upcoding puts a heavy 

financial burden not only to the insurer but 

also to the customer as this would increase 

the premium rates payable to the insurer.So 

efficient mechanisms has to be formulated 

and implemented to detect these financial 

frauds as well as to mitigate it.  Healthcare 

fraud detection studies are limited using 

supervised and unsupervised learning 

methodologies and is very few in the case of 

upcoding healthcare fraud detection.Linear 

regression ,mixed logit,Bayesian models are 

the supervised techniques used for upcoding 

fraud detection .A combination of subgroup 

creation via decision tree and Fisher’s Exact 

Test are done using the unsupervised 

learning techniques.The application of 

additional learning and classification 

technique in this field will surely pave way 

for more innovative research options to 

reduce the risk of upcoding frauds. 
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