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ABSTRACT: Intrusion detection in Wireless Sensor Network (WSN) is of practical interest in many
applications such as detecting an intruder in a battlefield. The intrusion detection is defined as a
mechanism for a WSN to detect the existence of inappropriate, incorrect, or anomalous moving
attackers. For this purpose, it is a fundamental issue to characterize the WSN parameters such as node
density and sensing range in terms of a desirable detection probability. In this paper, we consider this
issue according to two WSN models: homogeneous and heterogeneous WSN. Furthermore, we derive
the detection probability by considering two sensing models: single-sensing detection and multiple-
sensing detection. In addition, we discuss the network connectivity and broadcast reachability, which
are necessary conditions to ensure the corresponding detection probability in a WSN. Our simulation
results validate the analytical values for both homogeneous and heterogeneous WSNs.

KEY WORDS: Intrusion detection, node density, node heterogeneity, sensing range, Wireless Sensor
Network (WSN).

LINTRODUCTION density have to be carefully considered at the

A Wireless Sensor Network (WSN) is a
collection of spatially deployed wireless
sensors by which to monitor various changes of
environmental conditions (e.g., forest fire, air
pollutant concentration, and object moving) in
a collaborative manner without relying on any
underlying infrastructure support [1]. Recently,
a number of research efforts have been made to
develop sensor hardware and network
architectures in order to effectively deploy
WSNs for a variety of applications. Due to a
wide diversity of WSN  application
requirements, however, a general-purpose
WSN design cannot fulfill the needs of all
applications. Many network parameters such
as sensing range, transmission range, and node

network design stage, according to specific
applications. To achieve this, it is critical to
capture the impacts of network parameters on
network performance with respect to
application specifications. Intrusion detection
(1.e., object tracking) in a WSN can be regarded
as a monitoring system for detecting the
intruder that is invading the network domain.
Fig. 1 gives an example that sensors are
deployed in a square area for detecting the
presence of a moving intruder. Note that in Fig.
1, as well as in Figs. 3 and 4, the illustration of
sensors and an intruder is based on a slide for
paper [2]. The intrusion detection application
concerns how fast the intruder can be detected
by the WSN. If sensors are deployed with a
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high density so that the union of all sensing
ranges covers the entire network area, the
intruder can be immediately detected once it
approaches the network area. However, such a
high-density deployment policy increases the
network investment and may be even
unaffordable for a large area. In fact, it is not
necessary to deploy so many sensors to cover
the entire WSN area in many applications [3],
since a network with small and scattered void
areas will also be able to detect a moving
intruder within a certain intrusion distance. In
this case, the application can specify a required
intrusion distance withinNwhich the intruder
should be detected. As shown in Fig. 1, the
intrusion distance is referred as D and defined
as then distance between the point the intruder
enters the WSN, and the point the intruder is
detected by the WSN system. This distance is
of central interest to a WSN used for intrusion
detection.

In this paper, we derive the expected intrusion
distance and evaluate the detection probability
in different application scenarios. Given a
maximal allowable intrusion distance Dmax Y ,
we theoretically capture the impact on the
detection probability in terms of different
network parameters, including node density,
sensing range, and transmission range. For
example, given an expected detection distance
EODP, we can derive the node density with
respect to sensors’ sensing range, thereby
knowing the total number of sensors required
for WSN deployment.

In a WSN, there are two ways to detect an
object (i.e., an intruder):
detection and multiple-sensing detection. In the

single-sensing

single-sensing detection, the intruder can be
successfully detected by a single sensor. On the
contrary, in the multiple-sensing detection, the
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intruder can only be detected by multiple
collaborating sensors [4]. In some applications,
the sensed information provided by a single
sensor might be inadequate for recognizing the
intruder. It is because individual sensors can
only sense a portion of the intruder. For
example, the location of an intruder can only be
determined from at least three sensors’ sensing
data [5], [6], [7], [8]. In view of this, we
analyze the intrusion detection problem under
two application scenarios: single-sensing
detection and multiple-sensing detection.

®©® 9%
@ oa® &®
&_@ @

Intruder % @

L
Fig. 1. INTRUSION DETECTION IN A WSN.

According to the capability of sensors, we
consider two network types: homogeneous and
heterogeneous WSNs [9]. We define the sensor
capability in terms of the sensing range and the
transmission range. In a heterogeneous
WSNI[10], [11], [12] some sensors have a larger
sensing range and more power to achieve a
longer transmission range. In this paper, we
show that the heterogeneous WSN increases
the detection probability for a given intrusion
detection distance. On the other hand, a
heterogeneous WSN poses the challenge of
network connectivity due to asymmetric
wireless link. The high-capability sensors have
a longer transmission range while low
capability sensors have a shorter transmission
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range. Due to this, the packet sent by a high-
capability sensor may reach the low-capability
sensor, while the low capability sensor may not
be able to send packets to the corresponding
high-capability sensor [13].

This motivates us to analyze the network
connectivity in this paper. Furthermore, in a
heterogeneous WSN, high capability sensors
usually undertake more important tasks (i.e.,
broadcasting power management information
or synchronization information to all the
sensors in the network), it is also desirable to
define and examine the broadcast reach ability
from high-capability sensors. The network
connectivity and broadcast reach ability are
important conditions to ensure the detection
probability in WSNs. They are formally
defined and analyzed in this paper. To the best
of our knowledge, our effect is the first to
address this issue in a heterogeneous WSN.

ILRELATED WORK

Intrusion detection is one of the critical
applications in WSNs, and recently, several
approaches  for intrusion detection in
homogeneous WSNs have been presented
[3],[14], [15]. The focus of these approaches
aims at effectively detecting the presence of an
intruder. First, the problem is investigated from
the aspect of the network architecture. Kung
and Vlah [14] take advantage of a hierarchical
tree structure to effectively track the movement
of an intruder. The hierarchical tree consists of
connected sensors and is built upon expected
properties of intruder mobility patterns such as
its movement frequency over a region.

Based on the hierarchical tree, it allows an
efficient record of an intruder’s moving
information and supports fast querying from
the base station. Another tree structure for
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tracking an intruder, called as a logic object-
tracking tree, is developed by Lin et al. [15].
The logic object tracking tree reduces the
communication cost for data updating and
querying by taking into account the physical
network topology. In particular, the logic object
tracking tree targets to balance the update cost
and the query cost so as to minimize the total
communication cost.

Second, the intrusion detection problem has
been considered from the constraint of saving
network resources. For example, Chao et al.
have addressed the issue of tracking a moving
intruder by power-conserving operations and
sensor collaboration. To achieve this, the
authors defined a set of novel metrics for
detecting a moving intruder and developed two
efficient sleep-awake schemes called PECAS
and MESH, to minimize the power
consumption. Ren et al. [3] further studied the
trade-off between the network detection quality
(i.e., how fast the intruder can be detected) and
the network lifetime. Therefore, the sensor
coverage had to be carefully designed
according to the detection probability with
respect to specific application requirements.
The authors then proposed three wave sensing
scheduling protocols to achieve the bounded
worst case detection probability. Rather than a
static  WSN architecture as the above
approaches,

Liu et al. [17] have modeled the intrusion
detection problem in a mobile WSN, where
each sensor is capable of moving. The authors
have given the optimal strategy for fast
detection and shown that mobile WSN
improves its detection quality due to the
mobility of sensors.

In this paper, we address the intrusion detection
problem from the other angle. Most of the
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above efforts consider intrusion detection and
its efficiency in terms of the single-sensing
model in a homogeneous WSN. Instead of the
network architecture and detecting protocol
design, we provide a comprehensive theoretical
analysis on the intrusion detection in both
homogeneous and heterogeneous WSNs. The
detection probability is theoretically captured
by using underlying network parameters, and
thus, our work is of paramount importance for a
network planner to design WSNs for intrusion
detection applications.

To the best of our knowledge, this is the first
work that considers the intrusion detection
problem in a heterogeneous WSN and provides
fundamental analytical results on it. The
analytical results indicate the improvement on
the detection quality in a heterogeneous WSN,
as compared to a homogeneous WSN, either
for the single sensing detection or the multiple-
sensing detection scenarios. Furthermore, we
have modeled the network connectivity and
broadcast reachability in a heterogeneous
WSN, which serve as the necessary conditions
for achieving desirable detection probability.

IILINTRUSION DETECTION IN A
HOMOGENEOUS WIRELESS SENSOR
NETWORK
In this section, we present the analysis of
intrusion detection in a homogeneous WSN.
We derive the detection probability for single-

sensing detection and k-sensing detection.

Fig. 2. INTRUSION STRATEGY 2.
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FIG. 3: THE INTRUDER STARTS FROM
THE BOUNDARY OF THE WSN.

In a heterogeneous WSN, consider two types of
sensors: Type I and Type II with the node
density, respectively. A Type I sensor has the
sensing range rs1, and the sensing coverage is a
disk of area S1.

1. A Type II sensor has the sensing coverage of
S2 Va4 _12s

2. with the sensing range rs2. Without loss of
generality, we can assume that rs1 > rs2 in our
network model.

In a heterogeneous WSN, any point in the
network domain is said to be covered if the
point is under the sensing range of any sensor
(Type 1, Type 1, or both). In this section, we
present the analysis of intrusion detection
probability of a heterogeneous WSN in single
sensing  detection and  multiple-sensing
detection models. We denote the intrusion
distance by Dh in the given heterogeneous
WSN. Again, an in>truder may be detected by
the WSN once it approaches the network
boundary, and the corresponding intrusion
distance is Dh % 0. This leads to the following
theorem. Theorem 7. The probability p1¥2Dh V4
0_ that an intruder can be immediately detected
once it enters the given heterogeneous WSN in
a single-sensing detection model can be
represented by Proof.
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According to the single-sensing detection
model, the intruder is detected if and only if
one of the following conditions is satisfied:

. The intruder enters into the sensing coverage
area of any Type I sensor(s).

. The intruder enters into the sensing coverage
area of any Type II sensor(s).

Based on our network model, Theorems
statistically characterize the intrusion detection
probability in terms of the intrusion distance,
the node density, the sensing range, and the
node heterogeneity. Given a maximal allowable
intrusion distance, a predefined detection
probability, and the sensor capability (i.e.,
sensing range), the network planner can
calculate the required node density by using
Theorems. Hereafter, the network planner
knows the number and type of sensors that
have to be deployed in the WSN.

However, detecting the intruder is the first step
in intrusion detection. To operate successfully,
a WSN must provide satisfactory connectivity
so that sensors can communicate for data
collaboration ~ and  reporting to  the
administrative center (i.e., base station). The
sensing data may have to be reported to the
base station, which may be in any location of
the network. If the network connectivity is not
assured, it is meaningless even the sensor(s)
detect the presence of the intruder. Zhang and
Hou have proven that in a homogeneous WSN,
if the transmission range is equal to or higher
than twice of the sensing range, a given
coverage probability guarantees a connectivity
probability. In this manner, when the coverage
is satisfied in the homogeneous WSN, the
network connectivity is also statistically
guaranteed so that it allows two sensors to
communicate with each other. However, in a
heterogeneous WSN, the deployment of
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sensors with different capability complicates
the network operation with the asymmetric
links. Specifically, a sensor with longer
transmission range (i.e., Type I sensor) might
reach some sensors with shorter transmission
range (i.e., Type II sensors), while the Type II
sensors may not be able to reach the Type I
Sensor.

The network connectivity has to be
reconsidered. In a heterogeneous WSN, sensors
mainly wuse a broadcast paradigm for
communication [12] and high-capacity sensors
usually undertake more important tasks (i.e.,
for  broadcasting power  management
information or synchronization information to
all the sensors). This motivates us to examine
two  fundamental characteristics of a
heterogeneous WSN. The definitions are listed
below: .Network connectivity. The probability
that a packet broadcasted from any sensor
(either Type I or Type II sensor) can reach all
the other sensors in the network.. Broadcast

reach ability. The probability that a packet
broadcasted from any Type I sensor can reach
all the other sensors in the network.

IV. RESULTS

:

Detection Probability

Number of Nodes

Fig. 4: GRAPH BETWEEN DETECTION
PROBABILITY AND NO. OF NODES
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V. CONCLUSION

This paper analyzes the intrusion detection
problem in  both  homogeneous  and
heterogeneous ~WSNs by characterizing
intrusion detection probability with respect to
the intrusion distance and the network
parameters (i.e., node density, sensing range,
and transmission range). Two detection models
are considered: single-sensing detection and
multiple-sensing  detection models. The
analytical model for intrusion detection allows
us to analytically formulate intrusion detection
probability within a certain intrusion distance
under various application scenarios. Moreover,
we consider the network connectivity and the
broadcast reachability in a heterogeneous
WSN. Our simulation results verify the
correctness of the proposed analytical model.
This work provides insights in designing
homogeneous and heterogeneous WSNs and
helps in selecting critical network parameters
so as to meet the application requirements.
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