
 
 

Vol 08 Issue07, Jul 2019                          ISSN 2456 – 5083                                        www.ijiemr.org 

  

COPY RIGHT 

 

2019IJIEMR.Personal use of this material is permitted. Permission from IJIEMR must 

be obtained for all other uses, in any current or future media, including 

reprinting/republishing this material for advertising or promotional purposes, creating new 

collective works, for resale or redistribution to servers or lists, or reuse of any copyrighted 

component of this work in other works. No Reprint should be done to this paper, all copy 

right is authenticated to Paper Authors   

IJIEMR Transactions, online available on 22
nd

  
 
Jul 2019. Link 

:http://www.ijiemr.org/downloads.php?vol=Volume-08&issue=ISSUE-07 

Title: ENHANCING NETWORK SECURITY IN DISTRIBUTED DENIAL-OF-SERVICE ATTACKS 

THROUGH DYNAMIC PATH IDENTIFIERS 

Volume 08, Issue 07, Pages: 249–255. 

Paper Authors  

P.SIVALAKSHMI, B SIVAKUMAR  

SIR C.V. RAMAN Institute of Technology & Science, AP, India 

 

 

 

 

                                         

                                                                                    USE THIS BARCODE TO ACCESS YOUR ONLINE PAPER  

To Secure Your Paper As Per UGC Guidelines We Are Providing A Electronic 

Bar Code 



 

Vol 08 Issue07, Jul 2019                                   ISSN 2456 – 5083 Page 249 

 

 

ENHANCING NETWORK SECURITY IN DISTRIBUTED DENIAL-OF-

SERVICE ATTACKS THROUGH DYNAMIC PATH IDENTIFIERS 

P.SIVALAKSHMI
1
, B SIVAKUMAR 

2
 

1
PG Scholar, Dept of CSE, SIR C.V. RAMAN Institute of Technology & Science, AP, India 

2
 Assistant Professor, Dept of CSE, SIR C.V. RAMAN Institute of Technology & Science, AP, India 

 
ABSTRACT: In recent years, there are increasing interests in using path identifiers (PIDs) as 

inter-domain routing objects. However, the PIDs used in existing approaches are static, which 

makes it easy for attackers to launch distributed denial-of service (DDoS) flooding attacks. To 

address this issue, in this paper, we present the design, implementation, and evaluation of D-PID, 

a framework that uses PIDs negotiated between neighboring domains as inter-domain routing 

objects. In DPID, the PID of an inter-domain path connecting two domains is kept secret and 

changes dynamically. We describe in detail how neighboring domains negotiate PIDs, how to 

maintain ongoing communications when PIDs change. We build a 42-node prototype comprised 

by six domains to verify D-PID’s feasibility and conduct extensive simulations to evaluate its 

effectiveness and cost. The results from both simulations and experiments show that D-PID can 

effectively prevent DDoS attacks. 

 

 1. INTRODUCTION  

Distributed denial of service (DDoS)attack 

occur when multiple systems flood the 

bandwidth or resources of a targeted system 

usually one or more web servers .such an 

attack is often the result of multiple 

compromised systems(for example ,a 

botnet) flooding the targeted system with 

traffic. it is very harmful to the internet.it is 

a malicious attempt to disrupt normal traffic 

to a web property. IP Spoofing is the act of 

creating an IP packet with a forged source IP 

address for the purpose of hiding the true 

source IP address, usually for the purpose of 

launching special types of distributed denial-

of-service (DDoS attacks).It is used for 

launching DDoS to mask the sender’s 

identity by changing the IP address with 

numbers.  

 

In recent years, Path identifiers (PID) are 

used as inter domain routing objects in 

network. However, the PIDs used in existing 

approaches are static, which makes it easy 

for attackers to launch distributed denial-of 

service (DDoS) flooding attacks. In existing 

systems there are two different use cases of 

PIDs in approaches. In the first case, pathlet 

routing the PIDs are globally advertised [11] 

As a result, an end user knows the PID(s) 

toward any node in the network. In the 

second case, LIPSIN [12] and CoLoR[13] , 

PIDs are only known by the network and are 

secret to end user. However, keeping PIDs 

secret to end users is not enough for 

preventing DDoS flooding attacks if PIDs 

are static. To address this issue, introduce a 

D-PID, framework that uses PIDs negotiated 
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between neighboring domains as inter-

domain routing objects. In DPID, the PID of 

an inter-domain path connecting two 

domains is kept secret and changes 

dynamically. Security of data which shared 

in network can be ensured with 

cryptographic techniques also..DPID 

mechanism with data secure provide more 

chance to prevent DDoS attack in network.  

In D-PID, two adjacent domains periodically 

update the PIDs between them and used for 

packet forwarding. Even if the attacker tries 

to get the PIDs to its target and sends the 

malicious packets successfully, these PIDs 

will become invalid after a certain period 

and the subsequent attacking will be 

removed. Moreover, if the attacker tries to 

obtain the new PIDs to launch DDoS 

flooding attack it not only significantly 

increases the attacking cost but also makes it 

easy to detect the attacker.this DPID with 

data encryption provide more security to 

data throughout their network path.  

The basic functions of cryptography are 

encryption, decryption and cryptographic 

hashing. In order to encrypt and decrypt 

messages, the sender and recipient need to 

share a secret. Typically this is a key, like a 

password, that is used by the cryptographic 

algorithm. DPID Mechanism with 

cryptographic techniques provide more 

security in network .DES(Data encryption 

standard) algorithm one of the cryptographic 

algorithm used commonly because of its key 

space without any more running time and it 

enhance the security of the encryption 

algorithm, also provide bigger secret-key 

space and higher encrypting efficiency. 

There is chance of attacking data through 

key assigned for data .but the proposed 

system, DPID with data encryption and 

decryption will also detect that type of 

attack also.for routing the data from source 

to destination in network through a secure 

path which means attack free.the breadth 

first search algorithm and detection of attack 

or checking the behavior of each node is 

combined 

2. LITERATURE SURVEY 

Appropriated disavowal of-administration 

(DDoS) assaults remain a noteworthy 

security issue, the alleviation of which is 

exceptionally hard particularly with regards 

to exceedingly disseminated botnet-based 

assaults. The early revelation of these 

assaults, albeit testing, is important to secure 

end-clients just as the costly system 

foundation assets. In this paper, we address 

the issue of DDoS assaults and present the 

hypothetical establishment, design, and 

calculations of FireCol. The center of 

FireCol is made out of interruption 

counteractive action frameworks (IPSs) 

situated at the Internet specialist 

organizations (ISPs) level. The IPSs 

structure virtual security rings around the 

hosts to guard and work together by trading 

chosen traffic data. The assessment of 

FireCol utilizing broad reenactments and a 

genuine dataset is introduced, demonstrating 

FireCol adequacy and low overhead, just as 

its help for gradual arrangement in genuine 

systems. 

Circulated Denial of Service (DDoS) 

flooding attacks are one of the greatest 

worries for security professionals.DDoS 

flooding assaults are normally unequivocal 

endeavors to disrupt legitimate clients' 
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entrance to administrations. Assailants for 

the most part gain accessto countless PCs by 

misusing their vulnerabilities to set up 

assault armed forces (i.e., Botnets). When an 

assault armed force has-been set up, an 

aggressor can conjure an organized, 

enormous scale attack against at least one 

targets. Building up a comprehensive 

defense instrument against distinguished and 

foreseen DDoS flooding assaults is an ideal 

objective of the interruption discovery and 

prevention look into network. In any case, 

the improvement ofsuch a system requires a 

thorough comprehension of the issue and the 

strategies that have been utilized up to this 

point inpreventing, distinguishing, and 

reacting to different DDoS 

floodingattacks.In this paper, we investigate 

the extent of the DDoS flooding attack issue 

and endeavors to battle it. We sort theDDoS 

flooding assaults and arrange existing 

countermeasures based on where and when 

they counteract, recognize, and react tothe 

DDoS flooding assaults. Besides, we feature 

the need fora far reaching appropriated and 

cooperative protection approach. Our 

essential expectation for this work is to 

animate the research community into 

creating innovative, powerful, proficient, 

and comprehensive avoidance, 

identification, and reaction mechanisms that 

address the DDoS flooding issue previously, 

during and after an genuine assault. 

Denial of service(DoS )attack on the Internet 

has become a pressing problem. In this 

paper, we portray and evaluate route-based 

distributed packet Øltering (DPF),a tale 

approach to distributed DoS (DDoS)attack 

prevention. Weshow that DPF achieves 

proactiveness and scalability, and we show 

that there is an intimate relationship between 

thee restiveness of DPF at mitigating DDoS 

attack and power-law arrange topology. The 

striking highlights of this work are two-

fold.First,we demonstrate that DPFis ready 

to proactively Ølterout a signiøcant 

fractionof spoofedpacket ∞ows and forestall 
assault parcels from reachingtheirtargetsin 

the Ørstplace.TheIP ∞owsthatcannotbe 

proactively curtailed are extreme elysparse 

so thattheirorigincan be localized|i.e.,IP 

follow backstop within small, constant 

number of competitor sites.Wes how that the 

two proactive and reactive execution 

fectscan be accomplished by actualizing 

course bantering less than20%of 

Autonomous(AS)sites. Second, we show 

that the two complementary performance 

measures are subject to the properties of the 

underlying AS graph. In particular, we 

demonstrate that the power-law structure of 

Internet AS topology leads to network 

properties which are essential in facilitating 

the watched performance f-facts 

3. EXISTING SYSTEM: 

A main reason that DDoS flooding attacks 

proliferate is a node can send any amount of 

data packets to any destination, regardless 

whether or not the destination wants the 

packets. To address this issue, in the existing 

system, several approaches have been 

proposed. In the “off by default” approach, 

two hosts are not permitted to communicate 

by default. Instead, an end host explicitly 

signals, and routers exchange, the IP-

prefixes that the end host wants to receive 

data packets from them by using an IP-level 

control protocol. The D-PID design is 
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similar in sprit, since D-PID dynamically 

changes PIDs and a content provider can 

send data packets to a destination only when 

the destination explicitly sends out a GET 

message that is routed (by name) to the 

content provider. However, there are two 

important differences. First, the “off by 

default” approach works at the IP-prefix 

granularity, but D-PID is based on an 

information-centric network architecture and 

works at the content granularity. Second, the 

IP-prefixes that an end host wants to receive 

packets from are propagated throughout the 

Internet in the “off by default” approach, 

which may cause significant routing 

dynamics if the allowed IP-prefixes of end 

hosts change frequently. On the other hand, 

the PIDs are kept secret and change 

dynamically in D-PID. While this incurs 

cost since destinations need to re-send GET 

messages, the results presented in Sec. V 

show that the cost is fairly small.  

More Time Delay in Routing and less 

throughput. Data security is very less lack of 

path identifiers (PIDs) 

4. PROPOSED SYSTEM: 

In the proposed system, the system proposes 

the D-PID design by addressing the 

following challenges. First, how and how 

often should PIDs change while respecting 

local policies of autonomous systems 

(ASes)? To address this challenge, D-PID 

lets neighboring domains negotiate the PIDs 

for their inter-domain paths based on their 

local policies. In particular, two neighboring 

domains negotiate a PID-prefix (as an 

IPprefix) and a PID update period for every 

inter-domain path connecting them. At the 

end of a PID update period for an inter-

domain path, the two domains negotiate a 

different PID (among the PID-prefix 

assigned to the path) to be used in the next 

PID update period. In addition, the new PID 

of an inter-domain path is still kept secret by 

the two neighboring domains connected by 

the path. 

Distributed denial-of-service (DDoS) attacks 

to avoid attackers More security due to path 

identifiers (PIDs). 

5. SYSTEM ARCHITECTURE  

 
6. IMPLEMENTATION 

Source  

In this module, the Source will browse an 

file, assign signature to all nodes, assign 

group PIDs to all groups (group1, group2 

and group3) and then send to particular user 

(A, B, C, D and F). After receiving the file 

he will get response from the receiver. The 

Source can have capable of manipulating the 

data file and initializing keys / PIDs to all 

nodes before sending data to touter.  
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Router 

The Router manages a multiple Groups 

(Group1, Group2, Group3, and Group4) to 

provide data storage service. In Group n-

number of nodes (n1, n2, n3, n4…) are 
present, and in a Router will check all PIDs 

and it will select the Neighbor node path. 

The router also will perform the following 

operations such as Initialize mac for all 

nodes, View all node details with Group 

PIDs and Data Signatures, Receive Data, 

Find neighbor nodes Path ,Find Type of 

attackers, Send Attackers to NW Group  

Manager, Find Routing path, Find time 

delay and Throughput. 

Group Manager 

In this module, the group manager can 

distribute key for each and every group 

(Group1, Group2 and Group3) and a group 

each node has a pair of group public/private 

keys issued by the group manager. Group 

signature scheme can provide 

authentications without disturbing the 

anonymity. Every member in a group may 

have a pair of group public and private keys 

issued by the group trust authority (Group 

Manager). Only the group trust authority 

(Group Manager) can trace the signer’s 

identity and revoke the group keys. If any 

attacker will found in a node then the group 

manager will identify and then send to the 

particular users. 

Destination 

In this module, there are an n-numbers of 

receivers are present (A, B, C, D and F). All 

the receivers can receive the data file from 

the service provider. The service provider 

will send data file to router and router will 

connect to all groups and send to the 

particular receiver, without changing any 

file contents. The user can only access the 

data file. For the user level, all the privileges 

are given by the NGM authority and the 

Data users are controlled by the NGM 

Authority only. Users may try to access data 

files within the router. 

Attacker 

In this module, the attacker can attack the 

node in three ways Passive attack, DOS 

attack and Impression attack. Dos attack 

means he will inject fake Group to the 

particular node, Passive attack means he will 

change the IP address of the particular node 

and Impression attack means he will inject 

malicious data to the particular node. 

7. CONCLUSIONS 

In this paper, we have presented the design, 

implementation and evaluation of D-PID, a 

framework that dynamically changes path 

identifiers (PIDs) of inter-domain paths in 

order to prevent DDoS flooding attacks, 

when PIDs are used as inter-domain routing 

objects. We have described the design 

details of D-PID and implemented it in a 42-

node prototype to verify its feasibility and 

effectiveness. We have presented numerical 

results from running experiments on the 

prototype. The results show that the time 

spent in negotiating and distributing PIDs 

are quite small (in the order of ms) and D-

PID is effective in preventing DDoS attacks. 

We have also conducted extensive 

simulations to evaluate the cost in launching 

DDoS attacks in D-PID and the overheads 

caused by D-PID. The results show that D-

PID significantly increases the cost in 

launching DDoS attacks while incurs little 

overheads, since the extra number of GET 
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messages is trivial (only 1.4% or 2.2%) 

when the retransmission period is 300 

seconds, and the PID update rate is 

significantly less than the update rate of IP 

prefixes in the current Internet. 

To the best of our knowledge, this work is 

the first step toward using dynamic PIDs to 

defend against DDoS flooding attacks. We 

hope it will stimulate more researches in this 

area. 
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