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Abstract 

The study investigates the use of Federated Learning (FL) in fraud detection among financial institutions with 

respect to privacy safeguarding and performance of the models. Compared to FL and conventional centralized 

models, the study shows that FL has a higher recall and F1-score, hence it is more effective at detecting fraudulent 

transactions. Differential Privacy minimizes the risk of breach of privacy, which facilitates cooperation between 

institutions. It also addresses the obstacles to data heterogeneity and communication overhead in FL systems 

studied in the study. The results indicate that FL provides a good remedy for decentralized fraud detection and 

responds to privacy and scale issues in financial services. 

Keywords: Federated Learning, Fraud Detection, Privacy Preservation, Differential Privacy, Decentralized 

Model, Financial Institutions, Centralized Model, Secure Data Collaboration, Machine Learning, Scalable 

Solutions.

I. INTRODUCTION 

Fraud detection in the dynamic environment of 

financial services is becoming more demanding, 

considering the intricate nature of the fraudulent 

operations and the growing number of financial 

transactions. In most cases, the conventional 

centralized approaches to detecting fraud are not 

always effective in regard to privacy and regulation, 

particularly when a financial institution deals with 

sensitive information. Federated Learning (FL), a 

recent machine learning paradigm, is a potential 

solution to these issues since it allows model 

training on decentralized data sources without the 

necessity to exchange sensitive information [1]. 

The current study will evaluate whether Federated 

Learning can be implemented on the privacy-aware 

fraud detection framework within the financial 

industry. As privacy rules such as GDPR and CCPA 

establish, financial institutions need to make sure 

that their sensitive data of customers remains secure 

yet can be identified with ease [2]. FL allows shared 

data workload among several actors and preserves 

the privacy of the data with the help of local data 

processing and aggregation of models. There are 

some challenges in the use of Federated Learning in 

this area, such as technological barriers, misgivings 

between collaborating parties, and the 

harmonization of incentives. The study discusses 

these challenges and considers other sections of data 

collaboration models that have the potential to 

maximize utilization of FL in fraud detection 

without compromising privacy and regulatory 

adherence. 

Problem Statement: 

Although Federated Learning has potential, its use 

in the financial sector as an attempt to detect fraud 

has not been studied extensively. The main obstacles 

that should be considered are to guarantee the 

stability of models without sacrificing the privacy of 

data, building trustful partnerships, and challenging 

the regulations and technological barriers [3]. The 

proposed research will address these gaps by 

analysing the viability of FL in financial fraud 

detection and presenting relevant and efficient 

cooperation models that address privacy, security, 

and performance-related concerns. 

Aims and Objectives 

Aim: The aim of this research is to evaluate the 

feasibility of implementing Federated Learning for 

privacy-preserving fraud detection in the financial 

sector. 

Objectives: 

● To explore data collaboration models that 

enable secure, decentralized training of 

fraud detection models. 

● To assess the impact of Federated Learning 

on regulatory compliance and privacy 

concerns in financial institutions. 

● To compare the performance of Federated 

Learning-based fraud detection models 

with traditional centralized models in terms 

of accuracy and efficiency. 
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II. LITERATURE REVIEW 

 

Fig 1: Flow of the research 

A. The Goal of the Review: 

The review’s aim is to discuss the viability of 

Federated Learning in financial fraud detection 

systems and to overcome the privacy issue. Its 

studies data collaboration models, regulatory issues, 

and compares the performance of the Federated 

Learning and old-fashioned methods and provides 

some insights on the privacy-saving and effective 

fraud detection approaches using various journal 

resources 

B. Study of Previous Literature 

1. Federated learning in financial services 

Federated Learning (FL) is a decentralized machine 

learning method where two or more institutions, 

such as banks or insurance companies, can compete 

to jointly train a provisional model without 

exchanging their confidential information [4]. In 

conventional machine learning methods, core 

models are trained on aggregated information of all 

subjects. This, also prompts questions of data 

privacy and security and in particular the financial 

sector, where regulatory authorities like GDPR and 

CCPA impose high data protection requirements. FL 

solves this problem because it makes sure that raw 

data are localized to institutions. Rather, merely 

updates of the model are exchanged, which 

considerably reduces the chances of information 

leakage. 

 

Fig 2: Flow Chart of Federated learning in 

financial services 

This flowchart illustrates how financial institutions 

send model updates to a central server, where they 

are aggregated to create a global model, all while 

keeping sensitive data local. Fraud detection is an 

important application in the financial services 

industry, where Federated Learning should come in 

particularly handy. FL can unify datasets of 

numerous institutions to form more powerful 

models that can identify more intricate fraudulent 

patterns without the need to share sensitive 

information on customers [5]. This plays a necessary 

role in privacy upholding and performance 

enhancement of fraud detection. The most critical 

issue is to successfully merge the model updates 

while maintaining the global model performance, 

particularly when the distribution of data among 

institutions is not the same. 

2. Financial Fraud Detection and Privacy 

Issues/Regulations 

Financial applications play an important role in data 

privacy and regulatory compliance, particularly with 

sensitive information being used to resolve fraud. 

Financial institutions need to adhere to such laws as 

the GDPR that forbids the transfer of personal data 

without external permission [6]. This is especially 

the case with federated learning, as one can provide 

institutions with a shared model of fraud detection 

without exposing sensitive data.  

Dataset Generation 

Preprocessing 

Local Model Training 

Is the data ready? 

Federated Averaging (FedAvg) 

Performance Evaluation 
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Fig 3: Financial Fraud Detection  

Federated Learning is commonly used in 

conjunction with Differential Privacy (DP) to 

increase privacy by introducing some noise to the 

model updates [7]. This means that it is impossible 

to recreate individual points of data based on the 

common model updates. Through the 

implementation of DP, institutions will be in a 

position to offer a greater privacy guarantee and still 

comply with strict regulations and still enjoy the 

benefits of training collaborative models. 

In spite of its benefits, a problem of providing strong 

privacy in FL remains. Although the raw data is 

never provided, the model updates can also provide 

sensitive information on the data.  

3. Federated Learning Issues of Data 

Collaboration 

 

Fig 4: Federated Learning Issues of Data 

Collaboration 

Another major problem in Federated Learning is the 

Data heterogeneity. In financial services, the 

distribution of data in various financial institutions 

can be different based on variances related to the 

customer demographics, volumes of transactions, or 

fraud trends [8]. This may create some problems 

when it comes to formulating a universal model that 

will be effective in all the institutions involved. 

Moreover, institutions can contain dissimilar data 

formats, missing data or other dissimilarities that 

enhance complexity in collaboration. 

In order to deal with these issues, a common 

algorithm to exploit is the Federated Averaging 

(FedAvg) algorithm. It uses a weighted average of 

the parameters of the local models depending on the 

magnitude of the dataset in that institution [9]. 

Although this would enhance convergence, the 

heterogeneity of local data may remain a source of 

limitation to the performance of the global model.  

4. The Accuracy of Federated Learning Models 

and Performance Evaluation 

Assessment of the model performance is also one of 

the main issues when applying Federated Learning 

to fraud detection. In contrast to the past centralized 

models, Federated Learning engages training on 

decentralized datasets, which might bring about 

such challenges as slower convergence and even 

worse performance [10]. Although there are these 

challenges, Federated Learning has shown strong 

performance in relation to accuracy, precision and 

recall when used in the detection of fraud. 

Among the key performance metrics, there are: 

● Precision: This is the proportion of 

correctly identified positive frauds in the 

total cases that are forecasted as frauds. 

● Recall: The proportion of veritable fraud 

estimates by the model. 

● F1-score: This is a balanced measure that 

combines precision and recall. 

The metrics play an important role in assessing the 

performance of a fraud detection model. A high 

recall would mean that the model is able to detect 

the majority of the fraudulent instances, whereas 

high precision will be used to provide assurance that 

the cases of detected fraud are fraud itself. 

Literature gap  

Federated Learning (FL) has demonstrated its 

potential in privacy-preserving machine learning, 

but its use in the financial industry for fraud 

detection is not clear. Current research is mostly 

done at the theoretical level and technical realization 

without addressing the issues unique to financial 

institutions, which include data heterogeneity, 

regulatory compliance, and cross-institution 

interaction [11]. Also, little is known about the 

practical comparison of the performance of an FL-

based fraud detection model with the traditional 

centralized approach in real-life conditions.  

Federat

ed 

Learnin

g  

Data 

heterogeneity 

Outlier Missing Data  

data formats 
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III. METHODOLOGY 

The study takes a practical implementation 

perspective in the attempt to determine the viability 

of Federated Learning (FL) in privacy-preserving 

fraud detection by financial institutions. It is based 

on the methodology that combines the processing of 

data, decentralized model training, privacy, and 

performance analysis in order to replicate the real-

life financial setting [12].  

The preliminary stage is the local dataset 

preparation, which consists of cleaning, 

normalization and extracting features of transaction 

attributes [13]. All the institutions use the same 

machine learning architecture in their training 

model, but with local data. Transactions Local 

models learn using sensitive data of transactions. 

During the second stage, Federated Averaging 

(FedAvg) is realized. Local models only transmit to 

a central aggregation server the weights they are 

trained on. A global model is calculated by the 

server in which the parameters received are 

averaged, meaning that none of the sensitive data is 

sent out of the local environment [14]. A more 

rigorous approach to increase the privacy of the 

updates is to use the Differential Privacy (DP), 

which adds local updates with calibrated noise prior 

to transmission. 

The last step compares the model on the global scale 

after combining test sets and measures the accuracy, 

the precision, the recall, and the F1-score against a 

traditional centralized model [15]. The 

communication overhead, convergence behavior 

and robustness to data heterogeneity are also 

analyzed using the methodology.  

IV. DATA ANALYSIS 

The aim of the data analysis is to emulate a 

Federated Learning (FL) application in detecting 

fraud in financial institutions with privacy-

preservation. The implementation is conducted in 

two large steps in which local institutions are to 

stature the models, and which results in a 

differentiation of the models; and an evaluation of 

the performance by evaluating the results of the 

trained worldly model [16]. 

1. Local Model Training & Federated Averaging 

(FedAvg) 

Required Libraries 

 

Fig 5: Libraries 

The code relies on a number of major libraries 

NumPy (np) which is an effective library of 

numerical computations that uses arrays, matrices, 

and mathematical functions to perform high-

performance tasks. Pandas (pd) which is used to 

offer data structures such as Data Frames that are 

effective in the manipulation and analysis of data 

[17]. Matplotlib (plt), an easy-to-use plotting library 

to create static, animated, and interactive plots and 

rcParams, a Matplotlib module that enables the user 

to customize default plotting options like figure size, 

font styles, and colors to beautify the plots. 

Local Model Training 

Every institution is training a local model with its 

data that may contain such a feature as transaction 

amount, time, merchant, and account type. Such 

models are trained with local decentralized data, and 

model weights are exchanged. This ensures privacy 

and, at the same time, ensures that the institutions 

come up with a strong foundation of fraud detection 

[18]. Here a basic neural network model is used, 

though other, more complicated models such as 

deep learning networks or gradient boosting, may be 

applied.  

def train_local_model(institution_data): 

    model = 

create_model(input_dim=institution_data.sh

ape[1]) 

    model.fit(institution_data, epochs=5, 

batch_size=32, verbose=0) 

    return model.get_weights() 

 

def federated_averaging(local_weights): 

    global_weights = np.mean(local_weights, 

axis=0)   

    return global_weights 

The train local model (local model of the local data 

of institutions) trains a model using the local data of 

individual institutions and saves the model weights, 

and no sensitive information flows through the 

institutions. Per the federated averaging () function, 

the model weights of all institutions are in turn 

aggregated to average to form a global model, which 

is subsequently sent back to all institutions to 
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continue training [19]. Various obstacles, however 

occur in this process. Among the significant issues 

is data heterogeneity since not all institutions will be 

equally distributed, leading to the non-convergence 

of the global model. Federated Averaging (FedAvg) 

helps to counter this by averaging the parameters of 

the models to deal with this disparity [20]. The 

overhead of communication is also another issue, 

whereby, relaying model updates between the 

institutions and the central server can be expensive 

with respect to bandwidth. The updates are 

determined by the complexity of the model, and 

constant communication might introduce latency to 

the training process that is why this step is very 

important to optimize Federated Learning systems. 

 Performance Evaluation 

After getting the global model by averaging the 

federation, the model is tested on a combined test 

data set of all the participating institutions. Global 

model performance is measured under the standard 

measurements of fraud detection accuracy, 

precision, recall and F1-score [21]. These indicators 

will be critical in the determination of the model 

capability in fraud detection and minimizing false 

positives. In the case of financial fraud, false 

positives may create more friction for customers 

whereas false negatives may facilitate a fraud to go 

unaffected. 

from sklearn.metrics import 

precision_score, recall_score, f1_score 

def evaluate_model(global_model, 

X_test, y_test): 

    y_pred = 

global_model.predict(X_test)   

    y_pred = (y_pred > 0.5).astype(int) 

    precision = precision_score(y_test, 

y_pred) 

    recall = recall_score(y_test, y_pred) 

    f1 = f1_score(y_test, y_pred) 

    return precision, recall, f1 

The evaluation model is a function that receives the 

global model and a test dataset as input which the 

model then makes predictions based on the test 

dataset and evaluates the performance of the model. 

It has a threshold of 0.5 at which it categorizes 

predictions so that values above 0.5 are fraudulent 

(1) and values below or equal to 0.5 are non-

fraudulent (0). The task then tests the model based 

on the 3 most important indicators, namely 

precision, recall, and F1-score. Precision allows 

analysing the percentage ratio relying on the 

experience of forecasted fraudulent transactions that 

are really frauds and therefore assists to evaluate the 

quality of the model in preventing false positives 

[22]. Recall that the ratio of detected fraud cases 

correctly identified by the model in reality 

represents the effectiveness with which the model 

detects fraud. Lastly, the F1-score is an indicator 

that has a balanced method whereby the precision 

and recall are used as a single measure, which offers 

a holistic evaluation of the performance of the 

model. F1-score is mostly applicable where both 

precision and recall are of great importance, namely, 

in cases of fraud detection, where either false 

positives or false negatives can have severe 

repercussions [23]. 

V. RESULTS AND FINDINGS  

 

Fig 6: Federal learning on homogeneous and 

heterogeneous data  

The bar chart is a comparison of the model accuracy 

on working on similar data and when working on 

dissimilar data. According to the chart, the model 

that was trained on homogeneous data has greater 

accuracy in the range of 85%, versus the model that 

was trained on heterogeneous data which has an 

even lower accuracy in the range of 75%.  

 

 

Fig 7: Privacy Risk Comparison on Traditional 

vs Federated Learning 

This bar chart is a comparison of the privacy risk of 

traditional models and Federated Learning (FL) vs. 
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Differential Privacy. The traditional model has a 

high score of privacy risk of 8, which is depicted by 

the big red bar, whereas the Federated Learning 

model with Differential Privacy (DP) has a 

considerably lower risk of privacy at 3 as it is 

depicted by the green bar. 

 

Fig 8: Model Performance Comparison 

This bar chart is used to compare the performance of 

the Centralized Model and Federated Learning 

Model in 3 metrics, which are: Precision, Recall and 

F1-Score. The Centralized Model which is shown in 

blue bars modestly outperforms the Federated 

Learning Model, which is shown in orange bars, in 

Precision but is less in Recall and F1-Score. 

 

Fig 9: Fraud Label Distribution Across 

Institutions 

This is a stacked bar chart that represents the 

category of fraud tags distributed in four institutions. 

The statistics indicate that there is a big difference 

between the distribution of fraudulent and non-

fraudulent transactions between institutions. 

Institution 1 has the highest percentage of non-

fraudulent, whereas Institution 4 has a more 

balanced distribution with a larger proportion of 

fraudulent transactions. 

Metric 
Centralized 

Model 

Federated 

Learning 

Model 

Precision 0.89 0.87 

Recall 0.83 0.91 

F1-Score 0.86 0.89 

Table 1: Results summary 

The findings suggest that Federated Learning (FL) 

is slightly less accurate and yet it has better recall 

and F1-score than the Centralized Model. The FL 

model had a higher recall, implying that it will detect 

fraudulent transactions better, which is important 

when it is used in fraud detection. The privacy risk 

comparison points out that FL with Differential 

Privacy (DP) has the advantage of minimizing 

privacy risks and thereby it is a better option 

compared to FL without DP to ensure that data 

captured is sensitive [24]. Moreover, the fraud label 

distribution by institutions has also different rates of 

fraud, indicating the issues of data heterogeneity in 

FL, which may affect the model performance. 

Research Limitations: 

Communication overhead can be related to a greater 

number of institutions, which is a part of Federated 

Learning. The assumption of the study is also the 

data heterogeneity without considering the effects of 

data quality and the negative effect of insecurity 

[25]. 

Implementation Considerations: 

Federated Learning Fraud Detection 

implementation entails the training of local models 

using the dataset of each institution and then the 

aggregation of the models using Federated 

Averaging [26]. It has Differential Privacy that will 

make sure that data is not compromised in the 

process of aggregation, and it will be measured in 

terms of precision, recall, and F1-score measures. 

VI. CONCLUSION AND FUTURE 

RESEARCH 

The current study indicates that Federated Learning 

(FL) has the potential to enhance privacy-friendly 
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fraud detection in financial institutions to a great 

extent. Although FL makes certain trade-offs in the 

accuracy, it performs favorably regarding recall and 

F1-score, which means it can detect fraudulent 

transactions. FL presents a lower privacy risk than 

traditional models of centralization because it has 

Differential Privacy. The analysis has also indicated 

issues with the heterogeneity of data that may be a 

problem across the institutions, that will have 

implications for the model convergence. Generally, 

FL is a viable, scalable, and secure option in the 

decentralized fraud detection and adherence to the 

data privacy policy. 

The field of future research may address the 

limitations of Federated Learning (FL) scalability 

and efficiency to be achieved within the context of a 

fraud detection system through communication 

overhead improvement and the enhancement of 

model aggregation strategies [27]. Studies may 

identify new methods of dealing with data 

heterogeneity, such as dynamic weighting schemes 

or personal models, to increase global model 

convergence. Furthermore, the introduction of 

federated optimization algorithms and advanced 

Differentiated Privacy mechanisms would also be 

able to ensure additional privacy protection, without 

sacrificing performance [28]. In the future, it would 

be interesting to see practical applications of FL to 

other financial institutions to understand how it can 

be applied to bigger datasets and more complex 

fraud detection cases in a decentralized and privacy-

preserving way. 
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