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ABSTRACT: 

Cloud storage is a cloud application that frees organizations from creating internal data storage 

systems. However, cloud storage poses security problems. In the case of group shared data, the 

data faces internal threats to a private and unconventional cloud. Sharing data securely between 

groups of accountants is a serious investigation problem for legitimate users and criminals. In 

this document, we suggest the Secure Data Sharing in Clouds methodology that establishes: 1) 

data confidentiality and integrity; 2) access control. 3) Data exchange (forwarding) without the 

use of algorithmic redefinition; 4) threat security from the inside; and 5) access control back and 

forth. The methodology encrypts a file with a single encryption key. Two different main 

publications are created for each user, with only one shared user. Having only one part of the key 

allows the methodology to address internal threats. The other main publication is stored by a 

reliable party, which is called an encryption server. The methodology applies to both traditional 

and mobile cloud computing. We implement a practical prototype of the The methodology and 

evaluate its performance based on the time spent on different operations. We are officially 

validating the work of using the top-level Petri nets, the Satisfability Modulo theory Library and 

the Z3 Store. The results proved encouraging and show that has the ability to use it effectively to 

share secure data in the cloud. 

Keywords: Encryption, authentication, cloud computing, outsourcing computation, 

revocation authority. Access control, cloud computing, high-level Petri nets (HLPNs), 

modeling, Satisfiability Modulo Theory (SMT), Scyther, verification. 
 

 

1. INTRODUCTION: 

ID-PKS [1], [2] is an attractive alternative to 

public key cryptography. The ID-PKS 

configuration eliminates the PKI 

requirements and certificate management in 

the traditional public key configuration. The 

ID-PKS configuration consists of users and 

a trusted third party (such as the private key 

creator, PKG). PKG is responsible for  

 

creating a private key for each user using the 

associated identification information (such 

as email address, name or Social Security 

number). Therefore, a certificate and PKI 

are not required in the associated 

cryptographic mechanisms within the ID-

PKS configuration. In this case, the IBE 

allows the sender to directly encrypt the 
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message with the recipient's ID without 

validating the validation of the public key 

certificate. Consequently, the recipient uses 

the private key associated with their identity 

/ decryption to decrypt this encrypted text. 

Since the configuration of the public key 

must provide a mechanism for user 

cancellation, the problem of finding how to 

avoid abusive / vulnerable users in the ID-

PKS configuration arises naturally. In 

traditional public key configuration, CRL 

[3] is a known revocation method. In a CRL 

curriculum, if a party receives a public key 

and a certificate associated with it, it first 

validates it and then searches for the CRL to 

ensure that the public key is not revoked. In 

such a case, the procedure requires online 

assistance under PKI to cause 

communication bottlenecks. To improve 

performance, several effective cancellation 

mechanisms [4], [5], [6], [7], [8] have been 

well studied for traditional public key 

configurations for PKI. In fact, researchers 

also pay attention to the problem of 

canceling the ID-PKS configuration. Several 

revocable IBE schemes have been suggested 

regarding cancellation mechanisms in the 

ID-PKS configuration. In order to ease the 

burden of PKG in the Poon and Franklin 

scheme, he proposed another method of 

cancellation, called immediate cancellation. 

The immediate revocation method employs 

a certain semi-reliable and online authority 

(that is, the means) to ease the burden of 

administration on the PKG and help users 

decipher the encrypted text. In this case, the 

online broker must maintain the exchange of 

the private keys of all users. Since the 

decryption process must involve both 

parties, neither the user nor the online media 

can fool each other. When the user is 

revoked, the online agent must stop helping 

the user. However, the online broker should 

help users to decode each encrypted text so 

that it becomes a bottleneck for schemes 

such as considerably increasing the number 

of users. On the other hand, in the 

invalidation method of Boneh and Franklin 

[2], all users must periodically update the 

new private keys sent by PKG. As more 

users grow, downloading important updates 

becomes the bottleneck for PKG. The IBE 

scheme proposal is subject to cancellation to 

improve the efficiency of the main updates. 

The cancelable IBE system is based on the 

Fuzzy IBE concept and adopts the full 

subtree method to reduce the number of 

major updates from linear to logarithmic in 

number of users. In fact, with the users' 

binary tree data structure, the scheme 

efficiently facilitates the download of the 

main PKG update. In addition, the security 

of the IBL revocable IBL scheme has been 

improved. By providing a secure identity 

adaptation scheme. However, the scheme of 

Boldyreva et al. It results in several 

problems: 

(1) The size of the private key for each user 

is 3log n points on an elliptical curve, where 

n is the number of paper nodes (users) in the 

binary tree. 

(2) The scheme also results in a significant 

workload in computer encryption and 

decryption procedures. 

(3) It is a massive PKG download to keep 

the binary tree with a large number of users 
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2. TERMINOLOGY AND PROBLEM 

STATEMENT 

The IBE to Outsourcing calculation 

technology offered proposes a cancelable 

IBE plan with a cloud update service 

provider (KU-CSP). They convert the main 

update procedure to KU-CSP to reduce PKG 

download. Use the similar method adopted 

in the Tseng and Tsai scheme, which divides 

the user's private key into an identity key 

and the time update key. PKG sends an 

appropriate identity key through a secure 

channel. Meanwhile, PKG must create a 

random secret value (time key) for each user 

and send it to KU-CSP. Then, the current 

time update key of the user KUCSPgenering 

uses the linked time key and sends it to the 

user through a public channel. The IBE 

allows the sender to directly encrypt the 

message with the recipient's ID without 

validating the validation of the public key 

certificate. Misconduct / endanger users 

when configuring ID-PKS normally. The 

immediate revocation method uses a reliable 

and semi-reliable (ie, average) online 

reference to ease the burden of PKG 

management and help users decode 

encrypted text. Account and connection 

costs are higher than previous cancelable 

IBEschemes. Another drawback is the 

inability to expand the feeling that KU-CSP 

must maintain a time code for each user to 

bear the burden of administration. 

3. IMPLEMENTING DYNAMIC 

FACETED SEARCH 

We offer IBE scheme system operations that 

can be canceled with CRA. Our system has 

three roles: the private key generator (PKG), 

the cloud cancellation authority (CRA) and 

the users (senders and receivers). First, PKG 

sets the master secret key α, the main time 

key β and the total number of z periods, and 
sends the main time key β to the CRA. PKG 
uses the master secret key α to calculate the 
user's DID ID key with the ID, and sends the 

ID key the DID to the user through a secure 

channel. On the other hand, the CRA is 

responsible for producing time update keys 

for all users that are not revoked with the 

main time key β. To do this, at the beginning 
of each period i, the CRA uses the identity 

of the primary time key and the user ID that 

has not been revoked to create the current 

time update key PID, i, and sends it to the 

user through a public channel (for example, 

email). When the sender wishes to send an 

M message to a recipient with an ID in 

period i, the sender issues an encrypted text 

C = E (ID, i, M) and sends it to the recipient, 

where E indicates our IBE scalable 

encryption algorithm with CRA. Upon 

receiving the encrypted text, the receiver 

uses the DID identification key and the PID 

time update key, and to decrypt the 

encrypted text. 

System configuration: Trusted PKG takes 

two parameter inputs, which are the safe 

parameter λ and the total number z of 
intervals. PKG randomly selects two 

periodic groups G and GT for a preliminary 

order q> 2 λ. In addition, randomly choose 
the generator P of G, a permissible binomial 

map e: G x G → GT and two secret values 
α, β ∈ Z ∗ q. The value α is the master secret 
key used to calculate the public key of the 

system Ppub = α • P. PKG then transfers the 
primary time key to the CRA through a 

secure channel. The value of is used to 
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calculate the public key of the cloud Cpub = 

P • P. PKG selects three hash functions H0 
and H1: {0 and 1} ∗ → G and H2: GT → 
{0, 1} l and H3: { 0, 1} ∗ → {0, 1} l, where 
l is constant, and generates the general 

parameters PP = <q, G, GT, e, P, P ˆ pub, 
Cpub, H0, H1, H2, H3> . 

Identity key extraction: Upon receiving the 

ID ∈ {0,1} ∗ for the user, PKG uses the 

master secret key α to calculate the 
corresponding identification key DID = α • 
SID, where SID = H0 (ID). Then, PKG 

sends the DID identity key to the user 

through a secure channel. 

Time key update: to create the PID time 

update key, I am in the first period of a user 

with ID ∈ {0,1} ∗, CRA uses the main time 

key β to calculate the update key of PID 
time, i = β • TID, i, where TID, i = H1 (ID, 
i). Finally, the CRA sends the PID i i update 

key to the user through a public channel. 

Encoding: to encode the message M ∈ {0, 

1} l with the recipient's ID and period i, the 

transmitter chooses a random value r ∈ Z ∗ q 

and calculates U = r • P. The sender also 

calculates V = M ⊕ H2 ((g1 • g2) r), where 
g1 = ˆe (SID, Ppub) and g2 = (e (TID, i, 
Cpub). Next, the transmitter calculates W = 

H3 (U, V, M, ID, i) Finally, the sender sets 

the encoded text as C = (U, V, W) and sends 

it to the recipient. 

Decoding: to decode C = (U, V, W) with the 

recipient's ID and period i, the recipient uses 

their DID and PID, calculate the plain text 

M = V ⊕ H2 ((e (DID + PID, i , U)). If W = 

H3 (U, V, M, ID, i), M returns as the 

unusual text, otherwise ⊥ is returned.

 
        Figure 1: System Architecture 

4. CONCLUSION: 

In this article, there is a new cancelable IBE 

scheme with a revocation authority in the 

cloud in which a CRA performs a revocation 

action to mitigate the PKG burden. This 

technique has been used to calculate 

outsourcing with other authorities in a 

cancelable IBE scheme with KU-CSP. 

However, your plan requires higher 

mathematical and communication costs than 

the IBE diagrams proposed above. For the 

time key update procedure, KU-CSP must 

keep the scheme at a secret value for each 

user that is expandable. In our reversible 

IBE system with CRA, CRA has only the 

master time key to perform time key update 

actions for all users without affecting 

security. Compared to the scheme, the 

calculation and communication performance 

has been significantly improved. Through 

experimental results and performance 

analysis, our scheme is very suitable for 

mobile devices. For the security analysis, we 

have shown that our plot is completely 
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secure against adaptive identity attacks 

under the Diffie-Hellman linear assumption. 

Finally, based on the IBE's cancelable 

scheme with CRA, we have created a 

CRAaided Authentication System with 

limited time privileges to manage a large 

number of different cloud services. 
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