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Abstract: Fog computing is an emerging technology within the field of network services 

where data transfer from one device to a different to perform some quite activity. Fog 

computing is an extended concept of cloud computing. It works in-between the web of 

Things (IoT) and cloud data centers and reduces the communication gaps. Fog computing 

has made possible to possess decreased latency and low network congestion. The privacy 

protection schemes supported encoding technology. There are several privacy protective 

strategies within the aspect to forestall information in cloud. We tend to propose a three-

layer storage security in cloud. The projected framework will each take full advantage of 

cloud storage and shield the privacy of data. Here we designed to divide data into different 

parts. If the one information is missing we tend to lost the knowledge. During 

this framework we tend to use bucket thought based algorithms and secure the 

knowledge then it'll show the protection and potency in our theme. Moreover, supported 

process intelligence, this algorithm will reckon the distribution proportion confine cloud, 

fog, and native machine. 

Keywords: Cloud Computing, Cloud Storage, Fog Computing, Privacy Protection, 

Cryptography. 

 

1. INTRODUCTION 

Cloud computing is that the delivery of 

computing services including servers, 

storage, databases, networking, software, 

analytics, and intelligence over the web to 

supply faster innovation, flexible 

resources, and economies of scale. Since 

the 21st century, technology has 

developed rapidly. Cloud computing, an 

emerging technology, was first proposed 

in SES 2006 (Search Engine Strategies 

2006) by San Jose and defined by NIST 

(National Institute of Standards and 

Technology). Since it had been proposed,  

 

cloud computing has attracted great 

attention from different sectors of society. 

Cloud computing has gradually matured 

through numerous people’s efforts. Then 

there are some cloud technologies 

deriving from cloud computing. Cloud 

storage is a crucial a part of them. 

With the rapid development of network 

bandwidth, the quantity of user’s data is 

rising geometrically. User’s 

requirement can't be satisfied by the 

capacity of local machine any longer. 

Therefore, people attempt to find new 
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methods to store their data. Pursuing more 

powerful storage capacity, a growing 

number of users select cloud storage. 

Storing data on a public cloud server may 

be a trend within the future and therefore 

the cloud storage technology will become 

widespread during a few years. Nowadays 

there are tons of companies providing a 

spread of cloud storage services, like Drop 

Google Drive, icloud, Baidu Cloud, etc. 

These companies provide large capacity of 

storage and various services associated 

with other popular applications, 

which successively cause their success in 

attracting humorous subscribers. 

However, cloud storage service still 

exist tons of security problems. The 

privacy problem is especially significant 

among those security issues. In 

history, there have been some famous 

cloud storage privacy leakage events. for 

instance, Apples icloud leakage event in 

2014, numerous Hollywood actresses 

private photos stored within the clouds 

were stolen. This event caused uproar, 

which was liable for the users’ anxiety 

about the pri their data stored in cloud 

server. As shown in Fig. 1, user uploads 

data to the cloud server directly. 

Subsequently, the Cloud Server Provider 

(CSP) will happen of user to manage the 

info. 

In consequence, user doesn't actually 

control the physical storage of their 

data, which ends up within the separation 

of ownership and management of 

knowledge. The CSP can freely access 

and search the info stored within 

the cloud. Meanwhile the attackers also 

can attack the CSP server to get the user’s 

data. The above two cases both make 

users fell into the danger of data l and data 

loss. 

Traditional secure cloud storage solutions 

for the above problems are usually that 

specialize in access restrictions 

or encoding. These methods can actually 

eliminate most a part of these problems. 

However, all of those solutions cannot 

solve the interior attack well, regardless 

of how the algorithm improves. Therefore, 

we propose a TLS scheme supported fog 

computing model and style a Hash-

Solomon code supported Reed-Solomon 

code. Fog computing is an extended 

computing model supported cloud 

computing which consists of tons of fog 

nodes. These nodes have a 

particular storage capacity and processing 

capability. In our scheme, we split user’s 

data into three parts and separately save 

them within the cloud server, the fog 

server and therefore the user’s local 

machine. Besides, counting on the 

property of the Hash code, the scheme 

can make sure the original data cannot 

recovered by partial data. On another 

hand, using Hash- Solomon code will 

produce some of redundant data 

blocks which can be utilized in decoding 

procedure. Increasing the amount of 

redundant blocks can increase the 

reliability of the storage, but it also leads 

to additional data storage. By reasonable 

allocation of the info, our scheme can 

really protect the privacy of user’ data. 
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The Hash Solomon code needs complex 

calculation, which may be assisted with 

the Computational Intelligence (CI). 

Paradigms of CI are successfully utilized 

in years to deal with various 

challenges, for instance, the issues in 

Wireless sensor networks (wsns) field. CI 

provides adaptive mechanisms that exhibit 

intelligent behavior in complex and 

dynamic environments like wins. Thus in 

our paper, we take adv some calculating 

works within the fog layer. Compared 

with traditional methods, our scheme can 

provide a better privacy protection from 

interior, especially from the csps. 

2. SECURE CLOUD 

STORAGE SUPPORTED FOG 

COMPUTING 

The security degree is a crucial metric to 

live the standard of cloud storage system. 

Furthermore, data security is that the most 

vital part in cloud storage security and it 

includes three aspects: data privacy, data 

integrity and data availability. Ensuring 

data privacy and integrity has always 

been the main target of relevant 

researches. On another hand, data 

privacy is additionally the 

foremost concerned a part of the users. 

From a business perspective, company 

with high security degree will attract more 

users. Therefore improving security is an 

crucial goal regardless of in academia or 

business. 

A. Fog Computing 

Our scheme is predicated on fog 

computing model, which is an extension 

of cloud computing. Fog computing was 

firstly proposed by Ciscos Bonomi in 

2011. Compared to highly concentrated 

cloud computing, fog computing is closer 

to edge network and has many advantages 

as follows: broader geographical 

distributions, higher real-time and low 

latency. In considering of 

those characters, fog computing is more 

suitable to the applications which are 

sensitive to delay. On another hand, 

compared to sensor nodes, fog computing 

nodes have a particular storage capacity 

and processing capability, which may do 

some simple processing, especially those 

applications supported geographical 

location. 

Thus we will deploy CI on the fog 

server to try to to some calculating works. 

Fog computing is typically a three-level 

architecture, the upmost is cloud 

computing layer which has powerful 

storage capacity and compute 

capability. subsequent level is fog 

computing layer. The fog computing 

layer is the center layer of the fog 

computing model and plays an 

important role in transmission between 

cloud computing layer and sensor network 

layer. The fog nodes in fog computing 

layer features a certain storage capacity 

and compute capability. rock bottom is 

user’s local machine. the most work of 

this layer is collecting data and 

uploading the info to cloud server. 

Besides, the transfer rate between fog 

computing layer and other layers is 

quicker than the speed directly between 

cloud layer and therefore the bottom layer. 
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The introduction of fog computing can 

relief the cloud computing layer, 

improving the work efficiency. In our 

scheme, we cash in of the fog computing 

model, adopt three-layer structure. 

B. Three-Layer Privacy Preserving 

Cloud Storage Scheme supported Fog 

Computing Model 

In order to guard user’s privacy, we 

propose a 3 Layer Storage 

framework supported fog computing 

model. The TLS framework can give 

user a particular power of management 

and effectively protects user’s privacy. As 

mentioned, the inside attack is difficult to 

resist. Traditional approaches work well 

in solving outside attack, but when CSP 

itself has problems, traditional ways are 

all invalid. Different from the 

normal approaches, in our scheme, user’s 

data is split into three different-size parts 

with encoding technology. Each of them 

will lack a neighborhood of key 

information for confidentiality. 

Combining with the fog computing model, 

the three parts of knowledge are going to 

be stored within the cloud server, the fog 

server and user’s local machine consistent 

with the order from large to small. By this 

method, the attacker cannot recover the 

user’s original data albeit he gets all the 

info from a particular server. As for the 

CSP, they also cannot get any useful 

information without the info stored within 

the fog server and native machine because 

both of the fog server and native machine 

are controlled by users. 

 

Fig.1: Structure and working of Three Layer 

Storage  

As shown in Fig. 1, the TLS framework 

makes full use of fog server’s storage 

and processing capability. Each server 

saves a particular a part of data; the 

storage proportion is decided by user’s 

allocation strategy. Firstly, user’s data are 

going to be encoded on user’s local 

machine. Then, for instance, let 

1%encoded data be stored within 

the machine. Then upload the rest 99% 

data to the fog server. Secondly, on the 

fog server, we do similar operations to the 

info which comes from user’s 

machine. there'll be about 4% data 

stored within the fog 

server then upload the rest data to the 

cloud server. 

The above operations are supported Hash-

Solomon code. Hash-Solomon code may 

be a quite coding 

methods supported Reed- Solomon code. 

After being encoded by Hash-Solomon 

code, the info are going to be divided into 

k parts and generates m redundant data. 

Hash-Solomon code has such property, in 

these k+m parts of knowledge, if someone 

has a minimum of k parts, he can 

recover the entire data. In other word, 
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nobody can recover the entire data 

with but k parts of knowledge. Thus we 

will make sure the privacy of user’s data. 

Besides, the fog server includes 

Computational Intelligence which 

may help the system with calculating the 

results of the values of k and m, due to the 

nodes within the fog server having its own 

computing power. 

C. Theoretical Safety Analysis 

This section will provide theoretical safety 

analysis of the structure proposed in our 

research and prove that the secure storage 

structure can really improve the 

potential of privacy 

protection. it's impossible to recover the 

first data with any single server’s data. 

The TLS framework largely solves the 

leakage of user’s privacy. 

3. LITERATURE SURVEY 

A Survey of Challenging Issues and 

Approaches in Mobile Cloud Computing 

As of late, the misuse of cloud assets for 

increasing cell phones prompts the 

increase of another examination region 

called Mobile Cloud Computing 

(MCC). during this work, we present an 

summary and scientific classification for 

MCC engineering, attributes, and open 

research issues decide to investigate 

profound research around there. We 

present a scientific categorization hooked 

in to the key issues while featuring the 

actual worries in MCC, and examine 

related methodologies taken to handle 

these issues. Besides, the bearing for 

future work is examined. (1) 

Virtual machine interface and 

transmission capacity designation in 

programming characterized arrange 

(SDN) and distributed computing 

situations 

Distributed computing gives clients’ 
extraordinary adaptability while 

provisioning assets, with cloud providers 

providing a reservation call, and on-

request buying alternatives. Reservation 

plans offer less costly costs, however 

should be picked before time and 

accordingly should be fitting to clients' 

prerequisites. On the off chance that 

request is unsure, the booking plan might 

not be adequate and on-request assets 

must be provisioned. Past 

work targeting ideally putting virtual 

machines with cloud suppliers to limit 

complete expense. In any case, numerous 

applications require tons of system data 

transfer capacity. We handle a stochastic 

entire number programming issue to 

realize an ideal provisioning of both 

virtual machines and framework move 

speed, when solicitation is uncertain. 

Numerical results doubtlessly show that 

our proposed plan restrains customers' 

costs and provides preferred execution 

over elective procedures. We 

acknowledge this consolidated 

procedure is that the course forward for 

appropriated processing to assist mapped 

out concentrated applications. within 

the occasion that solicitation is 

questionable, the booking plan might 

not be satisfactory and on-demand 

resources must be provisioned. Past work 
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focused on during a perfect world putting 

virtual machines with cloud providers to 

restrain full scale cost. Regardless, 

various applications require plenty of 

framework transmission limit. As such, 

considering simply virtual machines offers 

a lacking point of view on the structure. 

Abusing continuous upgrades in 

programming described sorting out; we 

propose a bound together procedure that 

directions virtual machine and system 

transmission capacity provisioning. 

Numerical outcomes obviously show that 

our proposed arrangement limits clients' 

expenses and provides better execution 

than elective strategies. We accept this 

incorporated methodology is that the path 

forward for distributed computing to 

assist organize serious applications. (2) 

Enabling public and privacy-preserving 

auditability for cloud storage 

Utilizing distributed storage, clients can 

increase a solid, gigantic stockpiling limit 

with lower costs. Be that because 

it may, it'll make colossal misfortune 

customers if distributed storage 

administration is helpless against 

ambushes. during this paper, we've a 

big research on the decency of 

knowledge accumulating in cloud and that 

we propose an open security safeguarding 

review conspire, in light of BLS signature 

and arbitrary testing, to confirming the 

uprightness of data in distributed storage. 

Security investigation shows the plan is 

provably secure. (3) 

A mystery sharing plan hooked in to a 

methodical Reed-Solomon code and 

investigation of its security for a 

general class of sources 

In this paper we investigate a secret 

sharing arrangement subject to a truncated 

systematic Reed-Solomon code. within 

the arrangement L secrets S 1, S 2,..., S L 

and n shares X 1, X 2,..., X n satisfy 

certain n - k + L direct conditions. 

Security of such a grade riddle sharing 

arrangement is bankrupt down intimately. 

We show that this arrangement 

comprehends a (k; n)- edge plot for the 

occurrence of L = 1 and a slope (k, L, n)- 

limit scheme for the instance of two ≤ L ≤ 
k - 1 under a specific doubt on S 1, S 2,..., 

S L. (4) 

Security Protection of Smart Semantic 

Search supported Conceptual Graphs 

over Outsourced Encryption Data. 

Accessible encryption may be 

a significant research zone in distributed 

computing. Notwithstanding, most 

existing productive and three-dimensional 

figure content hunt plans depend 

upon catchphrases or superficial semantic 

filtering, which aren't sufficiently keen to 

satisfy the standards of the clients. While 

we propose during this paper a substance 

mindful hunt plot, which may make 

semantic pursuit more intelligent. To 

start with, we present applied diagrams 

(CGs) as an information portrayal 

apparatus. At that time, we present our 

two plans (PRSCG and PRSCG-TF) in 
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sight of CGs as per various situations. 

So on lead numerical computation, we 

move unique CGs into their direct 

structure with some alteration And direct 

them to vector numbers. Second, we use 

the innovation of multi-catchphrase search 

over encoded cloud information as a 

premise against two risk models and 

increase PRSCG and PRSCG-TF the 

difficulty of security saving brilliant 

semantic hunt hooked in to CGs. At last, 

we pick a certifiable informational index: 

CNN informational collection to 

check our plan. We likewise investigate 

the protection and proficiency of proposed 

plots intimately. The trial results show 

that our proposed plans are effective. (5) 

Real-time improvement of VCPU 

scheduling algorithm on Xen 

CPU Visualization is among the 

middle components of server 

virtualization, no matter whether 

productively, security booking VCPU 

running on the physical CPU definitely 

sway the presentation of the framework. 

This investigation found that the 

present planning calculations for ongoing 

framework are muddled, and CPU use 

isn't high; and broadly useful booking 

calculation's parameter settings is 

extremely basic, however not for 

continuous applications. Subsequently, 

this paper consolidates the advantages of 

various planning calculations, proposes an 

improved booking calculation, which 

focuses for constant framework, while 

improving CPU usage. (6) 

4. CONCLUSION 

The improvement of distributed 

computing brings us a lot of preferences. 

Distributed storage could be an 

advantageous innovation that encourages 

clients to increase their capacity ability. 

Be that because it may, distributed storage 

also causes a progression of secure issues. 

When abuse distributed storage, clients 

don't genuinely the board the physical 

stockpiling of their insight and it prompts 

the detachment of ownership and therefore 

the executives of data. to work out the 

matter of security insurance in distributed 

storage. we've a will generally propose a 

TLS structure bolstered haze figuring 

model and elegance a Hash-

Solomon algorithm. Through the 

hypothetical security examination, the 

topic is inform be conceivable. By 

allotting the quantitative connection of 

learning squares hang on during a few 

servers reasonably, can make sure 

the security of data in each server. On 

another hand, breaking the mystery 

composing lattice is meaningless in 

theory. additionally, abuse hash change 

will protect the fragmentary data. Through 

the trial check, this subject will finish 

mystery composing and cryptography 

while not impact of the distributed storage 

productivity. what's more, we've a tends to 

style a reasonable comprehensive potency 

index. to achieve the 

foremost potency and that we additionally 

realize that the Cauchy matrix is 

additional economical secretly writing 

method. 
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