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ABSTRACT 

Online marketplaces often witness opinion spam in the form of reviews. People are 

often hired to target specific brands for promoting or impeding them by writing highly 

positive or negative reviews. This often is done collectively in groups. Although some 

previous studies attempted to identify and analyze such opinion spam groups, little 

has been explored to spot those groups who target a brand as a whole, instead of just 

products. In this article, we collected the reviews from the Amazon product review 

site and manually labeled a set of 923 candidate reviewer groups. The groups are 

extracted using frequent itemset mining over brand similarities such that users are 

clustered together if they have mutually reviewed (products of) a lot of brands. We 

hypothesize that the nature of the reviewer groups is dependent on eight features 

specific to a (group, brand) pair. We develop a feature-based supervised model to 

classify candidate groups as extremist entities. We run multiple classifiers for the task 

of classifying a group based on the reviews written by the users of that group to 

determine whether the group shows signs of extremity. A three-layer perceptron-

based classifier turns out to be the best classifier. We further study behaviors of such 

groups in detail to understand the dynamics of brand-level opinion fraud better. These 

behaviors include consistency in ratings, review sentiment, verified purchase, review 

dates, and helpful votes received on reviews. Surprisingly, we observe that there are a 

lot of verified reviewers showing extreme sentiment, which, on further investigation, 

leads to ways to circumvent the existing mechanisms in place to prevent unofficial 

incentives on Amazon. 

  

I.INTRODUCTION 

In the digital age, online product reviews play a pivotal role in shaping consumer behavior 

and influencing purchasing decisions. Platforms like Amazon, Yelp, and TripAdvisor allow 

users to share their experiences and opinions, creating 
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a wealth of information for prospective buyers. However, the rise of extremist reviewer 

groups has raised concerns about the integrity of these reviews. These groups may manipulate 

perceptions by posting biased, overly negative, or overly positive reviews that do not 

accurately reflect the product's quality. Detecting and characterizing these extremist groups is 

essential for maintaining the credibility of online review systems. Extremist reviewers often 

employ specific linguistic patterns, sentiments, and behaviors that can be analyzed to identify 

their influence. Understanding the dynamics of these groups—how they form, interact, and 

disseminate their views—can provide valuable insights for platform operators and 

policymakers seeking to mitigate the impact of extremist behaviors. This study aims to 

explore methodologies for detecting and characterizing extremist reviewer groups, thereby 

contributing to a more transparent and reliable online review environment. 

II.EXISTING SYSTEM : 

There have been extensive studies on mining online reviews and classifying them based on 

user sentiment [8]–[11]. Reviews have also been extensively used in developing and 

augmenting recommendation systems [12]–[15] and extracting product features [16]–[18]. 

Another study has also shown the utility of product reviews in explaining the 

recommendations given by a recommendation system [19]. Pang et al. [20] showed the 

progression of reviews as an important part of the decision-making process with the advent of 

Web 2.0 and studied them from retrieval perspective. Since it is difficult for the buyer to 

wade through volumes of reviews, researchers have conducted studies on summarizing 

reviews based on user sentiment [21] and other features [22]–[24] as well under the umbrella 

of opinion summarization. All these studies indicated that product reviews are an invaluable 

resource for determining the quality of a product. Various marketing studies have also shown 

that reviews play an important role in maintaining the online reputation of a brand as well. 

III.PROPOSED SYSTEM : 

no data set of consumer reviews (on Amazon) that consists of brand information exists so far. 

Thus, we attempted to create the first data set of its kind by crawling reviews from 

Amazon.in, the Indian counterpart of the e-commerce giant. In this data set, along with the 

regular metadata, we also obtained the brand on which a review was posted. Other metadata 

per-review include reviewer id, product id (ASIN), brand, rating, review text, date, and the 

number of helpful votes a review has received. 

IV.LITERATURE REVIEW 

Enhanced Extremist Reviewer Group Detection in Online Product Reviews using RNN in 

comparison with CNN,K. Ajay; Loganayagi S,The study aims to improve the accuracy of 

detecting extremist reviewer groups in e-commerce product reviews by utilizing algorithmic 

techniques. This research utilizes Convolutional Neural Networks (CNN) and Recurrent 

Neural Networks (RNN) with various grounding categories to predict the detection of 

extremist reviews The article uses data from CSV files that are available on the Kaggle 

website. A G Power test was conducted, resulting in an 80% power level using α=0.05 and 
power=0.80 as the parameters Predicting the extremist reviewer groups in e-commerce with 

https://ieeexplore.ieee.org/author/37089759700
https://ieeexplore.ieee.org/author/37089915662
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improved accuracy rate is performed by Recurrent Neural Network (RNN) whereas samples 

count (N=10) and Convolutional Neural Network CNN where count of sample iteration 

values (N=10). The Recurrent Neural Network has demonstrated greater potential for 

increased accuracy value of 94.89% compared to the Convolutional Neural Network (CNN) 

at 93.33%, as determined by independent sample-t-test significance value the obtained p-

value of 0.01 (p<0.05) It suggests a noteworthy variation between the groups being compared, 

backed by statistical significance. The Recurrent Neural Network yields a better accuracy rate 

than Convolutional Neural Network. 

 

2. Detecting and Characterizing Extremist Reviewer Groups in Online Product 

Reviews,Viresh Gupta; Aayush Aggarwal; Tanmoy Chakraborty,Online marketplaces often 

witness opinion spam in the form of reviews. People are often hired to target specific brands 

for promoting or impeding them by writing highly positive or negative reviews. This often is 

done collectively in groups. Although some previous studies attempted to identify and 

analyze such opinion spam groups, little has been explored to spot those groups who target a 

brand as a whole, instead of just products. In this article, we collected the reviews from the 

Amazon product review site and manually labeled a set of 923 candidate reviewer groups. 

The groups are extracted using frequent itemset mining over brand similarities such that users 

are clustered together if they have mutually reviewed (products of) a lot of brands. We 

hypothesize that the nature of the reviewer groups is dependent on eight features specific to a 

( group, brand ) pair. We develop a feature-based supervised model to classify candidate 

groups as extremist entities. We run multiple classifiers for the task of classifying a group 

based on the reviews written by the users of that group to determine whether the group shows 

signs of extremity. A three-layer perceptron-based classifier turns out to be the best classifier. 

We further study behaviors of such groups in detail to understand the dynamics of brand-

level opinion fraud better. These behaviors include consistency in ratings, review sentiment, 

verified purchase, review dates, and helpful votes received on reviews. Surprisingly, we 

observe that there are a lot of verified reviewers showing extreme sentiment, which, on 

further investigation, leads to ways to circumvent the existing mechanisms in place to prevent 

unofficial incentives on Amazon. 

 

3.Analyzing the Extremist Reviewer Groups on Online Products, P. Chandana; N.Pragnya 

Sree; V. Ramya; G. Bhavana,In today's e-commerce, online reviews play a critical part in 

decision-making. Customers, who make up a large portion of the population, read evaluations 

of items or businesses before deciding what to buy or where to get it from. Because there is a 

monetary reward in publishing false/fraudulent evaluations, there has been significant growth 

in misleading opinion spam on online review platforms. A fake review, often known as a 

fraudulent review or opinion spam, is a false review. Positive ratings of a specific object may 

attract more consumers and improve sales, while unfavourable evaluations may result in 

lower demand and sales. These fake/fraudulent reviews are produced with the intent of 

deceiving potential consumers to promote/hype or discredit their businesses. Our research 

aims to determine if a review is genuine or not. 

https://ieeexplore.ieee.org/author/37087113366
https://ieeexplore.ieee.org/author/37087113366
https://ieeexplore.ieee.org/author/37088417643
https://ieeexplore.ieee.org/author/37088417643
https://ieeexplore.ieee.org/author/38579459700
https://ieeexplore.ieee.org/author/37086467899
https://ieeexplore.ieee.org/author/37088978686
https://ieeexplore.ieee.org/author/37088978686
https://ieeexplore.ieee.org/author/37088977526
https://ieeexplore.ieee.org/author/37088978942
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V.METHODOLOGY 

To effectively detect and characterize extremist reviewer groups in online product reviews, a 

comprehensive methodology will be employed. First, data will be collected from major e-

commerce platforms such as Amazon, Yelp, and TripAdvisor, ensuring a diverse range of 

products and reviewer demographics. Web scraping tools and APIs will facilitate the 

gathering of a large dataset of product reviews over a specified time frame to capture recent 

trends. Once the data is collected, preprocessing steps will be undertaken to enhance its 

quality. This includes text cleaning to remove HTML tags, special characters, and stop 

words, followed by tokenization to break the reviews into individual words and phrases. 

These steps prepare the data for subsequent analysis. 

Sentiment analysis will be performed using natural language processing (NLP) libraries, such 

as NLTK or TextBlob. Each review will be assigned a sentiment score to classify it as 

positive, negative, or neutral, with reviews exceeding certain thresholds for extreme positivity 

or negativity flagged for further scrutiny. Key linguistic and behavioral features will be 

extracted to identify patterns indicative of extremist sentiments. This includes analyzing the 

frequency of hyperbolic language and emotional intensity, as well as behavioral patterns such 

as review frequency and timing. Supervised machine learning algorithms, including support 

vector machines (SVM) and random forests, will be trained on labeled datasets to classify 

reviews as belonging to extremist groups or not. Cross-validation techniques will ensure the 

accuracy and robustness of these models. To further understand the dynamics of extremist 

groups, social network analysis will be employed. This will involve examining reviewer 

interactions to visualize relationships and identify clusters exhibiting extremist 

characteristics. Graph metrics, such as centrality and clustering coefficients, will provide 

insights into the structure and influence of these groups within the review ecosystem. Finally, 

the findings will be interpreted and presented using data visualization tools, including graphs 

and charts. This will not only illustrate the prevalence and characteristics of extremist 

reviewer groups but also discuss their potential impact on consumers and the broader 

implications for online review platforms. This multifaceted approach will facilitate a deeper 

understanding of extremist behaviors in online product reviews, enabling stakeholders to take 

informed actions to preserve the integrity of these systems. 

VI.CONCLUSION 

The detection and characterization of extremist reviewer groups in online product reviews is 

essential for maintaining the integrity of digital marketplaces. This study outlines a 

comprehensive methodology that combines data collection, sentiment analysis, machine 

learning, and social network analysis to identify and understand these extremist behaviors. By 

leveraging advanced analytical techniques, the research aims to shed light on the dynamics of 

extremist groups, revealing how they influence consumer perceptions and potentially distort 

market dynamics. The findings from this study can help stakeholders, including platform 

operators and policymakers, to develop strategies to mitigate the effects of extremist reviews, 
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ultimately fostering a more trustworthy online review ecosystem. Continued exploration in 

this area will be crucial for adapting to the evolving landscape of online consumer 

interactions and ensuring a fair marketplace for all users. 
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