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ABSTRACT:

This study seeks to analyse the security threats of Tier-1 SCADA systems in enterprise
networks. Nevertheless, since SCADA systems are used to manage important facilities and
services, they require integration with IT networks, which in turn exposes them to a great
number of risks. The study further reveals that there are several weaknesses with the SCADA
components including input validation weakness, buffer overflow, hard-coded credentials,
and archaic encryption. It also ventures into poor patch management practices as well as their
effects on operational security. From this analysis of these risks, the research presents the
following possible remedies like enhancing the depth of encryption, providing the dynamic
nature in firewall rules, and granting autonomy to patching. The work employs the standard
stages of cyber risk assessment including identification, analysis, risk prioritization, risk
control, and ongoing risk monitoring while providing a step-by-step methodology to improve
the protection of SCADA systems. The gains achieved depict the fact that, in the case of
enhancing security to specific assets, it is possible to enhance the system defences against
current and future threats. This work enriches the contemporary knowledge base on SCADA
system security threats and offers original, context-aware recommendations for enhancing
protection.

Keywords: Scada Systems, Cybersecurity Vulnerabilities ,Risk Mitigation, Patch
Management, Critical Infrastructure Security

1. INTRODUCTION Human Machine Interface (HMI)’s that are

1.1 Overview of SCADA Systems in
Critical Infrastructure

SCADA systems play a vital role in
managing the critical sectors of
infrastructure such as ENERGY SECTOR,
WATER RESOURCE AND
MANAGEMENT, TRANSPORTATION
AND  MANUFACTURINGJ[1].  Such
system are aimed at sensing and managing
industrial processes meant for data
collection and plant automation across
different regions. A SCADA system
largely comprises of components that
include, Hardware and software which are
sub-divided into sensors, controllers, and

used to monitor and control a variety of
processes and utility services effectively as
well as safely. In power plant, for instance,
the SCADA systems controls the flow and
distribution of power in power plants, in
water treatment plant, SCADA systems
controls the flow and purification of water,
water distribution, among others, in
SCADA
controls production processes and quality
assurance, among others. Sophisticated
integrated systems are at the base of our
national stability and security, and their
reliable working is critical. However, the
continuous integration of SCADA systems

manufacturing companies,
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to corporate networks as well as the
internet has called for new forms of
vulnerability to attacks[2].

1.2 Importance of Cybersecurity in
SCADA Systems

With the growth in the integration of
SCADA systems in enterprise IT
infrastructures, the consequences
associated with it cyber security threats are
enormous. It is Cybersecurity not only in
SCADA systems and about technicalities,
but also a matter of nations’ security. An
attacker when he gains unauthorized
access to a SCADA system can result to
unfavourable outcomes such as the internet
of specific services, damage to physical
assets, environmental pollution, and
potential hazards to the lives of the
people[3]. SCADA environments differ
from traditional IT systems by their
requirements  for  availability  and
processing of data in real time, these
features present difficulties to traditional
models of security implementation. For
instance, the temporary isolation of a
SCADA system for regular servicing or
upgrades spawns larger monetary or safety
consequences. Consequently, to safeguard
the security of the SCADA systems,
appropriate measures have to be taken into
consideration regarding such specific
features of these systems’ operation while
addressing internal and external threats[4].
Recent advancements in SCADA systems
revealed that there has been a constant
increase in cases of cyberattacks on critical
infrastructural ~ systems  subsequently
emphasizing the need to improve the level
of security in SCADA systems.

1.3 Research Scope

It is possible that filling these gaps would
improve the understanding of the ways to
improve the Tierl SCADA security and

increase its resistance to existing and
newly emerging threats.

» Limited Focus on Tierl SCADA
Systems[5]: There is an overall awareness
or concern about the security threats that
exist in SCADA systems but such research
focused on the Tierl SCADA systems in
the large-scale enterprises is missing. This
gap suggests that current literature may not
necessarily capture the nature of security
risks and threats relating to Tierl systems
and their importance to infrastructure
protection.

» Component Specific
Vulnerabilities[6]: ~ While  there is
information about SCADA system risks,
there is no study of risks associated with
different aspects of Tierl SCADA
components. There is a lack of similar
analysis performed at a micro level with
regards to individual components and their
particular security risks that might be
helpful for the understanding of how each
component contributes to the general level
of risk in the system.

» Development Phases and Risk
Assessment Models[7]: The concept of
integrating the phases of development in
cyber risk assessment and model in case of
SCADA systems is limited. Therefore,
there is a need to conduct research that
considers not only all these phases but also
make sure that models that finally come up
have been modified to suit SCADA
systems in that they address their security
issues appropriately.

1.4 Research Objectives

The formulated Research Objectives for
this research paper are

As such, the following formulated
Research Objectives for this research
paper are as follows:

Volume 13 Issue 10 Oct 2024

ISSN 2456 - 5083

Page 394



International Journal for Innovative

€ngineering and Management Research

PEER REVIEWED OPEN ACCESS INTERNATIONAL JOURNAL

www.ijiemr.org

1. INVESTIGATE CYBERSECURITY
VULNERABILITIES AND THREATS
IN TIER-1 SCADA SYSTEMS:

This objective aims at analysing the
concrete cybersecurity threats and risks
relating to Tier-1 SCADA solutions in
large organisations. The objective is to
enhance the understanding of the varied
threats for these significant systems.

2. IDENTIFY SCADA SYSTEM
COMPONENTS AND THEIR
ASSOCIATED SECURITY RISKS:

This objective of this research focuses on
the analysis of various SCADA elements,
with a view of establishing the overall
security risks/ threats associated with each
element. The objective is to ensure that the
study gives out of the effects of these
components on the system security.

3. EXPLORE DEVELOPMENT
PHASES IN CYBER RISK
ASSESSMENT AND MODEL
DEVELOPMENT:

This objective aims to scrutinise and
assess various phases that may be in cyber
risk assessment and model development
process. In this work, emphasis shall be on
identifying how these phases can be
leveraged in improving the security of
SCADA systems where emphasis will be
on how risk assessment models can be
properly developed to suit this sector.

2. SCADA SYSTEM ARCHITECTURE
AND OPERATIONS

2.1 Components of a Tierl SCADA
System

A Tierl SCADA system represents the
highest level of complexity and criticality
within an organization's infrastructure,
often responsible for managing essential
operations across vast and geographically
dispersed sites. The architecture of a Tierl

SCADA system is typically composed of
several key components, each playing a
crucial role in ensuring seamless control
and monitoring of industrial processes.
The primary components include:

Clon Lape Procesing Liyw Data (Sarwe] Ly
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@

Figl: Architecture of SCADA
e  Supervisory Computers: These are the
main servers in the control centre
responsible for controlling and
coordinating the whole system of SCADA.
These people operate computer software
that among other things, gathers data from
the remote units, displays and analyses it
before presenting it to the operators who in
turn have the immediate control over the
system.
e Remote Terminal Units (RTUs):
These are units that are microprocessor
based and local interface that communicate
with sensors and other related devices out
in the field. RTUs gather data from such
devices and relay it to the supervisory
computers besides carrying out
instructions from the control centre and
implementing specific actions in the field.
e Programmable Logic Controllers
(PLCs): PLCs are tough built industrial
computers that manage and automate
equipment as well as processes at the
lowermost tier. These are similar to RTUs,
though they are more complex in control,
and are greatly programmable for most
functions.
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e  Human Machine Interfaces (HMIs):
HMIs offer the SCADA system operators
an interface in form of graphics to enable
them manage the SCADA system easily.
They provide real time data, alarm and
system status, thus enabling the operators
on the system to make right decisions.

e  Communication Infrastructure: This
consist of hard wired or wireless
connections of data communication
pathways that link RTUs, PLCs, HMIs and
supervisory computers. As this
communication network plays the vital
role in operation, the dependence,
reliability and security of this strategy has
the direct consequence.

The architecture of a Tierl SCADA system
is designed to be highly reliable and
resilient, with redundancy built into every
layer to ensure continuous operation even
in the event of component failures.

2.2 SCADA Systems with Enterprise IT
Networks Integration of and Requirements
of Real time Operational

With organizations trying to attain more
efficiencies, data visibility, and insight in
decision-making, SCADA systems are
increasingly  being  integrated into
enterprise IT networks. This allows for
smooth information flow between the OT
environment in which the SCADA systems
operate and the greater IT environment
that manages business process and data
analytics. But it brings huge cybersecurity
challenges: the priorities of security are
different for SCADA systems and IT
networks. IT networks ensure data
confidentiality and integrity, but in
SCADA systems, availability and real-time
control are crucial, which, if not rightly
handled, may lead to vulnerabilities being
introduced.

As an example, it may expose the SCADA
system to IT-based threats, such as
malware or unauthorized access, that may
lead to operational disruption. It follows
that integration in the context of a SCADA
system is even more challenging because
the operational needs call for real-time
activities. According to, a real-time
capability for a Tier 1| SCADA system will
ensure safety, efficiency, and reliability in
infrastructure  operation. The system
requires low latency in communication to
avoid delaying critical commands, high
availability to reduce losses financially and
risks to safety, and scalability for the
operational needs. What's more, it needs to
be done without sacrificing real-time
performance, hence, the need to find that
sweet spot between cybersecurity and
operational requirements. This makes the
challenge of securing Tier 1 SCADA
systems very unique: how to keep
reliability and responsiveness very high
when faced with ever-evolving cyber
threats.

3. IDENTIFICATION OF KEY

VULNERABILITIES

Identifying vulnerabilities in SCADA
systems is essential to developing robust
cybersecurity strategies, especially given
their critical role in Tierl infrastructures.
The integration of SCADA systems with
enterprise IT networks introduces a wide
array of potential attack vectors. In this
section, we examine some of the most
critical vulnerabilities, focusing on input
validation, code quality, and patch
management.
3.1 Vulnerabilities in Input Validation
This table highlights common input
validation vulnerabilities in SCADA
systems and their potential impacts.

Vulnera | Descrip | Exampl | Impact
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3.3 Inadequate Patch Management Patchin | SCAD | Prolonged
Practices g must | A exposure
This table highlights the risks and be operato | to security
complications associated with inadequate carefull | rs risks and
patch management in SCADA systems, y hesitate | potential
underscoring the importance of balancing planne | to apply | system
security  updates  with  operational . | d to | patches | instability.
.. Operatio . i
continuity. nal avoid | during
Challeng | Descri | Examp | Impact . | downti | periods
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e ption le nts[21] me, of high
Patches | Securit | Increased limitin | operatio
are y risk of g nal
postpo | vulnera | exploitatio opport | activity
ned to | bilities | n of unities | or
avoid remain | known for critical
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onal ed due | ties. .
Delayed | disrupti | to 4. ASSESSMENT OF EXISTING
Patching | ons in | concern SECURITY MECHANISMS
[19] critical | s over The Chart synthesises threats affecting
real interrup different vendors and components in the
time ting industrial systems. The company that has
system | vital the  largest number of  overall
S. SCAD vulnerabilities is Siemens with 61, these
A vulnerabilities are, for the most part,
operatio located in PLCs. Schneider Electric ranked
ns. second with 42 wvulnerabilities, of which
Absenc | SCAD | Patch most of them affected HMIs. Currently,
e of A delays, Rockwell Automation has 17
automa | systems | misconfig vulnerabilities with majority of them
ted require | urations, relevant to networks. A total of 20
tools manual | and vulnerabilities are recorded in Advantech’s
Lack of | leads updates, | increased products with most of the vulnerabilities
Automat | to introdu | exposure found in their HMIs and PLCs. There are
ed relianc | cing to attacks. 12 vulnerabilities for ABB and 12 for
Patching | ¢  on | potentia Allen Bradley both of which are
[20] manual |1 for distributed among various sections of the
patchin | human software components. Honeywell again
g error in presents fewer vulnerabilities than the
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es. g with 2 and General Motors with 1.
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Chartl: Statics of SCADA Top Vendors
Some of the vulnerabilities are categorized
as Content Management Systems (CMS),
Human Machine Interfaces (HMI),
Networking, OPC, and PLC systems. To
protect SCADA systems from the new
generation of threats, several protective
measures have been adopted across the
industries. However, operations of these
mechanisms are challenging due to diverse
characteristics of SCADA systems, which
sometimes  depicts the fundamental
weaknesses of these mechanisms. This
section reviews the traditional security
control measures of firewalls, encryption
standards and access control measures
with reference to their applicability to
SCADA specific vulnerabilities.

4.1 Firewall Configurations and Their
Limitations

This table outlines the limitations of
firewall  configurations in SCADA
networks, emphasizing the need for more
specialized and adaptable security
measures to complement firewalls.

Table3: Firewall Limitations Glance

Limitation tion ple
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attack
exploi
ting
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4.2 Encryption Protocols and Their

Challenges in SCADA
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on use to SCADA operations, improving both
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or weak | ted Increas 5. DEVELOPMENT PHASES IN
encryptio | encrypt | ed risk CYBER RISK ASSESSMENT
Useof |n like | ion of Cyber risk assessment involves a series of
Weak DES or | algorith | cryptog systematic steps aimed at identifying,
Encryptio | 3DES ms like | raphic analysing, and mitigating security risks. In
n due to | DES or | attacks model development, these phases help
Methods[ | compatib | 3DES, | and build a framework to quantify, assess, and
25] ility which | system manage these risks in a structured manner.
issues. are compro Phase
easily mise.
broken Riszk Identification

by
modern G

attacker
S. Risk Analysis

Hardcode | RSA

d or | keys

static are

keys hardcod Risk Prioritization

used with | ed into | Key

encryptio | SCAD | exposur q ;

n A e leads

protocols | firmwar | to Risk Mitigation Strategies
Poor Key | such as | e, unauth
Managem | RSA or | making | orized G

ent[25] | AES them decrypt
weaken vulnera | ion and Model Development and Testing

the ble to | system
security | reverse | breache G
of enginee | s.

encrypte | ring

Continuous Monitoring and Updating

d and
communi | exploita Figl Development Phases of Cyber Risk
cations. tion. Assessment

To address these challenges, SCADA

systems need more granular and dynamic + Risk Identification: Detect and

access control mechanisms, including
multifactor authentication (MFA) and

document potential security threats
and vulnerabilities within the
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system. Aim to create a
comprehensive list of all possible
risks that could impact the

organization’s assets.

Risk Analysis: Analyze identified
risks to understand their nature,
causes, and potential impact.
Assess both the likelihood of each
risk occurring and the severity of
its consequences.

Risk Prioritization: Prioritize risks
based on their potential impact and
likelihood. Focus resources and
efforts on the most critical risks
that require immediate attention.
Risk Mitigation Strategies:
Develop and implement strategies
and controls to address the
prioritized risks. Design measures

5.1 Cyber Risk Assessment Results

www.ijiemr.org

to reduce the likelihood of risk
occurrence and minimize the
impact if the risk materializes.
Model Development and Testing:
Build and refine a risk assessment
model based on the identified risks
and mitigation strategies. Test the
model to ensure its effectiveness
and reliability in assessing and
managing risks.
Continuous Monitoring
Updating: Continuously monitor
the and the
effectiveness implemented

and

risk environment
of
controls. Regularly update the risk
assessment model to adapt to new
threats and changes in the risk
landscape.

Cyber Risk Assessment Results

80 727122
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B Upgrade to AES-256 9 3 8 72 24
Impl.ement dynamic 7 4 7 49 )8
firewall rules
Automated patch 8 3 9 7 57
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Replace with dynamic key 8 5 9 7 18
management
W Impl DA- ifi
mplement SCADA-specific 3 7 2 21

encryption (TLS)

v' Upgrade to AES256: Replacing

outdated DES encryption with
AES256 significantly reduces the
risk. The likelihood of exploitation
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overall risk score improves from 72
to 24, though the impact remains
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v" Implement Dynamic Firewall
Rules: Updating static firewall
configurations to dynamic rules
lowers the likelihood of a firewall
breach from 7 to 4. Despite no
change in impact, the risk score
reduces from 49 to 28, reflecting
improved security.

v' Automated Patch Management
System: Introducing an automated
patch management system
decreases the likelihood of
unpatched vulnerabilities from 8 to
3. Although the impact remains at
9, the risk score is significantly
reduced from 72 to 27.

v" Replace with Dynamic Key
Management: Switching from
hardcoded credentials to dynamic
key management greatly lowers the
likelihood of exposure from § to 2.
This change reduces the risk score
from 72 to 18, even though the
impact remains high at 9.

v" Implement SCADA  Specific
Encryption (TLS): Applying TLS
encryption specifically for SCADA
systems decreases the likelithood of
a security breach from 6 to 3. The
risk score improves from 42 to 21,
with no change in the impact score
of 7.

6. CONCLUSION

From the findings of this study, a lot of
information on the security risks and
challenges pertaining to Tier-1 SCADA
systems have been discovered particularly
in enterprise environments. Analysing
SCADA components and their related
threats one can conclude that these systems
or components of them can be affected by
a big number of threats ranging from the
improper input validation to the usage of

outdated encryption. If they are not
addressed properly, they result in the
following adverse effects on the systems
and operations: unauthorized access,
system failure, and disruptions of
continuity.

The first major observation established
from the research is the expansion in the
attack vector due to interfacing with
SCADA systems with the larger IT
systems. This has brought about new
forms of risks like buffer overflows, SQL
injections and Code flaws like hard coded
credentials as well as poor patch
management. These issues make reference
to the importance of stronger cybersecurity
measures than can cope with present risks
as well as those emerging in the future.

The work also stressed the development of
a methodical approach to the assessment of
cyber risks and generation of risk models.
As we can observe following the phases of
risk identification, risk analysis, risk
prioritization and risk mitigation, model
testing, and risk  monitoring the
organization can achieve a stronger
framework. In addition, improving the
strength of encryption, using dynamic
Firewalls, and  automating  patch
management were demonstrated to lower
the risks associated with vulnerability
exploitation thus enhancing the total
security of the system.

In conclusion, it is imperative to note that
it is impossible to solve the cybersecurity
problems of SCADA systems at once but
only to approach the  problem
comprehensively by defining the concrete
risks, finding the ways to minimize these
risks and implementing permanent
surveillance over the situation. It is
therefore possible to develop dynamic
SCADA specific security that can readily
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enhance the protection of these important
infrastructures through better encryption,
real-time threat response and improved
patch management. Therefore, the findings
of this research point to the importance of
continued assessment and improvement of
security measures to counter the present
and the future security risks.

7. FUTURE SCOPE OF THE
RESEARCH

Future papers can review the actual use of
artificial intelligence and/or machine
learning algorithms to monitor threat
activity and perform real-time reactions in
SCADA systems. Over time, the threats
change, and thus, there could be
improvements in the employment of the
methods of proactive security all the time
leading to fast identification of the
potential attacks. Further, exploring the
adoption of block chain technology for
valid and time-tested communication in
sincerity of SCADA networks could also
help in protecting the integrity of data.
Other areas for future research can also be
expected to direct solutions towards
creating highly sophisticated encryption
approaches that are capable of evolving in
real-time in response to threats that may
develop in the future. Further, research on
5G and edge computing influence on
SCADA security could reveal how these
technologies can enhance their elements’
reliability. All in all, further research is
needed to build better Strong-Al
extensible, and effective cybersecurity
solutions for securing the SCADA systems
in an environment that is gradually
expanding with more complex
interconnectivity.
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