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ABSTRACT 

Artificial intelligence (AI) is increasingly recognized as a crucial technology in the Fourth 

Industrial Revolution (Industry 4.0), especially in protecting computer networks from cyber threats 

like attacks, malware, phishing, and unauthorized access. AI has the potential to significantly 

improve cybersecurity for governments, organizations, and non-governmental entities, particularly 

through e-Governance initiatives. However, existing research presents mixed findings about the 

relationship between AI, e-Governance, and cybersecurity, suggesting that this relationship is 

context-dependent.AI, e-Governance, and cybersecurity are influenced by a variety of stakeholders, 

each bringing unique knowledge and expertise to the table. To address this gap, this study explores 

how AI, e-Governance, and cybersecurity are interconnected, focusing on the direct links between 

them. It also looks at how e-Governance acts as a mediator between AI and cybersecurity, and how 

stakeholders’ involvement might influence these connections.The findings, based on PLS-SEM 

path modeling, show that e-Governance partially mediates the relationship between AI and 

cybersecurity. In addition, the involvement of stakeholders has a significant moderating effect on 

both the AI-to-e-Governance and e-Governance-to-cybersecurity relationships. This highlights the 

crucial role stakeholders play in AI and e-Governance, as they all have a shared interest in a secure, 

transparent, and efficient cyberspace while utilizing e-services.The study offers practical insights 

for government bodies, particularly in smart cities, to enhance their cybersecurity strategies. It 

underscores the importance of involving various stakeholders in shaping secure and effective 

digital governance frameworks. 

Keywords : Artificial intelligence, cybersecurity, e-Governance, stakeholder involvement, machine 

learning, computer crime, smart cities, data privacy. 

 

I.INTRODUCTION 

Cybersecurity has become a critical issue in 

today's digital world, as it is essential to 

protect computer networks from various 

potential threats. A cyber-attack is a 

deliberate attempt to compromise computer 

networks, data, programs, or electronic 

information, often with the aim of causing 

harm or disruption. As technology advances, 

cyber threats also evolve, making it necessary 

to continuously develop new strategies for 

prevention and defense. Cyber-attacks have 

become increasingly common, especially in 

the industrial sector, where they have caused 

significant damage to infrastructure and led to 

major financial losses. The growing reliance 



 

 

 

 

 

Volume 13 Issue 12 Dec 2024                                             ISSN 2456 – 5083 Page 723 

 

on online technologies, which store vast 

amounts of personal and economic data, has 

made organizations particularly vulnerable. 

These attacks, which include phishing, 

denial-of-service, malware, and ransomware, 

not only result in financial and data loss but 

also have a profound psychological impact on 

individuals, causing stress and anxiety.In this 

context, artificial intelligence (AI) offers 

promising solutions to enhance cybersecurity. 

AI can help mitigate the effects of cyber-

attacks by improving detection, prevention, 

and response mechanisms. AI systems, which 

integrate human expertise for strategic 

decision-making, can be used to analyze data, 

identify threats, and even make medical 

diagnoses. However, AI has a dual role: while 

it can be a powerful tool for enhancing 

cybersecurity, it can also be used maliciously 

to accelerate the planning and execution of 

cyber-attacks. This dual potential highlights 

the need for careful consideration of how AI 

is deployed in cybersecurity contexts. AI’s 

ability to analyze patterns, detect cyber 

threats early, and support machine learning 

applications for malware classification and 

intrusion detection is a game-changer for 

protecting online systems.In smart cities, 

where information and communication 

technology (ICT) is integrated into urban 

infrastructure to solve various administrative 

challenges, cybersecurity becomes even more 

critical. The use of insecure Wi-Fi networks 

for accessing e-services like email and online 

banking exposes citizens to cybercrimes. 

Ensuring that e-Government services are 

secure is one of the key factors that define a 

safe and resilient city. The concept of an 

"inclusive smart city" emphasizes the 

importance of involving stakeholders, 

including citizens, in the digital ecosystem to 

improve services and ensure their safety and 

privacy.While AI has been studied in the 

context of smart mobility, energy 

management, public services, and climate 

change, its role in cybersecurity within smart 

cities, especially in relation to stakeholders' 

use of e-Government services, has not been 

fully explored. This study aims to address this 

gap by examining how AI applications in 

smart cities influence cybersecurity directly. 

It also explores how AI impacts e-

Governance, which in turn affects 

cybersecurity, and whether e-Governance 

plays a mediating role between AI and 

cybersecurity. Furthermore, the study 

investigates the moderating effect of 

stakeholder involvement in the relationship 

between AI and e-Governance, as well as 

between e-Governance and cybersecurity. 

The research questions aim to understand the 

complex interactions between AI, e-

Governance, and cybersecurity in a smart city 

context. The study uses PLS-SEM path 

modeling to analyze these relationships and 

highlight the moderating role of stakeholders. 

By doing so, it seeks to provide valuable 

insights for smart cities and other urban 

entities to enhance their cybersecurity 

frameworks and better engage with citizens 

and other stakeholders in the digital age. 

 

II.RELATED  WORK 

1.AI and Cybersecurity : 

AI is increasingly being recognized as a 

game-changer in the world of cybersecurity. 

It has the ability to learn from large amounts 

of data, spot potential threats, and react to 

cyber-attacks almost immediately. Research 

by Zarina et al. (2020) highlights how AI can 

significantly reduce the damage caused by 

cyber-attacks, from detecting malware using 
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machine learning to building advanced 

systems that can identify and stop intrusions. 

However, AI has a downside. While it 

strengthens defense systems, cybercriminals 

can also use AI to launch faster and more 

sophisticated attacks. This means that AI 

must be used carefully in cybersecurity, 

ensuring its benefits are maximized while 

minimizing potential risks. 

2. E-Governance and Cybersecurity : 

E-Governance, which uses digital 

technologies to manage government services, 

offers many advantages, like improving 

efficiency, transparency, and citizen 

engagement. However, it also comes with the 

challenge of protecting sensitive data. With 

personal and confidential information being 

stored and processed online, these systems 

are vulnerable to cyber-attacks such as 

hacking, denial-of-service, and data breaches. 

Researchers suggest that integrating AI-based 

solutions into e-Governance systems can 

enhance their ability to protect against such 

threats. By using AI, governments can better 

secure online services and ensure that 

citizens’ data remains safe. 

3.Smart Cities and Cybersecurity: 

In smart cities, where digital services, 

infrastructure, and connected devices are 

integrated on a large scale, cybersecurity 

becomes even more crucial. Smart cities rely 

on technologies like sensor networks, smart 

grids, and the Internet of Things (IoT), all of 

which are susceptible to cyber threats. 

Research by Hussain et al. (2021) shows that 

AI can be a key player in protecting smart 

cities from these dangers. For instance, AI 

systems can detect weaknesses in city 

networks before they become problems, 

allowing authorities to act quickly. But 

there’s a challenge: as cities become more 

connected, the risk of cyber-attacks grows, 

and finding the right balance between 

innovation and security is critical. 

4.Stakeholder Involvement in E-

Governance : 

Involving various stakeholders—such as 

citizens, businesses, and government 

officials—in the development and execution 

of e-Governance strategies is essential for 

success. Recent studies highlight the 

importance of an inclusive approach to 

governance, where all key players are part of 

decision-making processes. The "inclusive 

smart city" concept focuses on building 

strong social ties and collaboration between 

the government, private sector, and the 

public. This teamwork is vital for addressing 

urban challenges, including cybersecurity. 

When stakeholders are actively involved, it 

helps create digital services that meet the 

needs of the people while also ensuring 

privacy and security. 

5. AI, E-Governance, and Stakeholder 

Involvement : 

While there’s ample research on how AI can 

enhance e-Governance, fewer studies have 

explored how AI, e-Governance, and 

stakeholder involvement are interconnected, 

especially in terms of cybersecurity. Some 

researchers suggest that involving 

stakeholders in the process can play an 

important role in how AI is adopted and used 

in government systems. Stakeholders bring 

valuable perspectives, skills, and knowledge 

that can help create better AI solutions for 

cybersecurity challenges. Their participation 

also leads to more effective policies and 

security measures that cater to the needs of all 

citizens. 

6. Mediating Role of E-Governance : 

One of the gaps in current research is 
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understanding the role of e-Governance as a 

mediator between AI and cybersecurity. E-

Governance could be the bridge that connects 

AI technologies with the wider public, 

making sure that AI is used effectively to 

enhance cybersecurity in smart cities. The 

literature suggests that when e-Governance 

systems integrate AI, they can improve cyber 

defenses by enabling real-time monitoring, 

sharing intelligence about threats, and 

responding quickly to incidents. This 

mediation is key in building a robust digital 

governance framework that not only secures 

city infrastructure but also builds trust among 

citizens, who are the ultimate users of these 

systems. 

 

III.IMPLEMENTATION 

1. Model Specification 

Define Latent Variables: Identify the key 

variables such as AI, e-Governance, 

cybersecurity, and stakeholder involvement. 

Create Indicators: Establish measurable 

indicators for each latent variable, such as 

survey questions or observations. 

Specify Relationships: Determine the direct 

and indirect relationships between the 

variables (e.g., AI → e-Governance → 
Cybersecurity). 

2. Data Collection 

Survey Distribution: Collect data from 

participants (478 respondents) using a 

structured questionnaire. 

Data Input: Input the collected data into the 

PLS-SEM software (e.g., SmartPLS). 

3. Model Estimation 

Outer Model Estimation: Calculate the 

relationship between observed data 

(indicators) and the latent variables (AI, e-

Governance, etc.). 

Inner Model Estimation: Estimate the 

relationships between latent variables 

themselves (e.g., AI → e-Governance → 
Cybersecurity). 

4. Path Modeling 

Direct and Indirect Effects: Run the path 

analysis to calculate the direct and indirect 

effects between variables. 

Moderating and Mediating Effects: Include 

stakeholder involvement as a moderating 

variable and e-Governance as a mediating 

variable. 

5. Model Evaluation 

R-Squared (R²) Values: Assess the explained 

variance for each dependent variable (e.g., 

cybersecurity). 

Path Coefficients: Analyze the strength and 

direction of relationships (e.g., AI's effect on 

cybersecurity). 

Significance Testing: Use bootstrapping to 

test the statistical significance of path 

coefficients. 

6. Interpret Results 

Analyze Findings: Examine the path 

coefficients and significance levels to draw 

conclusions about the relationships between 

AI, e-Governance, and cybersecurity. 

Model Fit: Ensure that the model fits well 

with the data and all relationships are 

statistically significant. 
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IV.ALGORITHM USED 

 

1. Overview of PLS-SEM: PLS-SEM is a 

powerful statistical technique used to analyze 

complex relationships between observed and 

latent variables. It is widely used in social 

sciences, marketing, and management studies 

to assess models with multiple dependent and 

independent variables. 

The algorithm focuses on: 

Path Analysis: It models direct, indirect, and 

total effects among variables. 

Factor Analysis: It helps in examining latent 

variables, which are not directly measurable 

but are inferred from observed indicators. 

 PLS-SEM is suitable for research that      

involves: 

• Complex relationships. 

• Small sample sizes (compared to 

covariance-based SEM). 

• Non-normally distributed data. 

2. Steps in the PLS-SEM Algorithm: 

a. Model Specification: 

Measurement Model: Defines the 

relationships between latent variables (e.g., 

AI, cybersecurity, e-Governance, stakeholder 

involvement) and their observed indicators 

(survey responses). 

Structural Model: Defines the relationships 

between the latent variables themselves, such 

as how AI influences cybersecurity, or how e-

Governance mediates this relationship. 

b. Model Estimation: 

PLS-SEM uses an iterative algorithm to 

estimate the weights and loadings of the 

indicators and the structural paths between 

latent variables. The key steps in model 

estimation include: 

Outer Model Estimation: This is where the 

relationship between the observed data 

(indicators) and the latent variables is 

established. The weight of each indicator is 

computed based on how much it explains the 

variation in the latent variable. 

Inner Model Estimation: This step 

calculates the relationships between the latent 

variables themselves (e.g., the relationship 

between AI and e-Governance, or e-

Governance and cybersecurity). 

PLS-SEM uses a consistent estimation 

approach, optimizing a least-squares 

criterion for each relationship in the model. 

c. Path Modeling: 

Once the model is specified, the PLS-SEM 

algorithm calculates the direct and indirect 

paths: 

Direct paths: These are the direct effects 

between variables, such as the effect of AI on 

cybersecurity. 

Indirect paths: These are mediated 

relationships, such as the role of e-

Governance as a mediator between AI and 

cybersecurity. 

Moderating effects: The algorithm can also 

analyze how stakeholders’ involvement 

moderates the relationship between e-
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Governance and AI, or between e-

Governance and cybersecurity. 

These paths are calculated based on 

bootstrapping techniques, which allow for 

determining the statistical significance of 

each path. 

d. Model Evaluation: 

PLS-SEM provides various evaluation 

criteria, such as: 

R-squared (R²): Measures the explained 

variance of each endogenous variable. For 

instance, R² will show how much of the 

variation in cybersecurity is explained by AI 

and e-Governance. 

Path Coefficients: These coefficients 

represent the strength and direction of 

relationships between variables. 

Significance Testing: PLS-SEM uses 

bootstrapping to assess the significance of 

the path coefficients. This method helps test 

hypotheses about the relationships (e.g., does 

e-Governance significantly mediate the 

relationship between AI and cybersecurity?). 

e. Moderation and Mediation Analysis: 

Mediation: This is evaluated by testing if e-

Governance acts as a mediator between AI 

and cybersecurity. A mediation effect is 

significant if the path from AI to 

cybersecurity is explained by e-Governance. 

Moderation: Stakeholder involvement is 

tested as a moderator to see if it changes the 

strength or direction of the relationships 

between AI and e-Governance, or between e-

Governance and cybersecurity. 

PLS-SEM Path Formula: The PLS-SEM 

algorithm calculates the path relationships 

using a recursive formula like: 

 

 
 

V.RESULTS 

 

 
Fig 1 : User Login 

 

 
Fig 2 : Trained and Tested Results 

 

 
Fig 3 : Accuracy Results 

 

 

 
Fig 4 : Predicted Garph 
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Fig 5 : View all remote users 

 

 

 

VI.CONCLUSION 

This paper investigates the relationship 

between Artificial Intelligence (AI), e-

Governance, and cybersecurity within smart 

cities, focusing on how e-Governance acts as 

a mediator and how stakeholder involvement 

influences these connections. 

The findings reveal that e-Governance plays a 

crucial role in enhancing cybersecurity by 

integrating AI technologies into government 

systems. This not only strengthens security 

measures but also helps in combating cyber 

threats more effectively. Additionally, the 

involvement of various stakeholders, such as 

citizens, businesses, and government 

officials, was found to significantly impact 

the effectiveness of AI and e-Governance 

strategies. Their participation ensures that 

these systems are more inclusive, practical, 

and well-rounded.The study underscores the 

importance of collaboration and the inclusion 

of all relevant parties to create a safer, more 

secure digital environment in smart cities. By 

engaging stakeholders, cities can develop 

more effective, adaptive, and citizen-centric 

cybersecurity solutions. 

In conclusion, this research offers valuable 

insights for policymakers and urban planners, 

demonstrating that combining AI, e-

Governance, and stakeholder involvement 

can significantly improve cybersecurity 

strategies in smart cities. Future studies can 

build on these findings to explore deeper 

insights into how these elements interact in 

various contexts, ultimately leading to better 

and more secure digital governance 

frameworks. 
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