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ABSTRACT 

Because of the recent exponential rise in attack frequency and sophistication, the proliferation of 

smart things has created significant cyber security challenges. Even though the tremendous 

changes cloud computing has brought to the business world, its centralization makes it 

challenging to use distributed services like security systems. Valuable data breaches might occur 

due to the high volume of data that moves between businesses and cloud service suppliers, both 

accidental and malicious. The malicious insider becomes a crucial threat to the organization 

since they have more access and opportunity to produce significant damage. Unlike outsiders, 

insiders possess privileged and proper access to information and resources. In this work, a 

machine learning-based system for insider threat detection and classification is proposed and 

developed a systematic approach to identify various anomalous occurrences that may point to 

anomalies and security problems associated with privilege escalation. By combining many 

models, ensemble learning enhances machine learning outcomes and enables greater prediction 

performance. Multiple studies have been presented regarding detecting irregularities and 

vulnerabilities in network systems to find security flaws or threats involving privilege escalation. 

But these studies lack the proper identification of the attacks. This study proposes and evaluates 

ensembles of Machine learning (ML) techniques in this context. This paper implements machine 

learning algorithms for the classification of insider attacks. A customized dataset from multiple 

files of the CERT dataset is used. Four machine learning algorithms, i.e., Random Forest (RF), 

Adaboost, XGBoost, and LightGBM, are applied to that dataset and analyzed results. Overall, 

LightGBM performed best. However, some other algorithms, such as RF or AdaBoost, may 

perform better on some internal attacks (Behavioral Biometrics attacks) or other internal attacks. 

Therefore, there is room for incorporating more than one machine learning algorithm to obtain a 

stronger classification in multiple internal attacks. Among the proposed algorithms, the 

LightGBM algorithm provides the highest accuracy of 97%; the other accuracy values are RF at 

86%, AdaBoost at 88%, and XGBoost at 88.27%.
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I.INTRODUCTION  

Cloud computing is a new way of thinking 

about how to facilitate and provide services 

through the Internet. The current IEEE 

Transaction On Machine 

Learning,Volume:11, Issue 

Date:08.May.2023 financial crisis, as well as 

the expanding computing demands, have 

necessitated significant changes to the current 

Cloud Model in terms of data storage, 

processing, and display [1]. Cloud computing 

prevents people from spending a lot on 

equipment maintenance and purchases by 

utilizing cloud infrastructure. Cloud storage 

providers adopt fundamental security 

measures for their systems and the data they 

handle, including encryption, access control, 

and authentication. Depending on the 

accessibility, speed, and frequency of data 

access, the cloud has an almost infinite 

capacity for storing any type of data in 

different cloud data storage structures. 

Sensitive data breaches might occur due to the 

volume of data that moves between 

businesses and cloud service providers, both 

inadvertent and malicious. The characteristics 

that make online services easy to use for 

workers and IT systems also make it harder 

for businesses to prevent unwanted access [2]. 

Authentication and open Interfaces are new 

security vulnerabilities that Cloud services 

subject enterprises face. Hackers with 

advanced skills utilize their knowledge to 

access Cloud systems Machine learning 

employs a variety of approaches and 

algorithms to address the security challenge  

and better manage data. Many datasets are 

private and cannot be released owing to 

privacy concerns, or they may be missing 

crucial statistical properties [3], [4]. The fast 

rise of the Cloud industry creates privacy and 

security risks governed by regulations. 

Employee access privileges may not 

necessarily change when they change roles or 

positions within the Cloud Company. As a 

result, old privileges are used inconveniently 

to steal and harm valuable data. Each account 

that communicates with a computer has some 

level of authority. Server databases, 

confidential files, and other services are often 

restricted to approved users. A malicious 

attacker can access a sensitive system by 

gaining control of a higher user account and 

exploiting or expanding privileges. 

Based on their objectives, attackers can move 

horizontally to obtain control of more systems 

or vertically to obtain admin and root access 

till they have complete control of the whole 

environment [1]. When a user gets the access 

permissions of another user with the same 

access level, this is known as horizontal 

privilege escalation. An attacker can use 

horizontal privilege escalation to access data 

that does not necessarily relate to him. An 

attacker may be able to uncover holes in a 

Web application that provides him entry to 

certain other people’s information in badly 

designed apps [3], [5]. Because the attacker 

has completed a horizontal elevation of 

privileges exploit, they can see, alter, and 

copy sensitive information. Figure 1 

illustrates the scenario of how the horizontal 

privilege escalation attack happened among 

the entities of the organizations. This form of 

assault usually necessitates a thorough 

knowledge of the weaknesses that impact 

specific operating systems and the usage of 

malicious programs. It’s also called privilege 

elevation assault, which entails giving a user, 

software, or other assets more rights or 
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privileged access than they already have. 

Moving from a low degree of privileged 

access to a greater level of special access is 

the key objective of the attacker [6]. To 

achieve vertical access control, the attacker 

may need to take various actions to overcome 

or override security restrictions. Vertical 

privileges controls are finer-grained versions 

of security models that implement business 

objectives like separation of roles and least 

privilege, as shown in Figure 2. An attacker, 

for example, takes control of an ordinary 

registered user on a network and tries to 

acquire administrative or root access. 

Anomaly activity on organizational systems 

or user accounts can be detected using 

behavioral analytics, which might signal 

intrusion or privilege escalation.  

 

               Attackers target data sources 

because they have the most valuable and 

sensitive information. Every cloud user’s 

privacy and security are affected if data is 

lost. Insider threats are harmful operations 

carried out by people with authorization. With 

the fast growth of networks, many companies 

and organizations have established their 

internal networks. According to recent 

estimates, 90% of businesses believe they are 

vulnerable to insider assaults [7]. Attackers 

can use privilege elevation to open up 

additional attack routes on a target system. 

Insider attackers try to get higher privileges or 

access to more sensitive systems by 

attempting privilege escalation. Insider 

attacks are difficult to identify and prevent 

because they exist beneath the enterprise-level 

security defense measures and frequently 

have privileged access to the network. 

Detecting and classifying insider threats has 

become difficult and time-consuming [8]. In 

recent studies, researchers worked on 

detecting and classifying privileged elevation 

attacks from insider personnel. They proposed 

different machine learning and deep learning 

techniques to counter these challenges. 

Techniques like SVM, Naïve Bayes, CNN, 

Linear Regression, PCA, Random Forest, and 

KNN were applied in recent studies. 

However, the demand for fast and effective 

machine learning algorithms is highly valued 

with the diversity of attack types. Therefore 

an effective and efficient strategy is required 

to detect, classify and mitigate these insider 

attacks.  

 

                    To get better security protection 

systems, we need intelligent algorithms, such 

as ML algorithms, to classify and predict 

insider attacks [17]. In addition, knowing the 

performance of ML algorithms on classifying 

insider attacks allows you to choose the most 

appropriate algorithm for each case, and the 

ones (ML algorithms) need to be improved. 

So you can provide a higher level of security 

protection. This research aims to apply 

effective and efficient ML algorithms to 

insider attack scenarios to gain better and 

faster results. ML algorithms have been 

applied and evaluated in this regard: Random 

Forest, Ada Boost, XG Boost, and Light- 

GBM. The principle behind the boosting 

strategy is to take a weak classifier and train it 

to become a very good one by raising the 

prediction of the classification algorithm. 

Random Forest, Ada Boost, and XG Boost 

worked accurately and quickly to classify 

insider threats. These are the contributions 

that this research intends to make: 
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 1) In order to generate findings that represent 

real-world situations, this work assumes a 

realistic context for ML model training. After 

this, the work emphasizes the differences 

from training under conventional ML 

conditions. 

2) Create and analyze a user-centered insider 

attack detection process, including data 

collection, pre-processing, and ML model-

based data analysis 

.3) To better understand insider attack 

situations offer a detailed result reporting 

procedure where instance and user-based 

results are presented and malicious incidents 

are evaluated.  

                 To the best of our knowledge, this 

is the first paper that deals with measuring the 

performance of the four machine learning 

algorithms (Random Forest, Ada Boost, XG 

Boost, and Light- GBM) on classifying 

insider attacks and using this (algorithm 

performance) to quickly identify appropriate 

defense tools that improve the level of 

security protection. Recent insider threat 

detection and classification studies used 

different models and ensemble techniques. 

Those studies individually implemented the 

models on different datasets and then gave the 

classification results. This paper implemented 

the four ensemble models on a single 

customized dataset to better detect and 

classify insider threats. Our study presented 

the best results of applied ensemble 

algorithms. The research structure is 

organized as follows. Section I describes the 

Introduction to Cloud and privilege escalation 

attacks. Section II is the summarization of the 

previous work related to this study. Section III 

describes the proposed methodology that 

implements the machine learning algorithms. 

Section IV is a detailed representation of the 

applied dataset, experimental setups, and the 

results evaluations. The conclusion is drawn 

in Section . 

 

II.EXISTING SYSTEM  

Le et al. [9] discussed that insider threats are 

among the most expensive and difficult-to-

detect forms of assault since insiders have 

access to a company’s networked systems and 

are familiar with its structure and security 

processes. A unique set of challenges face 

insider malware detection, such as extremely 

unbalanced data, limited ground truth, and 

behavioral drifts and shifts. Machine learning 

is used to analyze data at several levels of 

detail under realistic situations to identify 

harmful behaviors, especially malicious 

insider attacks. Random Forest beats the other 

ML methods, achieving good detection 

performance and F1-score with low false 

positive rates in most situations. The proposed 

work achieved an accuracy of 85% and a false 

positive rate of only 0.78%. Janjua et al. [10] 

discussed that preventing malicious insiders 

from acting maliciously in an organization’s 

system is a significant cybersecurity 

challenge. The paper’s main goal is to use 

several Machine Learning approaches to 

classify email from the TWOS dataset. The 

following supervised learning techniques that 

have been used on the dataset are Adaboost, 

Naïve Bayes (NB), Logistic Regression (LR), 

KNN, Linear Regression (LR), and Support 

Vector Machine (SVM). Experiments reveal 

that AdaBoost has the best classification 

accuracy for harmful and non-malicious 

emails, with a 98% accuracy rate. Although 

the model was trained on the original dataset, 
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the data is limited. The model’s results may 

be improved if the dataset is bigger. 

 

Kumar et al. [11] discussed that due to the 

large number of diverse apps operating on 

shared resources, implementing security and 

resilience on a Cloud platform is necessary 

but difficult. Inside the Cloud infrastructure. 

Based on the idea of clustering, a novel 

malware detection technique was suggested: 

trend micro locality sensitive hashing 

(TLSH). They utilized Cuckoo sandbox, 

which generates dynamic file analysis results 

by running them in a separate environment. 

Principal component analysis (PCA), random 

forest, and Chisquare feature selection 

approaches are also used to choose the 

essential features. Experimental outcomes for 

clustering and non-clustering methods are 

obtained for three proposed classifiers. 

According to the outcomes of the 

experiments, the Random Forest obtains the 

best accuracy among the other classifiers. 

Cloud security has long been a serious 

concern. Attackers target data sources because 

they want the most valuable and sensitive 

information. If data is lost, every Cloud user’s 

privacy and security is seriously threatened. 

Internal attackers get access to a system by 

compromising a susceptible user node. 

Internally linked to the cloud network, they 

conduct assaults while posing as trusted users. 

The 

use of Improvised LSTM to identify internal 

attackers in a cloud network is offered as a 

security technique. Not only does the 

proposed ILSTM identify internal attackers, 

but it also minimizes false alert rates by 

distinguishing broken and new user nodes 

from malfunctioning nodes. 

 

Le and Zincir-Heywood [2] discussed that 

insider threat actions could be taken 

intentionally or accidentally, like information 

system sabotage or irresponsible working 

with cloud resources. One of the difficulties in 

researching insider threats is that a malicious 

insider has access to the organization’s 

network systems and is familiar with its 

security processes. To assist cybersecurity 

experts in detecting harmful insider activity 

on unseen data, ANN, RF, and LR machine 

learning techniques are taught on finite 

ground truth. User-session data looks to be the 

greatest choice for data granularity since it 

enables a system with a significant malicious 

insider detection rate and quick response 

times. They used machine learning techniques 

such as RF and ANN, which performed well 

in this work. Because RF provides excellent 

precision, it can be used when manpower for 

examining alerts is restricted. Tripathy et al. 

[12] discussed that conventional web-based 

and cloud apps are vulnerable to the most 

popular online threats. One of the greatest 

threats to a SaaS application is the SQL 

injection attack. They construct and test the 

classification for SQL attack detection using 

machine learning methods. They explore the 

ability of machine learning models to identify 

SQL injection attacks, including the 

AdaBoost Classifier, Random Forest, and 

Deep Learning utilizing ANN, Tensor- Flow’s 

Linear Classifier, and Boosted Trees 

Classifier. More important than malicious 

reading activities are malicious writing 

operations. The random forest classifier 

surpasses all others on the dataset and obtains 

better accuracy. 
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Sun et al. [13] discussed that the network is 

becoming increasingly integral to businesses 

and organizations. So there is an increase in 

network security threats. Data leakage 

incidents from 15 nations and 17 industry 

groups were examined for Ponemon’s 2018 

Cost of a Data Breach Study, with 48% being 

malicious operations. While insiders’ faulty 

actions were the cause of 27% of the 

incidents. They used the tree structure 

technique to study user behavior and create 

the feature sequence in this article. To 

distinguish between the feature patterns and 

detect unusual users, the COPOD approach is 

adopted. Additionally, the detection effect 

outperforms the standard unsupervised 

learning approach. Processing vast amounts of 

complicated and diverse data using this way 

provides benefits.  

 

Kim et al. [14] discussed that the authorized 

user’s malicious acts, such as stealing 

intellectual property or sensitive information, 

fraud, and sabotage, are examples of insider 

risks. Although insider threats are far less 

common than external network assaults, they 

can still do significant harm. There are three 

widely used research methodologies for 

detecting insider threats. Making a rule-based 

detection system is the first method. The 

second technique is to create a network graph 

and monitor modifications in the graph’s 

structure to spot suspicious people or bad 

behavior. The third technique uses historical 

data to create a statistical or machine-learning 

model that can predict potentially dangerous 

activity. They utilized the ‘‘CERT Insider 

Threat Tools’’ dataset since obtaining genuine 

business system logs is extremely 

challenging. Employee computer actions logs 

are included in the CERT dataset and certain 

organizational data such as employee’s 

departments and responsibilities. They built 

insider-threat detection models to emulate real 

world companies using machine learning-

based methods. Experiments indicate that the 

suggested system can detect harmful insider 

activities relatively effectively. 

Disadvantages 

• A user performs activities after working 
hours using a removable device to access and 

steal data. 

• Before leaving the current job, the user’s 

frequency of using the thumb drive increases 

and then is used to steal important company 

data. 

• Users download some spyware software to 
get the passwords of the employees of the 

organization, and after getting the passwords, 

they try to steal the supervisor’s credentials. 

After that, they generate fake alarming emails 

to create panic in the organization. 

 

III.PROPOSED SYSTEM  

A customized dataset from multiple files of 

the CERT dataset is used in this work. 

Machine learning algorithms, Random Forest, 

AdaBoost, XGBoost, and LightGBM are 

applied to that dataset and give better results. 

the main goal is to provide an overview of the 

applied framework for the detection and 

classification of an insider attack. The 

proposed model consists of four algorithms 

that were applied to CERT dataset. The 

mathematical and technical analysis is 

predefined in the earlier 

sections, where implemented models 

contained both mathematical equations and 

technical details. The main goal of ensemble 

learning is to enhance a model’s performance. 
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Ensemble learning includes bagging, 

boosting, and stacking. Bagging and boosting 

techniques are used in our study to detect and 

classify insider threats. Data aggregation 

during the data pre-processing phase enables 

us to extract data that offers insightful 

information about how well the models work. 

 

 Data normalization is a very helpful method 

of transforming characteristics to be on a 

comparable scale  during the data preparation 

stage. The model performs better and 

maintains training stability as a result. The 

feature extraction process became essential in 

lowering the volume of redundant data in the 

data collection. In the end, the data reduction 

speeds up the learning and generalizations 

phases of the machine learning process while 

also enabling the model to be built with less 

machine effort. In order to reduce training 

mistakes, boosting is an ensemble learning 

technique that combines a number of base 

learners into strong learners. So in this 

perspective, the boosting technique is utilized, 

which lies in ensemble learning. The best 

algorithm among these four is LightGBM 

which shows the highest accuracy.  

Advantages 

1) In order to generate findings that represent 

real-world situations, this work assumes a 

realistic context for ML model training. After 

this, the work emphasizes the differences 

from training under conventional ML 

conditions. 

2) Create and analyze a user-centered insider 

attack detection process, including data 

collection, pre-processing, and ML model-

based data analysis. 

3) To better understand insider attack 

situations offer a detailed result reporting 

procedure where instance and user-based 

results are presented and malicious incidents 

are evaluated. 

 
 

IV.MODULES 

Service Provider 

In this module, the Service Provider has to 

login by using valid user name and password.  

After login successful he can do some 

operations such as Train & Test Data Sets, 

View Datasets Trained and Tested Accuracy 

in Bar Chart,  
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View Datasets Trained and Tested Accuracy 

Results,  

View Escalation Attack Detection Type, View 

Escalation Attack Detection Ratio, Download 

Predicted Data Sets, View Escalation Attack 

Detection Ratio Results, View All Remote 

Users. 

View and Authorize Users 

In this module, the admin can view the list of 

users who all registered. In this, the admin can 

view the user’s details such as, user name, 

email, address and admin authorizes the users. 

Remote User 

In this module, there are n numbers of users 

are present. User should register before doing 

any operations. Once user registers, their 

details will be stored to the database.  After 

registration successful, he has to login by 

using authorized user name and password. 

Once Login is successful user will do some 

operations like  register and login, predict  

escalation attack detection type, view your 

profile. 

V.CONCLUSION 

The malicious insider becomes a crucial threat 

to the organization  since they have more 

access and opportunity to produce significant 

damage. Unlike outsiders, insiders possess 

privileged and proper access to information 

and resources. This paper proposed machine 

learning algorithms for detecting and 

classifying an insider attack. A customized 

dataset from multiple files of the CERT 

dataset is used in this work.  Four machine 

learning algorithms were applied to that 

dataset and gave better results. These 

algorithms are Random Forest, Ada Boost, 

XG Boost, and Light GBM. Using these 

supervised machine learning algorithms, this 

paper demonstrated the effective experimental 

results having higher accuracy in the 

classification report. Among the proposed 

algorithms, the Light GBM algorithm 

provides the highest accuracy of 97%;the 

other accuracy values are RF with 86%, Ada 

Boost with 88%, and XG Boost with 88.27%. 

In the future, the proposed models may 

increase their performance by expanding the 

dataset in size and diversity in terms of its 

features and the new trends of insider 

attackers to perform the attack. This may open 

up new research trends toward detecting and 

classifying insider attacks related to many 

fields of organization. Machine learning 

models are used by businesses to make 

credible business decisions, and improved 

model results lead to better judgments. The 

cost of mistakes can be quite high, however, 

this cost is reduced by improving model 

accuracy. ML-based research enables users to 

provide massive amounts of data to computer 

algorithms, which then evaluate, recommend, 

and decide using the supplied data. 
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