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ABSTRACT— Criminal activity tends to spike during crowded events and in remote, hostile 

areas, making safety an essential consideration in any industry. Anomaly detection and 

monitoring are two of computer vision's most useful applications in problem resolution. Security 

systems that can recognise and analyse scenes and unusual events are becoming more important 

in intelligent surveillance as concerns about safety, security, and private property continue to 

rise. In this project, we create an automated method for detecting weapons by using 

convolutional neural networks (CNNs) and SSD and Faster RCNN methods. There are two 

distinct types of data used in the proposed implementation. Two types of picture datasets are 

available; one contains pre-identified photographs, while the other requires human labelling. 

There is a tabulation of the results, and both algorithms achieve high accuracy; nevertheless, 

putting them into practise in the real world requires a compromise between speed and accuracy. 

Index Terms— CCTV, AI, RCNNs that 

learn faster, SSDs, in-camera weapon 

detection, and computer vision (AI) 

 

I. INTRODUCTION 

Firearms or Object monitoring is the practise 

of keeping tabs on out-of-the-ordinary 

occurrences or items that aren't part of the 

regular routine of a dataset. These items or 

events stand out from the norm since they 

don't fit the typical mould of what's already 

there. An anomaly is a pattern that deviates 

from the typical occurrences in a set. This 

means that the existence of anomalies 

depends on the phenomena being studied [3] 

[4]. To classify instances of various item 
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types, object detection uses feature 

extraction and learning approaches or 

models [6]. The suggested functionality is 

geared at the reliable identification and 

categorization of guns. Also, accuracy is an 

issue since a faulty alert might have 

unfavourable consequences [11, 12]. The 

optimal approach requires a compromise 

between thoroughness and quickness. The 

deep learning procedure for weapon 

identification is shown in Figure 1. Video is 

used to generate the frames. The process of 

object detection begins with the generation 

of a bounding box and the implementation 

of a frames differencing method [7] [8] [14].

 

In Image 2, we can see an example of object 

detection and tracking in action. The process 

of creating, training, and feeding a dataset 

into an object identification system. 

Specifics of the gun detection application 

inform the selection of a detection approach 

(SSD or fast RCNN). The method resolves 

the identification problem with the use of 

several machine-learning models, such as 

the Region Convolutional Neural Network 

(RCNN) and the Single Shot Detection 

(SSD).

 

 

II. RELATED WORK 

SSD means "Single Shot Multi-Box 

Detector" in its abbreviated form. 

We demonstrate a technique for locating 

objects in visual data by using a single deep 

neural network. Our approach, which we 

call SSD, takes the bounding box output 

matrix and splits it up into a set of default 

boxes with different sizes and scales based 

on where the feature map is. [8] When 



 

 
Volume 12, Issue 01, Jan 2023                             ISSN 2456 – 5083                      Page 651 
 

making its prediction, the network assigns a 

score to each predefined box based on the 

likelihood that it contains the image's 

featured objects. It also causes adjustments 

to be made to the box to make it a better fit 

for the expected item. In addition, the 

network dynamically handles objects of 

variable sizes by blending predictions from 

several feature maps with differing 

resolutions. SSD is simple in comparison to 

other approaches for generating object 

proposals since it encapsulates all 

computation inside a single network and 

eliminates the need for proposal 

development and the stages that follow, such 

as resampling pixels or characteristics. 

Because of this, SSD may be put into 

practise with less difficulty than the object 

recommendations of more traditional 

methods. Thus, SSD is easy to train and may 

be quickly included into systems that need a 

detecting component. Experiments 

conducted on the PASCAL VOC, COCO, 

and ILSVRC datasets show that SSD's 

accuracy is on par with that of approaches 

that include an extra object proposal phase. 

And SSD provides a single framework for 

both training and inference, making it far 

quicker than the alternatives. On the 

VOC2007 test at 59 FPS with an Nvidia 

Titan X, SSD achieves 74.3 percent mAP for 

a (300 'times 300') input, and 76.9 percent 

mAP for a (512 'times 512') input, both of 

which are better than the similar 

improvements made in the past. A more 

rapid R-CNN model. In both cases, the 

Nvidia Titan X was the primary contributor 

to the successful outcome. SSD's accuracy is 

far better than that of other single-stage 

methods, even when the size of the input 

picture is decreased.  

In order to identify a vast number of 

objects, scientists turn to Deep Neural 

Networks. 

Recently, deep convolutional neural 

networks have surpassed all other systems 

on the ImageNet Large-Scale Visual 

Recognition Challenge (ILSVRC-2012). A 

localization victory was achieved by a 

network that made predictions about the 

positions of individual structural elements 

and the probability of class labels for each 

picture type. A model with this kind of 

simplification would need to naively 

compute how many outputs would be 

needed for each instance of an item when 

there are several such instances in a picture. 

[5] We introduce a neural network model 

that uses sparsity to identify objects by 

scoring each bounding box on its likelihood 

of containing a target. This approach does 
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not discriminate based on social group. 

When it comes to generalising across 

classes, the model takes care of the varied 

incidence counts automatically. Excellent 

identification accuracy is achieved on both 

VOC2007 and ILSVRC2012 with just a few 

number of artificial neural assessments  and 

by using only a portion of the top 

recommended places in each picture. 

Applying Neural Networks to Video 

Surveillance for Anomaly Analysis 

In all fields, safety is always a top priority 

due to the rise in crime during large 

gatherings and in remote, unfamiliar areas. 

Identifying and keeping an eye out for out-

of-the-ordinary events are two of the many 

problems that computer vision can help 

with. [11] Demand for safety, security, and 

personal property protection has risen, 

making video surveillance systems that can 

recognise and interpret the scene and 

anomaly occurrences a vital part of data 

monitoring. The purpose of anomaly 

detection is to analyse trends and spot 

deviations. A variety of conceivable 

anomalies might show up in security 

footage. Detection methods [3] in CCTV 

systems consist of a visual based on the 

attached, picture processing, and activity 

detection. When it comes to real-time 

results, video detection systems are a must 

for video surveillance. This study has a 98.5 

percent success rate in identifying 

abnormalities in still images and motion 

video. 

The Use of Artificial Intelligence in Data 

Science and Analytics: A Critical Analysis 

of AI Research and Practice 

The ultimate objective of AI is to replace 

humans in all tasks that now need human 

intellect with automated solutions. The 

greatest obstacle is creating a system that 

functions like the human brain. As part of its 

overall structure, artificial intelligence needs 

a new look at its design philosophy. [4] 

Even while data scientists often use 

computational methods, they still value 

analytical methods for tackling difficult 

issues. That way, we can analyse the data in 

more detail and spot patterns and habits. Big 

data is the biggest challenge to computer 

scientists today. The potential for research is 

expanding rapidly, but there are still 

significant roadblocks, such as a dearth of 

resources and personnel. 

III. METHODOLOGY 

We'll build a 6 layer neural network that can 

distinguish between images to demonstrate 

how to create a classification model using a 
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convolutional neural network. We envision 

an extremely compact system that can be 

operated on a central processing unit. True 

image classification expertise requires a 

recurrent neural network, but these are much 

too complex and time-consuming to train on 

a standard CPU. However, we want to 

demonstrate how to utilise TENSORFLOW 

as a foundation for constructing a brand-new 

convolutional neural network. 

In essence, Neural Networks are 

optimization problems solved by means of 

differential equations. [15] In neural 

networks, neurons serve as the underlying 

computational building block. A neuron 

takes in an input value (x) and computes an 

output value (z) by multiplying it by a 

parameter (w) and adding another parameter 

(b) until convergence is reached. In order to 

calculate the ultimate output, or "activation," 

of a neuron, this value is sent through a non-

linear function known as the activation 

function (f). There are several types of 

activation functions. Invoking a Sigmoid is a 

common practise for activating a process. A 

neuron is said to be a sigmoid neuron if its 

firing function is a sigmoid [9]. Depending 

on the stimulus they respond to, neurons get 

names like RELU and TanH. Neurons come 

in numerous forms. 

When users accumulate neural connections 

in a single row, the resulting structure is 

called a layer. Following neuron 

connections, layers would be the next 

building block of neural networks. Layered 

image is provided for your perusal.

 

It takes cooperation between several layers 

to choose the best rated one, and this process 

repeats itself indefinitely. 

 

IV. RESULT AND DISCUSSION 

Execute the task to achieve the following 

outcome
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The information given above does not point 

to the existence of a living being.

 

All of the aforementioned reports turned up 

no evidence of any questionable behaviour.

 

 

 

The above outcomes clearly indicate the 

illegal object. 

V. CONCLUSION 

To find weaponry, we run simulations of the 

SSD and Speed RCNN algorithms using our 

own produced and a pre-labeled picture 

dataset (guns). Both of these algorithms 

work well and provide good results, but to 

use them in a practical, time-sensitive 

setting, you'll have to choose between speed 

and accuracy. The SSD method is the fastest 

of the bunch, clocking in at 0.736 seconds 

per frame. Faster RCNN, on the other hand, 

maxes out at 1.606s/frame, which is almost 

twice as sluggish as SSD. The accuracy of 

the Faster RCNN algorithm is greater than 

that of its competitors (84.6%). In contrast to 

the superior speed offered by RCNN, the 

accuracy produced by SSD is just 73.8%. 

SSD's increased speed allowed for real-time 

detection, whereas Faster RCNN provided 

superior accuracy. More powerful DSP and 

FPGA packages, as well as GPUs, may be 

used for training, allowing for its 

deployment on larger datasets. 
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