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A DEEP LEARNING ENSEMBLE WITH DATA RESAMPLING
FOR CREDIT CARD FRAUD DETECTION

Dr Medidia Jayapal, Yerragudi Sai Bharath Reddy, Kothapalli Churnika Priya,
Madireddy Harsha Vardhan Reddy, Khethavath Sai Prashanth

Abstract: Credit cards are crucial in the digital
economy. Credit card fraud is rising due to their use.
ML detects credit card fraud. Credit card models are
complicated by controversy and shifting user
behavior. Our study reveals that deep learning is
strong. LSTM and GRU neural networks were base
learners while MLP was meta learner in the
combined research. SMOTE-ENN balances dataset
classes. The deep learning method was tested using
SMOTE-ENN with a sensitivity of 1.000 and a
specificity of 0.997. This outperforms other machine
learning models and methods in the literature. We
then introduce various integration methods, such as
sharding and voting, and test them on the original
data and SMOTE-ENN. The Flask system used with
SQL.ite also allows users to register, log in, and test,

increasing project efficiency and user engagement.

Index terms - Credit card, deep learning, ensemble
learning, fraud detection, machine learning, neural

network.

1. INTRODUCTION

Electronic business (e-commerce) solutions are
popular because information technology affects
financial transactions. The COVID-19 epidemic has
emphasized the digital world and boosted e-
commerce [1, 2]. Online commerce is plagued by
credit card fraud [3]. Credit card fraud has grown,
causing banks problems[4]. Credit card fraud rises
with internet buying. To maximize profits, banks

require credit card fraud detection (CCFD).

Artificial intelligence and machine learning may
boost financial institution efficiency, cost, and client
satisfaction[5]. Many machine learning approaches

detect credit cards. Malik et al. [6] examined the
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CCFD hybrid model. Make a hybrid model using
XGBoost, Random Forest, AdaBoost, and LGBM.
Our experiments suggest that the AdaBoost-LGBM
model performs well. Alfaiz and Fati [7] examined
credit card detection using machine learning and
profile resampling. This research uses Naive Bayes,
LGBM, XGBoost, Random Forest, CatBoost, and
Logistic Regression. The k-nearest neighbor

undersampling CatBoost algorithm works best.

For some reasons, machine learning based on the
CCFD model is still unreliable. First of all, for
quality products, only variable data such as currency,
country and product are taken into account. They do
not review customer orders, which could reveal
patterns of fraud [8, 9]. Second, the theft of credit
card information is suspicious because the number of
real transactions exceeds the number of fraudulent
transactions [10]. Unequal distribution occurs when
the data of classes are not equal in prediction models
[11].

Subsets form a smaller portion of the data set than
clusters. Most machine learning methods assume that
classes are evenly distributed, resulting in unequal
distributions. Incorrect information (such as credit
card information settings) can create misclassification
patterns, especially in some criminal cases. Patterns
of exposure to ethnic minorities are important for
employment inequality [12]. Deep learning (DL) and
integrated learning dominate machine learning (ML)
[13], [14], [15], [16]. They are good at anticipating
difficult situations and can assist with credit card
searches. Deep learning uses multilayer neural
networks [17]. Recurrent neural network (RNN) deep

learning models have been used to solve machine
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learning problems based on network models [18, 19,
20]. Shen et al. RNN models outperform ML models.
[21]. Simple RNN-based models commonly have the
gradient vanishing issue, which prohibits the RNN
from conveying gradient information to neighboring
sensors [22]. In sequential task classification, LSTM
and GRU-based RNNs perform well and have been
suggested to tackle the incomplete issue [8, 23, 24].

LITERATURE SURVEY

Various studies have shown the use of deep neural
networks (DNN) in credit card fraud. Different
network topologies or learning models have been
used to improve content prediction and eliminate bias
[1]. Using predictive values to measure uncertainty
can reduce model bias and help developers develop
reliable systems that do not make wrong decisions
when confidence is low. In the real world of card
fraud, DNN prediction is inaccurate because (a)
fraudsters change their strategies all the time, so
DNN finds observations that differ from the normal
distribution, and (b) experts need to examine various
changes. The new state of the DNN needs to be
maintained, which takes time [8, 23, 24]. Therefore,
this article introduces Monte Carlo loss, joint Monte
Carlo loss and joint Monte Carlo uncertainty (UQ).
These can detect card fraud on business profiles.
These predictions were measured by the uncertainty
of UQ and other performance measures. Tests show
that aggregated data can better predict errors. We also
show that the University of Queensland's scheme
improves fraud prevention by adding more

information to make predictions.
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Credit card fraud has become increasingly common
as a result of new technologies and communications,
such as wireless payments. We analyzed the latest
research on researching and forecasting the credit
card market from 2015 to 2021. After reviewing 40
relevant projects, they were classified as machine
learning (modeling, deep learning, problem solving,
etc.). and details. There is currently little research on
deep learning. This means that more research is
needed to use big data analytics, big machine
learning [13], [14], [15] and cloud computing to
improve credit cards. Our study addresses current
research questions and suggests future research
directions. Researchers and businesses can use it to
identify financial fraud processes and develop

effective solutions.

Due to the popularity of e-commerce, theft has
become one of the biggest problems. [3] Fraud harms
e-commerce website rankings and results in poor
business performance. Detecting e-commerce fraud is
very important in real life. This job is difficult
because scammers are trying to deceive you. Because
e-commerce fraud devices use known scams to detect
other vulnerabilities, they quickly become ineffective
and cannot keep up with new scams. We propose a
fraud detection system (eFraudCom) based on a
competitive graph neural network (CGNN) for a
large online shopping site "Taobao". The eFraudCom
system's Competitive Graph Neural Network
(CGNN) can directly classify user activities by
modeling the classification of malicious and
fraudulent behavior. Weak monitoring of certain
routines can help CGNNSs establish stable patterns of
behavior rather than fraud [31,32]. (3) Sharing
information can help CGNN distinguish good

wWww.ijiemr.org

behavior from fraud, making it more -efficient.
eFraudCom is a versatile experiment. The deep
CGNN scheme outperforms other models in detecting
fraud on Taobao and two public certificates. Taobao's
case study shows that CGNN was still active when

the scam was updated.

Misinformation is a major issue when developing
credit card fraud (CCF) detection software. We
evaluate novel machine learning (ML) and deep
learning (DRL) algorithms for CCF's fraud and anti-
fraud detection. Resampling the skewed CCF dataset
using SMOTE and ADASYN. [4] This data equation
was used to create the CCF detection ML tool. DRL
then creates an unbiased CCF data call. Evaluate the
performance of ML and DRL models using different
metrics. Based on the actual experiment, we use the
iterative method and DRL model to determine the
most stable ML model to find the CCF. SMOTE and
ADASYN compare CCF data before training/testing
respectively. The accuracy of the ML model reaches
99%, which is a very good figure. This ML model [4]
performed poorly when simulating the CCF dataset,
especially logistic regression, achieving an accuracy
of 1.81% and an F1 score of 3.55% when ADASYN
was applied. Our research shows that the DRL

method is only 34.8% effective.

As time went on, these crimes became increasingly
serious, causing financial institutions to lose business.
Various single and combined machine learning
algorithms have been used to identify credit cards.
These methods are limited because they do not
consider other combinations for the same data set.
According to this study [6], seven hybrid machine

learning models can detect fraud using real-world
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data. The new hybrid model consists of two parts.
First, advanced machine learning algorithms detect
credit card theft. The best algorithm from the first
part is used to create the hybrid approach. Our data
shows that Adaboost + LGBM works best. Future
credit card research should examine hybrid systems

and methods.

2. METHODOLOGY

i) Proposed Work:

This solution leverages a deep team to improve credit
card search. Stacked integration uses LSTM and
GRU neural networks as base learners. Everything is
learned from MLP. This solution changes the gap
between purchasing behavior and credit card fraud
across all categories. The system uses the difference
between minority and neighbor (SMOTE-ENN) to
distribute cells evenly. Testing showed that this
method is more sensitive and accurate than other
machine learning methods; This makes it the best
choice for instant fraud detection. Compare this to
models such as AdaBoost, Random Forest, MLP,
LSTM, and GRU [8, 23, 24]. We then use a variety
of methods such as Random Forests and MLPs
combined with individual objects, as well as
AdaBoost and Random Voters combining Random
Forests. Both the original dataset and the SMOTE-
ENN enhanced dataset were used to test this model.
The Flask model is also designed for use with
SQLite; This simplifies user registration, login, and
testing. This update allows you to try and test
different products, add usability tests and
interactions, making the project more stable.

ii) System Architecture:

wWWwWw.ijiemr.org

The process begins with collecting information about
credit card transactions, including details of legal and
criminal activity. There should be a work plan that
includes cleaning the data, removing missing codes,
modifying the data to ensure it is good. A profile
selection procedure was used to extract different
groups. This may mean using limited classes
(financial fraud) and possibly undersampling most
classes using methods such as SMOTE-ENN [27],
[28], [29], or dummy models can be created to
illustrate additional processes. Specific options are
used to find the functions or features that are most
useful in detecting fraud. This reduces the number of
dimensions and focuses on the profile features that
are most useful in exporting. ML and DL algorithms
use certain options as input. The model uses prior and
selective data to show how to distinguish truth from
deception. There are evaluation steps in the system to
check how well the learning algorithm works.
Different validation models are often used to test the
model's ability to adapt to new situations. Some of
the metrics used to determine model success include
recall, sensitivity, specificity, F1 score, ROC curve,
AUC, and accuracy. This test is done to understand
the functioning of the system and to prevent fraud
and scams. The system uses this analysis to
determine whether the new credit card is real or

possibly fake.
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Fig 1 System Architecture

iii) Dataset collection:

We use the Kaggle dataset and data support method
to solve the problem of using cards to steal data. We
also use data analytics and social analytics to better
understand the data. This process helps discover
anomalies, data patterns, and connections between
events, making data processing and design easier.
Kaggle's credit card fraud detection dataset is used to
train  machine learning [17]. Initially, the
configuration file contains different properties related
to “Value”, “Time” and change from “V1” to “V28”.
Information regarding previous studies is kept

confidential in order to protect personal information.

wow woowo o voow o wow o ow o w. vV

6712 0760705 0149750 Q24877 208677 -2010BE7 0260430 052020 (350468 O0TOO0 . 330M9 002
DB 130210 1045 Q0TS 20487 D6530RS 03150 43645 70496 DelB4 . 00%0660 040t
Q3816 11661 0%60664 047062 0569663 -D53MB 0T0625D D0BAG66 4pamt DAMBBT . 02 0405
AR A0BNTE ATTRS ASTAISS QHTGO6 D4TTED OBRMET Q34T 0303672 OB . 2007 0006
AT6TE Q8T 57804 087873 DOGTTOG 47000 0373690 28704 D0B4RD 069676 . 076736 02567

« 32 columns

Fig 2 Dataset
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iv) Data Processing:

Data processing is the process of converting
redundant data into information that businesses can
use. Generally speaking, data scientists work with
data; This means they collect data, organize it, clean
it, analyze it, analyze it, and place it into a readable
document, such as an image or text. There are three
ways to process information: manual, mechanical or
electronic. The goal is to make the experience better
and the decision easier. This helps companies run
their business better and make informed decisions
faster. This is largely done through the use of
information processing tools such as computers. It
can help transform big data and other types of big
data into useful information for decision making and

quality control.

v) Feature selection:

Custom selection is the process of selecting the most
reliable, effective and unobtrusive design elements.
As the number and type of data increases, it is
important to reduce the data size as planned. One of
the main goals of feature selection is to make the

prediction model work better and use less power.

One of the most important aspects of architecture is
feature selection, which is the process of selecting the
most important features that will feed a machine
learning algorithm. Feature selection removes
redundant or useless features and preserves only the
most important features for machine learning models.
This reduces the number of input devices. If you
choose which features are most important first
instead of letting the machine learning model do this,

the main results are as follows.
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AdaBoost, also known as Adaptive Boosting, is a
machine learning method that improves the accuracy
of classification by mixing several simple models. It
starts with a simple model, like a one-level decision
tree, and trains new models over and over again,
giving more weight to the data points that the old
models got wrong. By putting these models together,
AdaBoost makes a strong group that can make
accurate predictions. This makes it useful for your
project because it can improve credit card fraud
detection by learning from past models' mistakes and
making the whole thing run better [36].

from sklearn.ensemble import AdaBoostClassifier

# instantigte the model
ada = AdaBoostClassifier(n_estimators=10@, random_state=e)

ada.fit(X_train, y_train)

y_pred = ada.predict(X_test)

Fig 3 Adaboost

Random Forest is a type of ensemble learning that
uses more than one decision tree to make predictions.
It works by teaching a group of decision trees on
random parts of the data and then taking the average
of what they said. This ensemble method improves
accuracy, lowers overfitting, and gives stable results

for both regression and classification tasks.
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from sklearn.ensemble import RandomForestClassifier

# instantiate the model
forest = RandomForestClassifier(max_depth=2, random_state=@)

forest. fit(X_train, y_train)

y_pred = forest.predict(X_test)

Fig 4 Random forest

A false neural network called Multilayer Perceptron
(MLP) is used in this project to find credit card
scams. Multiple levels of neurons that are linked to
each other process information and learn complicated
patterns. The MLP changes its internal settings to
reduce forecast mistakes while it is being trained. The
MLP can change to different situations and find non-
linear connections in data. This makes it a useful tool

for finding fake credit card transactions.

from sklearn.neural_network import MLPClassifier

# instantiate the model
mlp = MLPClassifier(random_state=1, max_iter=38)

mlp.fit(X_train, y_train)

y_pred = mlp.predict(X_test)

Fig 5 MLP

The goal of LSTMs is to get around the problems
that regular RNNs have when dealing with sequential
data. Because they can learn and remember long
strings of information, they are good at many things,
such as natural language processing, speech
recognition, time series analysis, and more. [9] It is
possible for LSTMs to describe complex
relationships and patterns in sequential data well
because they use a system of cells, gates, and states to

store and send information over time.
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inputsl=Input((1,11))
att_in=LSTM(58,return_sequences=True,dropout=8.3,recurrent_dropout=8.2)(inputs1)
att_in_1=LSTM(58, return_sequences=True,dropout=8.3, recurrent_dropout=8.2) (att_in
att_out=attention()(att_in_1)
outputsl=Dense(1,activation="sigmoid',trainable=True)(att_out)

model1=Model (inputsl,outputsl)

Fig 6 LSTN

The Stacking Classifier is a machine learning
method that takes the best features of several base
classifiers and combines them to make a stronger and
more accurate model. Random Forest and Multilayer
Perceptron (MLP) are the two main classifiers used in
the Stacking Classifier system in the code you gave
me. This is what the Light Gradient Boosting
Machine (LGBM) algorithm says will happen. The
Stacking Classifier tries to make predictions better by
using the different powers of these classifiers. The
information from different base models can be
combined in this ensemble method, which can be
useful for dealing with large datasets and difficult

classification problems.

estimators = [('rf’', RandomForestClassifier(n_estimators=18)),('mlp', MLPClassifier(random_state=1, ma:

c1f1 = StackingClassifier{estimators=estimators, final estimator=LGBMClassifier(n_estimators=18))

cIf1.fit(X_train,y_train)

y_pred = clfl.predict(X_test)
Fig 7 Stacking classifier

A recurrent neural network (RNN) design called the
Gated Recurrent Unit (GRU) is very good at
handling sequential data. The Long Short-Term
Memory (LSTM) type is similar to this one, but this
one is made to work faster. [8] The best thing about
GRU is that it can find relationships and patterns in
sequences while using less computing power. It does
this with the help of a blocking system that controls
the flow of data, letting it keep important features and
get rid of less important ones. GRU is used a lot in

areas where it's important to work with sequential
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data, like natural language processing, time series
analysis, and speech recognition. It's often used for
machine learning jobs because it's easy to use and
works well.

inputsi=Input((1,11))

att_in=GRU(58,return_sequences=True,dropout=@.3, recurrent_dropout=8.2)(inputsl)
att_in_1=GRU(58@,return_sequences=True,dropout=8.3, recurrent_dropout=0.2) (att_in)
att_out=attention()(att_in_1)

outputsl=Dense(1,activation="'sigmoid’,trainable=True)(att_out)
modell=Model(inputsl,outputsl)

Fig 8 GRU

This project combines long-term memory (LSTM),
gated recurrent unit (GRU), and artificial neural
network (ANN) multilayer perceptron (MLP) into a
powerful integrated model. LSTM and GRU are two
types of convolutional neural networks (RNNs) that
are very good at understanding sequences and how
they are connected to each other. LSTM is especially
good at long-term connections, while GRU is good at
increasing computational speed [8, 23, 24]. Adding
MLP as a meta learner makes it easier for teams to
find complex topics in credit card data. This
combination is known for its ability to capture both
short-term and long-term relationships, making fraud

in the workplace increasingly profitable.

inputsil=Input((1,11))
att_in=LSTM(58,return_sequences=True,dropout=8.3,recurrent_dropout=8.2) (inputsl)
att_in_1=GRU(58,return_sequences=True,dropout=0.3, recurrent_dropout=0.2) (att_in)
att_out=attention()(att_in_1)

outputs = Dense(8, activation='relu’')(att_out)

outputs = Dense(6, activation='relu’)({att_out)
outputsl=Dense(1,activation='sigmoid',trainable=True)(att_out)

modell=Model (inputsl,outputsl)

Fig 9 LSTM + GRU + ANN

In machine learning, the Soft Voting Classifier
method is a part of ensemble learning. In this method,
the results from several separate algorithms are put
together to make a single forecast. It doesn't give
each classifier the same amount of weight; instead, it

looks at the chance values that each classifier gave
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for each class. The program then adds up these
estimates of the odds, giving more weight to the
models that are more sure of their results. This leads
to a final prediction that is more detailed and correct.
When looking for credit card fraud, using a Soft
Voting Classifier with different base classifiers, such
as AdaBoost and Random Forest, can make the
system work better by using the best parts of each

model.

eclf2 = VotingClassifier(estinators=[("ad', c1f1), ('rf', cIf2)], voting='soft")
eclf2.fit(x train, y train)
y pred = eclf2.predict(X test)

Fig 10 Voting classifier

3. EXPERIMENTAL RESULTS

Precision: Precision is the percentage of correctly
classified cases or samples compared to those that
were correctly classified as hits. So, here is the

method to figure out the precision:

Precizion = True positives’ (True positives + False

positives)= TP/ (TP + FFP)

True Positive

Precision = — —
True Positive+False Positive

Classification Performance

Voting Classifier

Stacking Classifier

LSTM + GRU with ANN(MLP Layer)
GRU

LSTM

MLP

Random FOrest

AdaBoost

00 02 04 06 08 10
Precision Score

Fig 11 Precision comparison graph
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Recall: In machine learning, recall is a parameter that
shows how well a model can find all the important
cases of a certain class. It indicates the model's ability
to capture a particular class of events. It is calculated
by dividing the number of correct predictions by the

total number of positive predictions.

TP
TP+ FN

Recall =

Classification Performance

Voting Classifier

Stacking Classifier

LSTM + GRU with ANN{MLP Layer)
GRU

LSTM

MLP

Random FOrest

AdaBoost

0.0 02 04 0.6 08 10
Recall Score

Fig 12 Recall comparison graph

Accuracy: Accuracy is the percentage of right
guesses in a classification job. It shows how accurate

a model's forecasts are generally.

TP+TN
TP+ FP+TN+ FN

Aceuracy =

Classification Performance

Voting Classifier

Stacking Classifier

LSTM + GRU with ANN(MLP Layer)
GAU

LST™M

MLP

Random FOrest

AdaBoost

0.0 02 04 06 08 10
Accuracy Score
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Fig 13 Accuracy graph

F1 Score: F1 score is a compromise between
accuracy and return. This is a fair measure that takes CREDIT CARD FRAUD
both positive and negative into account, so it can be e AT

used with inconsistent data.

Recall x Precision
F1 Score = 00

* *#
Recall + Precision Fig 13 Home page

Classification Performance

Vating Classifier

Stacking Classifier

LSTM + GRU with ANN(MLP Layer)
GRU

LSTM

MLP

Random FOrest

AdaBoost
Remember me
00 02 04 06 08 10
F1 Score
ML Model Accuracy Precision Recall F1-Score

0 ‘AdaBoost 0.999 0.999 0.999 0.999
1 Random Forest 0.999 0.999 0.999 0.999
2 MLP 0,999 0.999 0.999 0.999 Flg 14 LOg In page
3 LST™ 0.998 1.000 0.998 0.999
4 GRU 0.998 1.000 0.998 0.999

LSTM+ GRU with
s ) 0.998 1.000 0.998 0.999

Estension- Stacking
6 o 1.000 0.099 0.099 0.999 -

‘Extension- Voting R
7 e 1.000 1.000 1.000 1.000

Fig 11 Performance Evaluation original dataset

T Accuracy Precision Recall F1-Score 2770089277
0 AdaBoost 0.952 0.953 0952 0.952
1 Random Forest 0.931 0.938 0531 0.831
145

2 MLP 0.995 0.959 0.999 0.959
3 LSTM 0.499 1.000 0.499 0.666
4 GRU 0.495 1.000 0.499 0.666

LSIM+GRUwih | o0 | .o | oo T
5 ANN(MLP Layer) 0.495 1.000 0.499 0.666

Extension- Stacking ) 899907388
6 e 1.000 1.000 1.000 1.000 28

Extension- Voting
7 Classifier 1.000 1.000 1.000 1.000

Fig 15 User input
Fig 12 Performance Evaluation SMOTE-ENN dataset
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Fraudlent Transaction Happened based on the ML for the Given Input! -

Fig 16 Predict result for given input

4. CONCLUSION

The project successfully solves the problem of
finding credit card scams in the digital age, which is
becoming more and more important as the world's
reliance on digital transfers grows. Using different
data sampling and scaling methods, the project makes
sure that the dataset is in the best possible shape for
machine learning models. This shows how important
it is to carefully organize data in order to improve
model performance. It was shown that different
models, such as AdaBoost, Random Forest, MLP,
LSTM, GRU, and LSTM + GRU + MLP, work well
by building and testing them [8, 23, 24]. As an add-
on to the project, voting and stacked classifiers were
added. The Voting Classifier performed better than
the others, showing better accuracy. The scam
detection system became much more accurate and
reliable after ensemble methods were added. The
project had great results because it encouraged
models to work together. This shows that the field
has room for more progress. The project's dedication
to accessibility and ease of use is shown by the
addition of a user-friendly front-end interface built on
the Flask framework and user registration. This
method makes sure that the system is useful for users
by making it easy for them to enter information and

sort fake transactions [10].
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5. FUTURE SCOPE

In the future, researchers can look into making
models more diverse by mixing LSTM with different
predictors, such as random forest, logistic regression,
or SVM, to make credit card fraud detection even
more accurate [34]. Using feature importance
analysis in future research can help figure out the
most important factors in finding credit card fraud,
which can lead to the creation of better and faster
ways to find it. Researchers in the future might look
into risk factor analysis to find out what causes credit
card scams in the first place. This knowledge can
help people come up with better ways to find things.
To make the suggested deep learning ensemble
approach better, it might be worth looking into
different model designs, optimization techniques, and
hyperparameter setting methods that make the system
work better. The suggested method can be used to
find fraud in areas other than credit card fraud, like
insurance fraud or online transaction fraud. This
makes the proposed method useful for a wider range
of fraud prevention options. Also, looking into the
development and distribution options for real-time
can help find and stop scams right away in banking

activities.
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