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Abstract 

As the development in technology continues, the dependency on it has also been 

increased drastically in our day to day life. For any task, be it as simple as writing notes 

to performing sensitive financial transactions, we have started depending on internet and 

technology for everything. Due to this, there is a need to employ security measures to 

safeguard the vast amounts of data from being breached. But just as better measures are 

being employed, cyber attackers are finding out different new ways to infiltrate and 

breach the data, on top of the already existing security measures. Using artificial 

intelligence models and techniques in cybersecurity have shown to be effectively counter 

the threat of cyber-attacks. Here we have discussed regarding use of AI in the field of 

cybersecurity, various methods that can be employed, the advantages and disadvantages. 

One must have sound knowledge of the existing methodologies employed in the field of 

cyber security to better understand what kind of models must be developed and 

employed in cyber security for advancing in protection and security against cybercrimes. 
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Introduction 

Cybersecurity is the practice of securing 

and providing protection to devices such 

as computers, networks, and data, from 

being accessed and used illegally. It can 

be described as a set of methodologies 

employed to protect sensitive data 

(personal, governmental, etc.) from 

being accessed and used by cyber 

criminals. If the cyber criminals get the 

access to that sensitive data, it might lead 

to a huge loss. Hence, various 
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methodologies exist to protect the data 

and devices. 

 

For instance, Internet is something 

which is extensively used, so there is a 

lot of data transfer which is very 

sensitive and enormous. Due to this, the 

amount of cyberattacks which occur is 

very huge. There are security measures 

being implemented for it, but attackers 

are also using advanced ways of breaking 

in, making the cyberattacks very 

sophisticated and advanced. Due to this, 

the traditional methodologies 

implemented for cybersecurity are 

becoming outdated and there is a need 

for advanced methodologies. Cyber 

threats will continue to rise, even as they 

are identified and solutions are 

developed with the help of various 

technologies. 

 

This is where artificial intelligence 

comes in, which can be utilized in the 

field of cybersecurity. AI is the branch 

of computer science used for producing 

automatic security systems which are 

intelligent. The primary purpose of 

artificial intelligence here is for training 

models or a computer to think, learn, 

work, perform and behave like human 

beings. 

 

AI possesses powerful data analytic 

capability and it can be used to study 

vast amounts of electronic data with 

agility and effectiveness. AI system 

possesses the capability to predict future 

cyber attacks based on past threats, even 

if the threats change, making AI very 

unique. Due to these abilities of artificial 

intelligence, it can be considered and 

employed for cyber security. 

 

AI has many branches like Neural 

network, ML, Data Mining, Deep 

learning, expert systems, etc. Each of 

them is used in cyber security and also 

has a specific application in 

cybersecurity. 

 

Literature Survey 

As the cyber-attacks have become more 

sophisticated, Artificial Intelligence has 

become a crucial technology in the field 

of cyber security. Sherally et al., (2020) 

has described that artificial Intelligence 

system has the potential to foresee 

cyber-attacks in the future based on 

past occurrences, even if the threats 

change, as AI model could be used to 

train models or computers to think, 

learn, work, perform and behave just as 

human beings. The AI methodologies 
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propose a range of intelligent 

behaviour, from how machines can 

think to acting humanly. 

 

Cyberattacks not only disrupts data and 

computer, but also create a threat upon 

human well-being. Due to this, there is 

an increase in need to employ better 

methodologies against cyberattacks. 

Using Artificial Intelligence has given 

a better way of overcoming such 

attacks by training and predicting 

cyberattacks before they can occur, so 

better precautions can be taken so that 

attack does not happen and no  negative 

impact can be encountered. 

 

An extensive review of cyber threats 

and elucidations  has been provided by 

Sherally et al., (2020); particularly it 

has been expressed how cyber attacks 

can be launched  on different network 

stacks and applications, along with 

their impact [1]. 

 

Ishaq Azhar et al., (2020) has described 

that AI has swiftly become a must have 

instrument for improving the 

effectiveness of information security 

teams. Human beings are no longer 

adept of sufficiently securing an 

enterprise-level attack surface, and AI 

provides the much needed analysis and 

threat detection that can be employed 

by security professionals to reduce the 

chance of a breach and betterment of 

the security structure for the 

organization. 

 

As further technology is integrated into 

our daily lives, the effect of AI on our 

lives will persist to increase. Even 

though there are drawbacks of using 

Artificial Intelligence in cybersecurity 

such as to develop a sustainable 

artificial intelligence system 

organizations would need a lot of 

resources and finances, the advantages 

of using AI is a lot more than the 

disadvantages, and the need for a 

newer methodology along with the 

advantages of using AI has made use 

of AI in the field of cybersecurity a 

better approach. 

 

Muhammad Shoaib et al., (2021) has 

elaborated that the use of traditional 

security methodologies have become 

outdated, as newer and more potent 

cyberattacks have been seen to come 

into play, the need to use an effective 

and efficient methodology such as 

Artificial intelligence has come into use 
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for cybersecurity. Artificial 

Intelligence has various branches such 

as deep learning and Machine 

learning, two latterly developed fields 

of Artificial Intelligence have proved 

much efficient in fighting cyber 

attacks. Some of the techniques of AI 

models used in cybersecurity are 

neural networks, deep learning, expert 

systems, machine learning, and data 

mining. Each technique has various 

distinguishable applications in 

cybersecurity. Some of such 

applications are Denial-of-service 

(DoS) detection, network intrusion 

detection, Inference engine, etc. 

 

As previously mentioned, use of 

artificial intelligence has both 

advantages and disadvantages, but as 

we are in need of  a better cyber 

security, we have decided to consider 

AI to be integrated with cybersecurity. 

 

Ayodeji et al., (2020) has described 

the security and privacy for AI and 

various disputes which are faced. 

Increase in use of Artificial 

intelligence has helped in various 

ways, be it employing for solving 

problems or challenges. But one 

aspect we must keep in mind is a 

better way of securing the artificial 

intelligence model. The main security 

properties are confidentiality, 

integrity, availability and privacy. An 

attacker tries to attack these 

properties, treating them as goals. For 

instance, to attack confidentiality, the 

attacker tries to get insights about the 

working of the model or the dataset 

and using this information, tries to 

carry out more advanced attacks. The 

Artificial intelligence system must 

have less to none vulnerabilities so 

that there will be a decreased chances 

of a successful attack. 

 

Feng Tao et al., (2021) has briefed that 

as cybercrimes are evolving, it has 

become complex, and hence 

cybersecurity approaches need to 

become more intelligent. With that the 

defence mechanisms must be able to 

take decisions that can be employed 

effectively on various attacks. For this 

to be achieved, one must extensively 

know the cyber security methods in 

use. Only then artificial intelligence 

can be used to counter cyberattacks 

and cybercrimes. One must use 

efficient and accurate data to train the 

models so that the occurrence of 
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incorrect results will be reduced (Feng 

Tao et al., 2021). 

 

Atiku et al., 2020 has specified that 

with efficient and swift technology 

being employed to operate artificial 

intelligence system, they are also 

doubtlessly to enhance the security 

and businesses of customers in cyber 

space. This was seen to be proven by 

increasing the deployment of artificial 

intelligence engines then the 

conventional engines in cyber 

security. 

 

Methodologies 

There is an increase in cyber threats as 

the technology has advanced and the 

usage of internet has increased. It is 

also predicted this threat will increase a 

lot in the future. The only available 

alternative for now is employing 

artificial intelligence models in the 

aspect of cyber security. 

Now the question arises of how to 

apply these artificial intelligence 

models in cyber security. There are 

various advantageous ways these AI 

models can be employed which has 

various benefits. Some of such benefits 

are: 

1. Traditionally the technology was 

focussed and dependent on the past 

data on only recognisable cyber-

attacks. If a new cyberattack is 

encountered the traditional systems 

won’t be able to detect it. Artificial 

Intelligence can determine new and 

complex alterations in attacks. In the 

future, AI systems will become 

sensitive to detect new patterns. The 

study and tailoring for Artificial 

Intelligence system is loftier and can 

detect faster and more accurate 

operations. This ability of AI 

systems is more important when 

cyber attacks are becoming more 

sophisticated and cyber criminals 

are coming up with advanced 

procedures (Muhammad Shoaib et al., 

2021). 

2. Using Artificial Intelligence, we can 

handle large amounts of security data 

(Truong et al., 2020). It is because 

Artificial Intelligence includes a self-

sufficient system that can determine 

attacks and counter accordingly. The 

number of data leaks occurring every 

day is huge, hence handling it 

manually id very difficult, so this 

feature of AI to detect and respond to 

attacks has reduced a lot of workload 

(Muhammad Shoaib et al., 2021). 

Using AI, vast amounts of data can 
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be easily narrowed down in a matter 

of milli seconds, as an outcome of 

which the business can easily detect 

and also recuperate from threat 

quickly (Bhutada et al., 2020). 

3. Application behaviour and regular 

network traffic is studied by Artificial 

Intelligence security systems over 

time. In this way determining the 

threats over a period of time, 

Artificial Intelligence makes a 

standard of what are the normal 

patterns (Muhammad Shoaib et  al., 

2021). So if any deviation is found 

from the standard pattern, Artificial 

Intelligence security system will 

locate it. 

 

AI methods in cyber security: 

Neural Networks, deep learning, Expert 

Systems, ML, and Data Mining are a 

couple of the Artificial Intelligence 

models that can be employed to 

productively handle cyber attacks and 

threats (Muhammad Shoaib et al., 

2021). 

1. Artificial Neural Network (ANN) 

Artificial Neural Network or ANN 

mimics neurons in the form of a 

mathematical equation where the model 

reads extensive samples to generate a 

target value. 

ANN’s are highly adept to know, learn 

and resolve the problems in different 

areas. It’s also adept to solve noisy and 

incomplete data samples. ANN’s have 

the capacity to learn from previous 

network activities to terminate threats 

that could occur in the future. Using 

formerly transferred data over the 

network, ANN’s can find out normal 

and abnormal network patterns (Atiku et 

al., 2020). 

Deep Neural Networks (DNN), which is 

an advanced form of ANN, not only safe 

guards the security system from cyber 

attacks, but also predicts such attacks 

can or will occur in the future (Hinton et 

al., 2006). 

 

2. Expert System 

In Artificial Intelligence, expert system 

is an implementation that helps a person 

to decide. Expert system modelling has 

various applications in medical 

diagnosis, finances, and cyber space. 

There are 2 kinds of approaches here, 

case based and rule based (Muhammad 

Shoaib et al., 2021). 

 

Case based approach is where for every 

problem, based on previously occurred 

similar cases and solutions a new 

solution is determined. 
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In rule based approach, based on the 

condition evaluation to analyze the 

problem, the action to be taken is 

determined. 

Intelligent Agents 

Intelligent agents (IAs) are self-

controlled systems with internal 

decision making methodology and a 

specific objective. It assesses threats 

through sensors and monitors the 

domain through actuators. 

Intelligent agents are adaptive, that is 

they can learn from their environment 

and respond accordingly. 

 

Machine Learning 

Machine learning or ML is a branch of 

AI that handles regarding teaching 

machines to learn new things and make 

various decisions based on data with the 

help of various mathematical 

algorithms. There is a concept called 

Deep learning where one can train a 

system to simulate human behaviour. 

Both Machine Learning and Deep 

learning have seen to be effective in the 

field of cyber security (Muhammad 

Shoaib et al., 2021). 

  

Search 

It is a day to day problem solving 

methodology applied subconsciously by 

everyone. When putting in the search 

strategy, basic knowledge about it is 

needed prior a general search algorithm 

is performed. Some or the other form of 

search algorithm is built into 

approximately every intelligent program, 

and it’s effectiveness hugely impacts the 

performance of the entire program. A 

wide range of search methods have been 

developed which takes into account the 

specific information related to issues of 

inquiry (Atiku et al., 2020). 

 

Bio inspired computation methods 

Bio-inspired computing is a branch of AI 

which is being predominantly studied 

since the latest times. It consists of smart 

algorithms and techniques that mimic 

the bio-inspired behaviours and 

attributes to define a broad spectrum of 

sophisticated academic, as well as real 

environment problems (Atiku et al., 

2020). 

Techniques like Ant Colony 

Optimization (ACO), Evolution 

Strategies (ES), Artificial Immune 

System (AIS), Particle Swamp 

Optimization (PSO), and Genetic 

Algorithms (GA) are biologically 

inspired techniques commonly employed 

in the field of cyber security (Atiku et 

al., 2020). 
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The applications of bio-inspired 

techniques in the field of classifying of 

computer malwares have gained 

increasing acceptancy among scientists. 

These techniques were primarily 

employed to optimise features and 

parameters for the classifiers. 

 

Conclusion 

Although there are various benefits of 

employing AI methodologies in the field 

of cybersecurity, there are also various 

drawbacks for it. For instance, training a 

model would require a lot of precision 

and resources to work correctly. 

Acquiring a dataset which can be 

employed will be very huge and hard to 

acquire. It also demands a lot of time 

and financial resources. 

The kind of data and from where it is 

acquired also matters. Data must be 

accurate else there will be a scope for 

false positives, which is not ideal. 

Another drawback is if Artificial 

intelligence is itself being used by cyber 

attackers in sophisticated cyber assaults. 

Though this can be encountered, looking 

at the benefits AI is providing in the 

field of cyber security, AI being used for 

cyber-attacks can be overlooked. 

 

Here in the paper, we have briefed 

regarding the idea of using AI in field 

of cybersecurity, the benefits, 

advantages, drawbacks, basic models of 

AI that can be employed in 

cybersecurity. AI is the best counter 

measuring and combating various 

cyber-attacks. Despite the drawbacks of 

AI in cybersecurity there is still a lot of 

scope for it in the field of cybersecurity. 
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