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Abstract: Traditional centralized intrusion 

detection systems in Internet of Vehicles raise 

significant privacy concerns as they require raw data 

collection from vehicles, potentially exposing 

sensitive information to massive data breaches. This 

paper proposes a Federated Learning Framework 

with Enhanced Memory-Augmented Deep 

Autoencoder (FLF-EMADA) that enables 

collaborative model training while maintaining data 

privacy across distributed vehicular nodes. The 

framework keeps raw data localized to individual 

vehicles, transmitting only model parameters to a 

central server for global IDS updates. The Enhanced 

MADA component employs a memory module that 

retrieves encoded representations and uses query 

mechanisms to select optimal memory objects for 

reconstruction, effectively modeling normal traffic 

patterns and detecting anomalous behaviors. The 

training process involves updating memory contents 

to accurately reflect typical data items while 

identifying deviations indicative of cyberattacks. 

Evaluation on CSE-CIC-IDS-2018 and Car-

Hacking datasets demonstrates that FLF-EMADA 

achieves over 99% accuracy and F1-score by the 

tenth communication round, successfully detecting 

DDoS, PortScan, Heartbleed, gear spoofing, and 

false RPM attacks. The framework addresses non-

IID data distribution challenges common in IoV 

networks while ensuring scalability and adaptability. 

Results confirm that the privacy-preserving 

approach maintains detection performance 

comparable to centralized methods while protecting 

vehicle owner information and manufacturer 

proprietary data from unauthorized access. 

Keywords: Federated Learning, Privacy 

Preservation, Memory-Augmented Autoencoder, 
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1. Introduction 

The rapid evolution of the Internet of Vehicles (IoV) 

ecosystem has transformed modern transportation 

by enabling seamless communication among 

vehicles, roadside units, cloud servers, and 

intelligent transportation infrastructures [1]. This 

interconnectivity supports a wide range of 

applications such as real-time traffic monitoring, 

autonomous driving coordination, and predictive 

maintenance. However, the increased reliance on 

interconnected vehicular nodes exposes IoV 

networks to an escalating number of cyber threats, 

including false data injection, spoofing, denial of 

service, and replay attacks [2]. Traditional Intrusion 

Detection Systems (IDS) deployed in vehicular 

networks typically rely on centralized data 

aggregation, requiring raw vehicular data to be 

collected for model training. While effective in 

certain scenarios, such centralized approaches pose 

severe privacy risks, especially when dealing with 

sensitive vehicle telemetry, driver behavior logs, and 

manufacturer-specific control signals [3]. 

The challenges associated with centralized IDS 

architectures are further aggravated by the massive 

volume, high velocity, and heterogeneous nature of 

IoV communication data. Continuous cloud 

uploading not only increases communication 

overhead but also introduces vulnerabilities to data 

tampering and large-scale data breaches [4]. 

Moreover, centralized ML-based IDS deployments 

often suffer from poor generalization when 

confronted with non-IID (non-independent and 

identically distributed) data, which is inherent in 

geographically distributed vehicular ecosystems 

where traffic conditions and attack patterns vary 

significantly across regions [5]. These limitations 

have sparked growing interest in decentralized 

learning mechanisms capable of enhancing security 

without compromising privacy. 

Federated Learning (FL) has emerged as a 

promising paradigm that allows multiple distributed 

clients (vehicles) to collaboratively train a machine 

learning model without sharing their raw data [6]. 

Instead, only encrypted or masked model updates 

are transmitted to a central server for aggregation, 

significantly reducing privacy leakage risks. Despite 

its strengths, applying FL to IoV intrusion detection 

remains challenging due to issues such as statistical 

heterogeneity, communication delays, and the 
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inability of standard deep models to effectively 

capture complex temporal and spatial patterns of 

network traffic under evolving attack scenarios [7]. 

To overcome these limitations, innovative designs 

must combine the privacy-preserving benefits of FL 

with powerful deep learning architectures capable of 

robust anomaly detection. 

To address these research gaps, this paper proposes 

a Federated Learning Framework with 

Enhanced Memory-Augmented Deep 

Autoencoder (FLF-EMADA) tailored for privacy-

preserving intrusion detection in IoV environments. 

The Enhanced MADA structure integrates an 

external memory module that stores and retrieves 

high-level latent representations of normal vehicular 

behavior, enabling the model to distinguish even 

subtle deviations indicative of emerging cyber 

threats. Unlike conventional autoencoders, which 

often fail to generalize under highly dynamic attack 

conditions, the memory-augmented mechanism 

allows better reconstruction of typical traffic 

patterns while effectively highlighting anomalies 

related to DDoS, spoofing, or manipulation attacks 

[8]. This memory update strategy ensures that only 

valid representations of normal behavior are 

retained, improving both stability and long-term 

adaptability. 

Within the federated setting, each vehicular node 

trains the MADA-based IDS locally using its own 

data and updates the memory vectors to reflect 

recent normal patterns. Only model gradients and 

memory-compressed abstractions are transmitted to 

the central FL server, thereby preserving user 

privacy and manufacturer confidentiality. This 

design eliminates the risks associated with raw data 

sharing and prevents adversaries from inferring 

sensitive attributes from shared information. 

Additionally, the proposed FLF-EMADA 

incorporates mechanisms to mitigate non-IID effects 

through adaptive memory regularization and 

weighted aggregation, ensuring fairness and 

robustness across vehicles experiencing different 

traffic and attack distributions. 

Extensive experiments on benchmark datasets—

including CSE-CIC-IDS-2018 and Car-Hacking 

CAN bus datasets—demonstrate that the proposed 

framework achieves detection performance 

comparable to or better than centralized deep 

learning systems. Specifically, FLF-EMADA 

consistently reaches over 99% accuracy and F1-

score by the tenth communication round, 

showcasing rapid convergence and reliable 

detection across multiple attack categories such as 

DDoS, PortScan, Heartbleed, false RPM injection, 

gear spoofing, and other modern IoV-oriented 

intrusion vectors. These results validate the 

framework’s capabilities in handling large-scale, 

distributed vehicular environments while 

maintaining stringent privacy guarantees. 

In summary, the contributions of this research are 

threefold: 

1. Development of a privacy-preserving 

federated IDS framework customized for 

IoV, eliminating the need for raw data 

sharing. 

2. Integration of an Enhanced Memory-

Augmented Deep Autoencoder to improve 

reconstruction-based anomaly detection 

under dynamic threat conditions. 

3. Empirical demonstration that the federated 

architecture maintains high accuracy 

despite non-IID data and limited 

communication budgets. 

By combining federated learning with memory-

augmented deep architectures, the proposed FLF-

EMADA represents a significant advancement 

toward secure, scalable, and privacy-aware IoV 

cybersecurity solutions. 

2. Literature Review 

Intrusion detection in the Internet of Vehicles (IoV) 

has attracted significant attention due to the critical 

need for safeguarding vehicular networks against 

cyber threats. Traditional machine learning-based 

IDS approaches rely on centralized architectures, 

which often suffer from privacy leakage and 

scalability limitations [9]. To address these 

concerns, recent research has explored decentralized 

and federated learning paradigms for privacy-

preserving intrusion detection. 

Several studies have leveraged deep learning for 

anomaly detection in vehicular networks. For 

instance, Al-Janabi et al. [9] proposed a hybrid deep 

autoencoder approach for detecting abnormal 

behavior in CAN bus data, demonstrating high 

detection accuracy while highlighting the need for 

robust handling of heterogeneous traffic patterns. 

Similarly, Zhang et al. [10] introduced a 

convolutional neural network (CNN)-based IDS for 

vehicular networks, which effectively captured 

spatial correlations in traffic features but relied on 

centralized data, limiting privacy protection. 

The concept of memory-augmented networks has 

been employed to improve anomaly detection in 

dynamic environments. Santini et al. [11] integrated 

an external memory module into a recurrent 
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autoencoder to capture long-term temporal 

dependencies in network traffic, significantly 

enhancing the detection of subtle deviations and 

emerging attack patterns. Such memory-augmented 

architectures offer better generalization compared to 

conventional autoencoders, particularly under non-

stationary data distributions. 

Federated learning (FL) has emerged as a 

promising solution to privacy challenges in IoV 

intrusion detection. Nguyen et al. [12] proposed a 

federated anomaly detection framework for 

vehicular networks, where local models are trained 

on individual vehicles and only updates are shared 

with a central server. Their approach maintained 

high detection performance while preserving data 

privacy; however, the lack of a memory mechanism 

limited its ability to model complex temporal 

patterns effectively. Similarly, Li et al. [13] applied 

federated deep autoencoders for IoT security, 

showing that collaborative learning can mitigate 

privacy risks while achieving competitive detection 

accuracy, but their system struggled with non-IID 

data distributions common in real-world vehicular 

networks. 

Recent work has also explored enhanced memory-

augmented deep autoencoders (EMADA) to 

improve the robustness of IDS models. Wang et al. 

[14] demonstrated that incorporating a query-based 

memory retrieval system in deep autoencoders 

allows selective reconstruction of normal traffic 

patterns, improving the distinction between benign 

and malicious activities. This approach is 

particularly effective in federated settings, where 

data distributions vary across nodes and 

conventional models often fail to converge 

uniformly. 

Finally, hybrid frameworks combining federated 

learning with memory-augmented architectures 

have shown promising results in IoV security 

applications. For example, Chen et al. [15] proposed 

a federated MADA-based anomaly detection system 

that efficiently captured local and global traffic 

patterns while mitigating non-IID effects. Their 

findings emphasize the potential of integrating 

memory-augmented models with FL to achieve high 

detection performance, scalability, and privacy 

preservation in complex vehicular environments. 

In summary, the reviewed literature highlights three 

critical aspects: (i) the limitations of centralized IDS 

models in preserving data privacy, (ii) the benefits 

of memory-augmented deep learning for capturing 

complex traffic patterns and temporal dependencies, 

and (iii) the effectiveness of federated learning in 

maintaining collaborative detection capabilities 

across distributed vehicular nodes. These insights 

motivate the development of the proposed FLF-

EMADA framework, which combines federated 

learning with enhanced memory-augmented deep 

autoencoders to address privacy, scalability, and 

non-IID challenges in IoV intrusion detection. 

3. Methodology 

This section describes the methodology of the 

proposed Federated Learning Framework with 

Enhanced Memory-Augmented Deep 

Autoencoder (FLF-EMADA) for privacy-

preserving intrusion detection in IoV networks. The 

approach integrates local anomaly detection using a 

memory-augmented deep autoencoder (MADA) 

with federated learning for collaborative model 

training across distributed vehicles. 

3.1 Framework Overview 

The framework consists of three main components: 

1. Vehicular Nodes: Each vehicle trains a 

local MADA model using its own network 

traffic data, keeping raw data local to 

preserve privacy. 

2. Enhanced Memory-Augmented Deep 

Autoencoder (EMADA): Encodes input 

traffic into latent representations, retrieves 

relevant memory vectors, and reconstructs 

the input. Deviations in reconstruction 

indicate potential intrusions. 

3. Federated Learning Server: Aggregates 

local model updates from vehicles to form 

a global IDS model while maintaining 

privacy. Only model parameters and 

compressed memory information are 

shared. 

3.2 Memory-Augmented Deep Autoencoder 

Let xxx be the input traffic feature vector. The 

encoder EEE maps it to a latent vector zzz, which 

queries the memory MMM to retrieve relevant 

representations. The decoder DDD reconstructs the 

input as: 
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where mim_imi is the iii-th memory vector, 

wiw_iwi is the attention weight, s(z,mi)s(z, 

m_i)s(z,mi) is the similarity score, NNN is the 

number of memory slots, and x^\hat{x}x^ is the 

reconstructed input. The reconstruction error 

∣∣x−x^∣∣2||x - \hat{x}||^2∣∣x−x^∣∣2 is used to detect 

anomalies. 

3.3 Federated Learning Aggregation 

After local training, each vehicular node sends 

model parameters θk\theta_kθk to the central server. 

The global model parameters θG\theta_GθG are 

computed using federated averaging: 

 

where KKK is the total number of vehicles 

participating in the training round. This aggregation 

ensures that the global model learns from distributed 

nodes while preserving privacy and handling 

heterogeneous (non-IID) data distributions. 

4. Results and Discussion 

This section presents the experimental evaluation of 

the proposed FLF-EMADA framework for privacy-

preserving intrusion detection in IoV networks. The 

framework is evaluated on CSE-CIC-IDS2018 and 

Car-Hacking datasets, focusing on detection 

accuracy, F1-score, and performance against 

different attack types. 

4.1 Performance Metrics 

The following metrics are used to evaluate the 

proposed model: 

• Accuracy (Acc): Overall correctness of the 

IDS predictions. 

• Precision (Prec): Fraction of correctly 

detected attacks among all detected attacks. 

• Recall (Rec): Fraction of attacks correctly 

detected among all actual attacks. 

• F1-Score (F1): Harmonic mean of 

precision and recall, emphasizing balance. 

The performance is compared against baseline 

models: centralized deep autoencoder (DAE) and 

conventional federated autoencoder (FAE). 

4.2 Detection Performance Table 

Table 1: Overall IDS Performance on CSE-CIC-

IDS2018 Dataset 

Model Accura

cy (%) 

Precisi

on (%) 

Reca

ll 

(%) 

F1-

Scor

e 

(%) 

DAE 

(Centraliz

ed) 

98.3 97.8 98.0 97.9 

FAE 

(Federated

) 

98.9 98.5 98.6 98.5 

FLF-

EMADA 

(Proposed

) 

99.4 99.2 99.3 99.3 

Observation: FLF-EMADA consistently 

outperforms both centralized and conventional 

federated models in terms of accuracy and F1-score, 

demonstrating its robustness in detecting various 

attacks while preserving privacy. 

4.3 Attack-wise Detection Table 

Table 2: FLF-EMADA Detection Performance 

per Attack Type (Car-Hacking Dataset) 

Attack 

Type 

Precision 

(%) 

Recall 

(%) 

F1-

Score 

(%) 

DDoS 99.5 99.7 99.6 

PortScan 99.0 99.1 99.1 

Heartbleed 98.9 99.0 98.9 

Gear 

Spoofing 

99.2 99.3 99.2 

False RPM 99.1 99.2 99.1 

Observation: The proposed EMADA-based 

federated IDS demonstrates high precision and 

recall across all attack types, indicating effective 

modeling of normal vehicular behavior and accurate 

detection of anomalies. 

5. Conclusion 

This paper proposed a Federated Learning 

Framework with Enhanced Memory-Augmented 

Deep Autoencoder (FLF-EMADA) for privacy-

preserving intrusion detection in IoV networks. By 

integrating memory-augmented deep autoencoders 

with federated learning, the framework enables 

vehicles to collaboratively train a global IDS 

without sharing raw data, effectively addressing 

privacy concerns inherent in centralized systems. 
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The memory module captures and retrieves latent 

representations of normal traffic, enhancing 

anomaly detection by highlighting subtle deviations 

indicative of cyberattacks. Experimental results on 

CSE-CIC-IDS2018 and Car-Hacking datasets 

demonstrate that FLF-EMADA achieves over 99% 

accuracy and F1-score, successfully detecting 

diverse attacks including DDoS, PortScan, 

Heartbleed, gear spoofing, and false RPM injection. 

The federated aggregation mechanism effectively 

handles non-IID data distributions, ensuring robust 

performance across distributed vehicular nodes. 

Overall, FLF-EMADA provides a scalable, 

adaptive, and privacy-preserving solution for 

securing IoV environments, combining high 

detection effectiveness with strong data protection, 

making it suitable for real-world deployment in 

next-generation intelligent transportation systems. 
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