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Abstract—This project focuses on developing a design model for an alarm system based on fingerprint laser security. 
Installation and accessibility of fingerprint laser security alarms are challenging, limited only to the ultra-wealthy. The 
objective of this undertaking is to create a security system utilizing lasers, a fingerprint sensor, and an LDR (Light 
Dependent Resistor). Why Opt for Lasers? Laser beams possess the remarkable capability to travel considerable 
distances without dispersing, making them suitable for integration into security systems. In this analysis, we examine 
the light source using the LDR sensor. Our project additionally employs a fingerprint scanner to grant access to 
registered users. By utilizing these components, we design a security system incorporating fingerprint recognition and 
laser technology. A laser diode emits a continuous laser beam that consistently impinges upon the LDR sensor. When 
an unauthorized individual crosses its path, the laser is obstructed from reaching the LDR, causing the sensor to 
produce a low value. The controller detects this value, activating the buzzer and transmitting an alert to the user. Upon 
successful authentication of an authorized person's fingerprint, the laser deactivates, and the lock opens temporarily for 
a few seconds to allow for resumed operation. 
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I. INTRODUCTION  

The requirement for security is an innate necessity for 
every individual. Ensuring our safety and the tranquility 
of our surroundings is vital for living in harmony. 
However, in this era of uncertainty, when crime, 
terrorism, and threats reach their peak, attaining peace of 
mind becomes challenging. This is precisely where laser 
security systems come into play, providing an 
increasingly sought-after solution that helps people 
safeguard themselves. This is why you are considering its 
installation. Various electronic security systems can be 
employed in homes and other critical workplaces to 
fulfill security objectives. 

A fingerprint laser security alarm serves as a valuable 
device for ensuring security. It possesses a broad range of 
applications in the realms of security and defense, 
encompassing both everyday household items and highly 
valuable organizational assets. In the past, it used to be an 
expensive resolution for security needs. However, the 
declining costs and rapid technological advancements 
have rendered this type of security system increasingly 
affordable. 

Laser technology differs from conventional light 
sources in significant ways, holding two key properties 
relevant to any security system. Unlike light bulbs and 
flashlights, laser light forms a narrow beam instead of 
dispersing. Moreover, laser light is predominantly 
monochromatic. Due to its limited spread, laser light can 
be transmitted over long distances while retaining 
sufficient energy within a small area to trigger detectors 
in security systems. Additionally, its single wavelength 
nature allows the use of rejection filters on the detectors, 
permitting the passage of laser light while preventing 
background light from entering the detector. 

Laser light follows a straight trajectory. For instance, 
to protect the front yard, positioning the laser in one 
corner and the detector in the opposite corner would 

suffice. Nonetheless, such a configuration is often 
impractical. Typically, a laser security system is 
implemented to secure the perimeter of a room or at least 
an extension of it. To achieve this, the system begins by 
directing a laser beam towards a small mirror. The first 
mirror is angled to redirect the beam to a second, smaller 
mirror, and this pattern continues until the final mirror 
guides the beam towards the detector. Any interruption of 
the beam between the laser and detector triggers a 
warning signal from the electronic components. 

Fingerprint recognition stands as one of the most 
secure systems due to the uniqueness of each individual's 
fingerprint. Unauthorized access can be restricted by 
designing a lock that stores the fingerprints of one or 
more authorized users, granting access only upon finding 
a match. The authentication of biometric data has 
demonstrated its excellence, as the grooves on our 
fingertips form a distinct and consistent pattern. This 
distinctiveness makes fingerprints an unparalleled 
identifier for each person. The popularity and reliability 
of fingerprint scanners can be easily observed through 
their integration into modern portable devices like mobile 
phones and laptops. 

II. PROBLEM STATEMENT 

Now, with crime rates on the rise, security can be 
considered one of the most important things. There are 
many different types of security systems that most people 
use today. Closed-circuit television (CCTV), alarms, etc., 
are visible to the naked eye and warn intruders to 
circumvent or disable these security systems.  

III. EXISTING SYSTEM 

This study conducted an analysis of the current 
locking systems employed in homes and offices. While 
initially useful, these methods have been discovered to 
become outdated over time, posing significant security 
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risks. Additionally, it has been confirmed that these 
systems are highly costly. Below, we will explore the 
advantages and disadvantages of the existing systems. 

A. Deadbolt system 
This system followed a security protocol of "one key 

for one lock." While satisfactory initially, it was proven 
incorrect when it was found that one lock could easily be 
opened by multiple keys. Consequently, this system is 
now considered vulnerable and obsolete. 

B. Password authentication 
In this system, passwords of authorized users are 

stored for verification purposes, ensuring a substantial 
level of security. The power consumption was efficient, 
and the usage is user-friendly. Anyhow, unauthorized 
users can easily acquire passwords through various 
means such as hacking or guessing. 

C. RFID reader authentication 
Radio Frequency Identification (RFID) is a cost-

effective technology that facilitates wireless data 
transmission. With RFID, wireless automatic 
identification becomes possible, whereby an object, 
place, or person is marked with a unique identification 
code stored in an RFID tag attached to or embedded in 
the target. This system offers several advantages as the 
data on the RFID card can only be read by specialized 
equipment, ensuring the safety of the recorded 
information. However, RFID systems can be easily 
cloned, and the cards can be misused. 

D. Face detector lock 
These systems encounter difficulties in recognizing 

faces from images captured under different lighting 
conditions or from distinct angles. It remains 
questionable whether facial recognition alone is sufficient 
for accurately identifying a person among numerous 
identities, particularly in the absence of contextual 
information. 

 

E. Retinal scanner 
The retinal vasculature is believed to possess distinct 

and individual characteristics for each person and eye. 
Image acquisition requires the subject to focus on a 
specific point within the field of view, enabling the 
imaging of a particular portion of the retinal vasculature. 
Although this device is commonly employed for security 
purposes and exhibits low false positive and rejection 
rates, it is not user-friendly and comes with a significant 
equipment cost. 

F. Iris scanner 
Iris authentication involves extracting unique 

characteristics from the iris of the human eye. Each 
individual has a distinct iris pattern, even among identical 
twins, and variations can exist between the right and left  
eyes of the samemperson. The advantage of using an iris 
scanner lies in its high accuracy, although changes in 
lighting conditions can affect its performance. However, 
one limitation of iris recognition technology is that 

scanners tend to be expensive and require ample memory 
for data storage. 

 

G. Voice recognition 
Speech or speaker recognition refers to the 

identification of individuals based on their vocal 
characteristics through biometric authentication 
technology. Acoustic features of the voice differ from 
person to person and encompass both anatomical factors 
(such as throat and mouth size and shape) and learned 
behavioural patterns (such as pitch and speaking style). A 
drawback of speech-based recognition is its susceptibility 
to factors like background noise, which can affect the 
accuracy of the system. 

IV. PROPOSED SYSTEM 

Our proposed system effectively addresses all 
security concerns associated with existing systems, 
delivering both high security and efficiency. It presents 
the ideal solution for safeguarding against the 
inconvenience of stolen or lost keys and unauthorized 
entry. Fingerprinting emerges as an excellent solution to 
these problems, offering a remarkable level of 
recognition accuracy. The surface of our palms and soles 
features a unique pattern of grooves known as friction 
ridges. Each finger possesses an individual and 
unchanging arrangement of these friction  

Figure 1. Flowchart 
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analyze a user's fingerprint. Fingerprint scanning proves 
to be a highly precise and cost-effective method, virtually 
impossible to duplicate. The fingerprint recognition 
system simplifies the process of authentication. During 
verification, the system compares the entered fingerprint 
with the enrolled fingerprints of a specific user, 
determining if they match the same finger's print. 

V. WORKING OF PROPOSED MODEL 

A. Flowchart 

 
 
 

Figure 2. Block Diagram 

 

B. Block Diagram 

 

C. Working 

Our project “Fingerprint Laser Security System” 
works by the usage of laser and fingerprint authentication 
technology to provide both security and accessibility 
respectively to the authorized users. The security system 
works by keep on transmitting a narrow beam of light 
through LASER in the air. The transmitted light travels in 
the air until it is blocked by a fixed object. The property 
of light is to get reflected when the trajectory of it gets 
blocked by an object. Hence, the beam of light on hitting 
the fixed object gets reflected. The reflected beam of 
light is allowed into the device consisting of a detector, 
the detector continuously keeps on measuring the light 
falling on it. 

When any intruder comes in the path of the light 
beam, the path of light and the amount of the reflected 
light falling on the detector gets disturbed. When the 
detector detects it, it triggers a signal that activates the 
alarm unit to generate the alarm and an alert through 
GSM module. The alarm goas off with a loud sound to 
alert the security personnel of the premises and alerts the 

authorized users of the intrusion by sending an alert 
through GSM. 

When an authorized person wants access, he can put 
his fingerprint in the fingerprint scanner and the security 
algorithm involved compares the fingerprint just scanned 
with the ones that are registered in the database for 
authentication. When the fingerprint is verified then the 
laser turns off for a few seconds and the door lock opens, 
giving access to the user. 

 
 

 

Figure 3. Circuit Diagram 

VI. RESULT 

The Fingerprint module is interfaced with the 
Arduino. The laser continuously incident light on the 
LDR. If anyone interrupt the laser beam then the LDR 
detects low light and it gives alert to the user through 
buzzer and also sends an SMS alert to the user. When the 
authorized user scans his fingerprint, the door opens for 
few minutes and at the same time the laser module goes 
off simultaneously. If an unauthorized user tries to enter 
an alert goes to the user. 
  

 
 

Figure 3. Result 
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VII. ADVANTAGES AND APPLICATIONS 

A. Applications 

 It can be used in safety lockers in our homes.  
 It can be used in Office Security. 
 It can be used in Banking and financial systems. 
 It can be used in E-commerce/e-business 

security. 

B. Advantages 

 No password or PIN is remembered as it can only 
be opened if an authenticated user was present. 

 More secure and accuratenthan traditional 
passwords. 

 It is User-Friendly. 
 Password-based security systems are always at 

risk of theft or access by unauthorized users, but 
here they can only be opened in the presence of an 
authorized user.  

VIII. CONCLUSION 

Basednon the results of the developed biometric 
lockerMsystem, the program uploaded to the 
microcontroller successfully facilitated its operation. 
Components used in the system were compatible with 
the microcontroller unit. You have effectively 
performed the following functions: 
1. Properly register, store, and scan the user's thumb 

and index finger prints. 
2. Fix fingerprint and passcode recognition and 

recognition to open locker magnetic lock. 
3. Correct establishment of the connection between 

the microcontroller unit and the GSM module. 
This allows you to send an auto-generated 
passcode text message to the user when an 
unrecognized fingerprint is recognized. The 
system accepted the autopasscode entered into the 
system   
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