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Abstract 

Edge devices provide critical services to enterprises and must be secured from costly attacks. 

We discuss monitoring edge device behavior and flagging anomalies using a multivariate, 

temporal, Convolutional Neural Network Auto-Encoder. It produces visual output that helps 

Subject Matter Experts focus attention and remedial actions on key events, thereby 

preventing further damage to the network.  
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Introduction 

Edge devices performing critical functions 

have often been attacked, leading to data 

theft, financial loss and reputational 

damage. The devices could even be 

hijacked for Distributed Denial of Service 

(DDoS) attacks or crypto currency mining. 

 

DDoS attacks launched by edge devices 

have overwhelmed targets with over 1 

Tbps of traffic [1], enough to bring down 

target websites. Edge devices are chosen 

for DDoS attacks because they have 

sufficient capacity to generate web traffic 

but are usually poorly secured. In Fig. 1. 

[1], a DDoS mechanism, based on the 

Mirai botnet is shown as an example. The 

Bot is the malware that infects poorly 

configured edge devices with a brute force 

attack. The Command and Control (C&C) 

server delivers the malware binary and all 

the instructions to the new victim to launch 

DDoS attacks on targets. 

Fig 1 DDoS generic mechanism. 
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There are several known approaches to 

securing edge devices, including secure 

firmware update mechanisms, encrypting 

all communication, and monitoring 

behavior of edge devices. Even during the 

process of being compromised and before 

participating in a DDoS attack, there is 

unusual traffic at the edge devices, like 

downloading binary code. When a pattern 

of abnormal behavior is known in advance, 

rules written into monitoring systems can 

alert administrators and Subject Matter 

Experts (SME). But bad actors innovate 

and try new tactics, techniques, and 

procedures (TTP) to attack edge devices, 

causing new forms of abnormal behavior. 

 

Anomaly Detection (AD) can be used to 

flag such never-seen-before behavior, to 

prevent further damage to the network. A 

good AD solution is one that calls SME 

attention to nearly all truly problematic 

situations but does not throw up too many 

false alarms.  

 

Solutions considered 

Monitoring data like 

Write_Response_Time, 

Read_Response_Time, Write_Data_Rate, 

Read_Data_Rate and Host_IO from the 

storage of edge devices were collected at 

hourly intervals for six months and used 

for AD model development. These 

features were treated as an interdependent 

and multivariate dataset. For example, a 

normally operating storage device is 

expected to show low 

Write_Response_Time when the 

Write_Data_Rate and Host_IO are set 

high. So, an unusually high 

Write_Response_Time reading, when the 

Write_Data_Rate and Host_IO are high 

could indicate an anomaly.  

 

Unsupervised AD techniques, that do not 

rely on previously known/ labelled 

examples for separating out anomalies 

were used. The development environment 

was Python 3 with open-source libraries 

including scikit-learn, seaborn and 

TensorFlow. The key algorithms used are 

explained next. 

 

 

Fig 2 Neural network Auto-Encoder. 

The first option tried was the Auto-

Encoder, which uses neural networks to 

learn to reconstruct the original input. Fig. 
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2. [5] shows a neural network Auto-

Encoder trying to reconstruct the image of 

the handwritten digit, 4. The encoder half 

of the Auto-Encoder must compress the 

input to fit the bottleneck, which is a low 

dimensional representation of the input. 

 

Then, the decoder part of the Auto-

Encoder must reconstruct the original 

input from this compressed representation. 

The difference between the input and the 

reconstruction is the reconstruction loss. 

The Auto-Encoder is trained by 

minimizing reconstruction loss. 

 

The bottleneck layer is the key to this 

unsupervised learning approach. The 

Auto-Encoder must learn just enough so 

that it can reconstruct the input, without 

memorizing the specifics of the training 

data, since doing so would lead to 

overfitting and lack of generalization. The 

AD model must function as a generalized 

model that can handle similar inputs and 

not require identical inputs. One technique 

to help with generalization is to corrupt the 

input with Gaussian noise but still use the 

uncorrupted input as the target during 

training. 

 

After the Auto-Encoder AD model is 

trained, predictions are generated (output) 

for new observations and reconstruction 

losses comparing the input and output are 

calculated. When a never or rarely seen 

input is presented, the Auto-Encoder is 

unable to reconstruct it, leading to large 

reconstruction loss which is flagged as an 

anomaly. Data is scaled for neural 

networks. Without it, the training process 

can be slow and unstable.  

 

The second solution option tried, Isolation 

Forest (ISF) [2], is a technique in which 

the dataset is recursively partitioned.  

 

 

 

Fig 3 Results from simple multivariate techiques that treat each observation as 

independent of other observations. 
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A random feature is selected and the 

dataset is split at a random value between 

the minimum and maximum value. Each 

such series of splits is thought of as an 

isolation tree and multiple trees, an 

Isolation Forest. 

 

 

Fig 4 Multivariate time series. 

 

Anomalous observations require the least 

number of splits to be isolated, averaged 

across all trees. Hence, the number of 

splits is computed into an ISF score and 

the desired number of observations with 

the largest ISF scores are flagged as 

anomalies. This technique is insensitive to 

data scaling. 

 

The third solution option, Local Outlier 

Factor (LOF) [3], is a technique in which 

each observations’ average distance to its 

k-nearest neighbors is computed as its 

local density. Then, the local density of 

each observation is compared with that of 

its k-nearest neighbors to compute an LOF 

score. Then, the desired number 

observations with the largest LOF scores 

are flagged as anomalies. Since LOF uses 

distances to compute scores, this is 

sensitive to the range of values of each 

feature. To be reliable, the features must 

be scaled. 
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The Auto-Encoder, ISF and LOF AD 

approaches focus on unusual readings of 

individual features or unusual 

combinations of readings of all the 

features to identify anomalies. 

Observations identified as normal or 

anomalous, by algorithm, are shown in 

Fig. 3.  

 

But this approach set off several false 

alarms. After investigation, it was seen 

that the approach was missing an 

important dimension - time. Fig. 4. shows 

the same multivariate dataset presented as 

timeseries data. ‘Read_Data_Rate’ shows 

a spike towards the end of each month till 

June, but not in July or August. The 

sudden spikes till June are not anomalies, 

as they are part of the temporal pattern. In 

fact, the absence of a spike in August 

might be an anomaly. Approaches like a 

simple Auto-Encoder, ISF or LOF 

mistakenly identify such a “once a month” 

event, till June, as an anomaly.  

 

Hence the approach was revised by adding 

the time dimension to the Auto-Encoder, 

using a multivariate temporal 

convolutional neural network (T-CNN) 

Auto-Encoder, as shown in Fig 5. [4].  

 

 

 

 

Fig5 Multivariate temporal 

convolutional neural network Auto-

Encoder 

Solution Architecture 

The T-CNN model uses a sequence of past 

data to predict one step into the future. 

Hence, the data must be reshaped from 

single observations to sequences, as shown 

in Fig. 6. (Fig. 6. Shows 5 samples of six-

hour sequences, just to illustrate the idea 

of sequences. The need for scaling was 

described earlier).  

 

A relatively small neural network, shown 

in Fig. 7., with the following key features, 

was trained.  

 

The 1-dimensional convolution layers 

summarize data along the time dimension. 

In the top layer, the summarization is done 

using 64 filters that move with stride 

length of 2 over a 48 hour window of data. 

The transpose layers expand the data back 

into the input format.  
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The dropout layers deactivate different 

nodes, at random, during training, 

effectively presenting different network 

architectures at each ‘epoch’ or one full 

cycle of training through all the training 

data. This helps with model generalization. 

First, at each epoch, the network becomes 

sparse, forcing it extract features better and 

not memorize specifics. Second, across all 

the training epochs, the different network 

architectures behave like an ensemble, 

further boosting generalization. Early 

stopping criteria terminated model training 

after 22 epochs, when the validation loss 

plateaued.  

 

To improve generalization, Gaussian noise 

was used in the previous Auto-Encoder 

architecture and has been replaced by 

dropout here. 

 

 

 

 

Fig 7 Auto-Encoder architecture 

 

Fig. 8. shows the train and predicted data 

for the ‘Read_Data_Rate’ feature. Despite 

the training data having just four instances 

of the month end spikes, the time-series 

Auto-Encoder is able to learn the pattern. 

This temporal pattern detection meets the 

key reason for choosing a T-CNN Auto-

Encoder.  

 

Fig 6 Pre-processing data for  T-CNN  

Auto-Encoder 
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Fig 8 Auto-Encoder correctly picking up the month end spikes. 

 

Fig 9 Reconstruction error threshold tuning. 

 

The top half of Fig.9. shows the 

reconstruction error for the “Write 

Response Time” feature, with a spike just 

before July 27
th

. The reconstruction error 

being the difference between the actual 

and predicted values, the next question that 

arises is what amplitude and duration of 

error constitutes an anomaly. Too many 

false positives lead to wasted effort in 

investigation. Missing relevant anomalies 

leads to avoidable failures. 

 

To balance between the two, close 

collaboration with the administrators is 

required to set the right amplitude and 

duration for error thresholds. Users may 

choose to ignore one-time or short-lived 

spikes in reconstruction errors. But a 
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sustained reconstruction error may be of 

interest. In this project, only those 

anomalies that sustained for at least one 

full day were flagged. 

 

The bottom half of Fig.9. shows the 

anomaly being overlayed on the “Write 

Response Time” plot. Such highlighting 

can help the administrators to focus their 

attention on important issues. 

 

 

 

Fig 10 KDD Cup 1999 data. 

Results 

The effectiveness of this AD solution can 

only be assessed from user feedback and 

no objective measures are available since 

there is no labelled data. For objective 

measures, like precision, recall and 

f1score, the same Auto-Encoder is 

repurposed as a classification tool trained 

on labeled data. The ‘KDD Cup 1999’ data 

[6], shown in Fig.10., about simulated 

intrusions into a military network is used, 

with modifications. 

The ‘outcome’ column of the data are the 

labels. Here, ‘normal’ records as set as 

‘anomaly = no’ and rare labels, each of 

which occur less one thousand times, as 

‘anomaly = yes’. From this, only ‘anomaly 

= no’ records are used for training and mix 

of ‘anomaly = no’ and ‘anomaly = yes’ 

records for testing.  

 

Precision is a measure of how many 

observations that are flagged as anomalous 

are actually anomalous. This is an 

important metric used to prevent users 

from being overwhelmed by too many 

alerts. Recall measures how many of the 

anomalies the AD model was able to 

detect. The f1 score is the harmonic mean 

of Precision and Recall and thus captures 

the information in both. 

 

This approach is akin to novelty detection 

where the reconstruction error spikes when 

‘never-seen-before’ data is injected. The 

Auto-Encoder architecture described 
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earlier is reused with modifications made 

only to fit the shape and data types in the 

KDD data, as shown in Fig.11. 

 

 

Fig 11 Auto-Encoder architecture, 

modified for KDD Cup 1999 data. 

 

This model is trained for 50 epochs and it 

is noticed that the validation loss continues 

to drop. There may be value in further 

training or other modifications, like adding 

more filters per layer. Even now, the 

trained model seemed to perform quite 

well, as seen in the charts in Fig.12. The 

threshold being tuned is for the 

reconstruction loss. Values exceeding 

threshold are marked as anomalies. Setting 

the threshold at about 0.75 might be a 

good balance between the cost of 

investigating too many false positives and 

missing important alerts. Apart from 

objective feedback, users’ subjective 

feedback is also important. The SME that 

reviewed the AD model concurred that the 

model helped focus attention on the events 

that mattered and further investigation of 

these events was appropriate. 

 

 

 

Fig 12 Auto-Encoder model performance 

on KDD Cup 1999 data, with 

reconstruction loss threshold tunning. 
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Future Work 

A modest edge device network containing 

100 devices and each device recording 

observations every 5 minutes will produce 

28,800 observations in a day. If all 100 

devices were successfully attacked on the 

same day and downloaded malware 

binaries, this is likely to appear in only one 

observation per device, i.e 100 

observations out of 28,800. 

 

Even a high performing model with 0.99 

recall and generating 100 alerts a day 

could miss one successful attack every 

day, endangering the system, even as users 

are busy processing the 100 alerts 

generated. The same high performing 

model with a precision of 0.99 will 

incorrectly flag 1 valid observation as an 

anomaly every day. The problem grows 

when scaled up for number of devices and 

cumulatively over longer durations. 

 

On the one hand, better performing models 

with improved precision and recall can be 

developed. Long Short Term Memory 

(LSTM) Auto-Encoders that can extract 

more complex patterns are one of the 

options to explore further. On the other 

hand, incorporating domain expertise from 

SME into setting the duration and 

amplitude thresholds described earlier can 

prove invaluable and must be customized 

by use case. 
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