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Abstract 

Online Examination System is an effective solution for mass education evaluation. The novel 

online examination system based on Browser/Server framework which carries out the examination 

and auto-grading for objective questions and operating questions has been successfully applied to 

the distance evaluation of basic operating skills of computer science. But most system still use 

username/password mode to identify the candidates. In this article, we describe a fingerprint based 

technology to identity authentication instead of the traditional username/password methods. A 

fingerprint identify/classify application and a load balance service are implemented on the 

examination server cooperated with the online examination system to accomplish authentication. 

The interfaces between the examination system and the identity authentication application can use 

code embed methods or SDK invoking methods to adapt different fingerprint sensors. The identity 

authentication works well in the Internet/intranet online examination systems. 
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I. Introduction 

 

Online examinations, sometimes referred as e-examinations, are the examinations conducted 

through the internet or in an intranet (if within the Organization) for a remote candidate(s). Most 

of the examinations issue results as the candidate finish the examination, when there is an answer 

processing module also included with the system. Today many organizations are conducting online 

examinations world wide successfully and issue results online. Several Web-based learning and 

testing systems have been designed, such as WebCT[1], ASSYST[2] and PILOT[3] . The most 

widely used question types of the Web-based examination system are objective tests and quizzes 

which assume simple answers that can be formally checked and easily evaluated online[4]. In 

many articles, there are advantages and disadvantages in online examinations[5]. The main 

advantage is that it can be conducted for remote candidates and evaluation of answers can be fully 

automated for MCQ questions and other essay type questions can be evaluated manually or 

through automated system, depending on the nature of the questions and the requirements. The 

disadvantage of the e-examination is the inability of invigilating. There are methodologies used in 

these examinations, when registering candidates and presentation of questions, so that to test 

candidates knowledge and skills [6]. However with a limited time, candidate is not capable of 

totally depend on the reference materials or a supporting person. Another disadvantage is that, the 

identity authentication in the online examation system still use username/password mode [4]. This 
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mode can not correctly identify the candidates if the impostors exist, furthermore the password 

may be forgot [7]. So we decide to use other authentication methods to improve the security of the 

online examination system. Among all the biometric indicators, fingerprint has one of the highest 

levels of reliability and has been extensively used. In an automatic fingerprint identification system 

(AFIS), the goal is to find a match for a probe fingerprint in the database of enrolled prints, possibly 

numbering millions [5]. Classification is used in an AFIS to reduce the size of the search space to 

fingerprints of the same class before attempting exact matching. Identification is used in an AFIS 

to identify the two fingerprints are similar or not [8]. In this article, we describe a fingerprint based 

technology to identity authentication instead of the traditional username/password methods in the 

online examination system [9]. The fingerprint identify method can be used from the candidates’ 
sign in process to the login process. Considered some realistic and technology questions, a load 

balance service is needed for the candidates login the system at the same time; the interfaces 

between the examination system and the identity authentication may be needed to adapt different 

fingerprint sensors and B/S or C/S system [10]. 

 

II. Literature review 

 

WebCT 

Web-based Examination System is an effective solution for mass education evaluation. We have 

developed a novel online examination system based on a Browser/Server framework which carries 

out the examination and auto-grading for objective questions and operating questions, such as 

programming , operating Microsoft Windows, editing Microsoft Word , Excel and PowerPoint, 

etc. It has been successfully applied to the distance evaluation of basic operating skills of computer 

science, such as the course of computer skills in Universities and the nationwide examination for 

the high school graduates in Zhejiang Province, China. In China, the education for basic computer 

operating skills has been broadly launched [1]. The skills include the operating of Windows, MS 

Office, Networking skills, etc., which are the foundation of a combination of different courses, as 

well as of electronic-government. Now, every undergraduate must pass the course of the Computer 

skills, while every civil servant must pass the corresponding Computer Operating Exams [2]. 

Furthermore, the basic computer education in high schools is in process. Since the late 1990’s, 

hundreds of thousands of people have taken part in different levels of computer education and 

testing in Zhejiang Province [3]. It is necessary to build a Web-based learning and examination 

system for such a large number of people, as an effective solution to mass learning and evaluation 

of basic computer education. Several Web-based learning and testing systems have been designed, 

such as WebCT[1], QUIZIT[2], ASSYST[3] , and PILOT[4]. 

 

III. System Model 

A. RFID – RFID stands for Radio-Frequency Identification. It is a technology that uses 

electromagnetic fields to automatically identify and track objects, animals, or people. 
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B. LCD  - LCD stands for Liquid Crystal Display. It is a flat-panel display technology 

commonly used in screens for devices like televisions, computers, smartphones, and digital 

watches. 

C. Buzzer - A buzzer is an electronic device that produces sound, typically used to generate 

beeps, tones, or alarms. It is a simple yet effective way to alert or provide feedback in 

various systems and devices. 

D. Arduino Uno - The Arduino Uno is a popular open-source microcontroller board based on 

the ATmega328P microcontroller. It is widely used in DIY electronics, robotics, and 

prototyping because of its simplicity, versatility, and affordability. 

 
                                                     (1) 

Fig1: Identity Authentication Using RFID 
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Fig2: Block Diagram of Identity Authentication of Examination System 
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IV. Result 

We observed that the integration of RFID technology into the examination system has resulted 

in significant improvements in authentication accuracy, operational efficiency, and security. By 

replacing traditional username/password methods with RFID, the system ensures unique 

identification for each candidate, reducing the risk of impersonation and unauthorized access. 

Automated authentication minimizes delays during check-ins, enabling faster and more 

efficient candidate processing. Additionally, real-time data logging ensures error-free 

attendance tracking and facilitates precise record-keeping, making the system reliable and 

scalable for large-scale examinations. 

The use of RFID has also enhanced the overall security of the examination process. RFID tags, 

when combined with other biometric methods like fingerprint authentication, create a dual-

layer security mechanism that ensures only verified candidates can participate in the exams. 

This robust system is capable of handling multiple users simultaneously, providing a future-

proof solution for evolving needs. With its ability to streamline operations, improve user 

experience, and ensure data reliability, RFID integration proves to be a valuable enhancement 

to the modern examination system.                                                                        

 

 

 

 

 

 

 

 

 

 

                      

 

 

 

 

Fig 3: Using Authorized RFID card 
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Fig.4: Using Unauthorized RFID card 

 

V. Conclusion 

 

In this article, we describe a RFID based identity authentication system used in online examination 

system. The authentication system can adopt the vary structure of the online examination system 

such as B/S or C/S structured, and the results are satisfied. For the distance education and online 

examination system develop rapidly in China, this RFID based identity authentication system can 

improve the security and convenience of these system. How to improve the performance of the 

RFID identification and how to implement the load balance service is the target in future works. 

Integrating RFID into examination systems significantly improves authentication reliability, 

operational efficiency, and user experience. Its ability to work seamlessly with other components, 

like fingerprint authentication, creates a robust system for secure and streamlined examination 

processes. 
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