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ABSTRACT

Cloud computing is the latest technology in the field of distributed computing. It provides
various online and on-demand services for data storage, network services, platform services
and etc. Many organizations are unenthusiastic to use cloud services due to data security
issues as the data resides on the cloud services provider’s servers. To address this issue, there
have been several approaches applied by various researchers worldwide to strengthen
security of the stored data on cloud computing. The Bi-directional DNA Encryption
Algorithm (BDEA) is one such data security techniques. However, the existing technique
focuses only on the ASCII character set, ignoring the non-English user of the cloud
computing. Thus, this proposed work focuses on enhancing the BDEA to use with the
Unicode characters.

LINTRODUCTION application. Infrastructure as a Service
(IaaS), as per term suggest to provides the
data storage, Network capacity, rent storage,
Data centers etc. It is also known as
Hardware as a Service (HaaS).

Cloud computing has recently reached
popularity and developed into a major trend
in IT. We perform such a systematic review
of cloud computing and explain the
technical challenges facing in this paper. In ILLITERATURE REVIEW
Public cloud the “Pay per use” model is
used. In private cloud, the computing
service is distributed for a single society. In
Hybrid cloud, the computing services is
consumed both the private cloud service and
public cloud service.Cloud computing has
three types of services. Software as a
Service (SaaS), in which customer prepared

» In the paper titled Use of Digital
Signature with Diffie-Hellman Key
Exchange and AES  Encryption
Algorithm to Enhance Data Security in
Cloud Computing, Prashant Rewagad
and Yogita Pawar propose a robust
security  architecture  for  cloud
computing by integrating digital
signatures, Diffie-Hellman key
exchange, and  the Advanced
Encryption Standard (AES). Their
approach, termed the "Three-Way

one service and run on a single cloud, then
multiple consumer can access this service as
per on demand. Platform as a Service
(PaaS), in which, it provides the platform to
create application and maintains the
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Mechanism," combines these
techniques to provide a comprehensive
solution that addresses authentication,
data security, and verification. The use
of Diffie-Hellman ensures that even if
the key is intercepted during
transmission, it remains useless without
the user's private key, thus enhancing
data protection against unauthorized

access and attacks.

In another study, Implementing Digital
Signature  with  RSA  Encryption
Algorithm to Enhance the Data Security
of Cloud in Cloud Computing, Uma
Somani, Kanika Lakhani, and Manisha
Mundra explore the use of RSA
encryption and digital signatures to
secure cloud storage. They focus on
addressing the prevalent issues of cloud
security, including the integrity and
confidentiality of data. Their research
evaluates how RSA  encryption
combined with digital signatures can
provide a robust security framework to
protect cloud data from unauthorized
access and ensure its  secure
transmission over the internet.

Mehdi Hojabri and Mona Heidari, in
their paper Union of RSA Algorithm,
Digital Signature and KERBEROS in

message to
DNA& upload

www.ijiemr.org

Cloud Computing, discuss an advanced
security model that incorporates RSA
encryption, digital signatures, and the
Kerberos authentication protocol. This
combination aims to tackle various
security challenges in cloud computing
by ensuring data confidentiality,
integrity, and authentication. Their
proposed model addresses the inherent
risks in cloud environments and offers a
layered security approach to protect
sensitive information from potential
threats.

Lastly, Enhancing Security in Cloud
Computing Using Bi-Directional DNA
Encryption  Algorithm by Ashish
Prajapati and Amit Rathod introduces a
novel approach using the Bi-Directional
DNA Encryption Algorithm (BDEA).
This technique aims to improve data
security in cloud computing by
addressing the limitations of existing
encryption methods, particularly in
handling non-English characters. By
enhancing BDEA to support Unicode
characters, their research provides a
more inclusive and effective encryption
solution to safeguard data stored in
cloud environments, addressing the
security concerns of a global user base.

Figl : System Architecture
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ILEXISTING SYSTEM

In the current landscape of cloud computing,
data security is predominantly managed
using traditional cryptographic techniques
such as Advanced Encryption Standard
(AES), RSA, and other widely adopted
algorithms. These systems typically rely on
symmetric and
methods to protect data confidentiality and
integrity. For instance, AES is widely used

asymmetric encryption

for encrypting data due to its efficiency and
strength in securing data at rest. RSA, on the
other hand, is used for secure key exchanges
and digital signatures
integrity and authentication. However, these
conventional methods have limitations in
terms of computational efficiency and
scalability, especially when handling large

to ensure data

volumes of data or addressing the diverse
security needs of cloud environments.

In addition to these encryption techniques,
socket programming is employed to enable
secure communication between clients and
servers in a cloud environment. Socket
programming allows for the establishment
of network connections and data
transmission, but it often relies on
established cryptographic protocols to
ensure data security. The existing systems
use these protocols to secure data in transit,
but they may not fully address the evolving
security challenges or optimal
performance.

offer

disadvantages

1. The current method doesn't take into
account cloud computing users who don't
speak English because it only looks at the
ASCII character set.

www.ijiemr.org

IV.PROPOSED SYSTEM

The proposed system aims to enhance data
security in cloud computing by integrating
DNA cryptography with
programming. DNA cryptography leverages
the principles of DNA sequences to create
novel encryption methods, offering a
potentially higher level of security due to
the complexity and vastness of DNA-based
encryption schemes. The proposed system
implement DNA cryptographic
algorithms to encrypt data before it is
transmitted or stored in the cloud. This

socket

would

approach promises improved data security
by introducing a new layer of encryption
that is more resistant to conventional
attacks.

In conjunction with DNA cryptography, the
system proposes the wuse of socket
programming to facilitate
communication between clients and cloud

secure

servers. By integrating DNA cryptography
with socket programming, the system will
establish and data
transmission channels that are reinforced by
advanced methods.  This
integration aims to address the limitations of
offering

secure connections
encryption

existing encryption techniques,
enhanced security and scalability.

The proposed system envisions a dual-layer
security architecture: first, data is encrypted
DNA  cryptographic  methods,
ensuring a high level of data protection;
second, socket programming is employed to
manage secure communication channels
between users and cloud services. This

using

combination of advanced
techniques and
protocols is expected to significantly bolster

address

encryption
secure communication
data security,
vulnerabilities, and provide a robust solution

existing
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for protecting sensitive information in cloud
computing environments.

advantages

1.0ne such method is the Bi-directional
DNA Encryption Algorithm (BDEA) we are
using to provide more security.

V.MODULES

1. Sender
2. Receiver
3. Admin
4. cloud

MODULE DESCRIPTION
Sender

Here sender is a module, sender should
register to the application then only he can
able to login into the application. After
successful registration he must authorized
by admin then only he can able to login into
his account after login he can perform some
operations such as can view his profile,

Here the sender can send the message in the
form of DNA Encode

Stepl: select receiver and write message

Step2: convert original message to ascii
code

Step3: convert ascii to hexadecimal
Step4: convert hexadecimal to binary
Step5: convert binary to DNA encode

Then send the message to receiver and can
view all his messages and logout

Receiver

Here receiver is a module, receiver should
register to the application then only he can
able to login into the application. After
successful registration he must authorized
by admin then only he can able to login into
his account after login he can perform some
operations such as can view his profile,

www.ijiemr.org

Here the receiver can decode the encoded
DNA

Stepl: verify decode key

Step2: convert DNA to binary

Step2: convert binary to hexadecimal
Step3: convert hexadecimal to Ascii
Step4: convert ascii to original

Then read the message and logout
ADMIN

Here admin is a module can able to login
directly with the application, after
successful login he can perform some
operations such as view all senders and
authorized them, view all receivers and
authorize them and logout

CLOUD

Here cloud is a module should login directly
with the application after successful login he
can perform some operations such as view
original to ascii, view ascii to hexadecimal,
view hexadecimal to binary, view binaty to
DNA and logout.

ENCODING TO DNA

a LoPzO>CEOOR

Encoded to dna

ALL MY ENCODED DETAILS
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Receiver registration

VIEW ENCODED DNA AND
DECODE MESSAGE
8~ u0PZ0)CCOOR
Convert to binary
VI.CONCLUSION
Data security is the main challenge for cloud

usability.Various algorithms like RSA,
Diffie-Hellman, DNA encryption etc. are
available to provide data security for the
data stored on cloud.Digital signatures,
Extensible Authentication Protocols are
used for authentications.Using BDEA
algorithm, we achieve 2-layer security for
ASCII character sets. The proposed system
focuses on extending the BDEA algorithm
to be used with Unicode character set. This
can help reach to the wider community of
the cloud users.The future work will focus
on the possible attacks and cryptanalysis of
the cipher text and measure its strength.
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