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Abstract: The aspects of managing threats to information security of corporate information 

systems are considered. Vulnerabilities typical for corporate information systems are 

highlighted. The sources of threats have been identified. Potential violators are described. A unique 

model of the information security threat profile of a corporate information system has been 
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Introduction 

Information security (IS) in corporate 

information systems (CIS) is gaining popularity 

in modern society of scientific and 

technological progress [8]. The relevance of 

building secure corporate information systems is 

increasing due to the growth of small and large 

enterprises, as well as an increase in the need 

for procedures for combining organizations and 

enterprises into a corporation [8; fourteen]. The 

construction of secure corporate information 

systems is based on assessing the level of 

information security in the event of the 

implementation of threats to their information 

resources [1; four; eight]. The authors of [1] 

noted that in the implementation of IS threats, 

enterprises incur material, reputational and 

financial losses. Thus, the basic operation in 

ensuring IS of a corporate information system is 

the development of a threat model inherent in 

this corporate information system. 

Related work and proposed solutions 

The work [2; 3; 6-11; 13]. The authors of 

the publication [2] describe the types of 

information threats, on the basis of which the 

classification of attacks has been 

developed. However, work [2] focuses on 

SCADA systems and network security. The 

authors in the study [6] propose a risk reduction 

strategy based on threat management. In 

particular, [6] describes the following threat 

management procedures: evading a threat or 

eliminating a threat source, reducing the level of 

vulnerabilities through the use of protective 

measures, reducing the negative consequences 

of the implementation of threats [6]. For the first 

time, the concept of a threat profile was 

investigated by the author of [3]. In [3] it is 

noted that the threat profile is associated with 

the life cycle of the IS and allows you to 

describe IS threats both qualitatively and 

formalized. Analysis [7; nine; 13] shows that 

the basic procedure for the classification of 

information resources (IR) is a prerequisite for 

the need to determine the list of threats. Thus, 

for each IR or IR group, it is necessary to 

determine a list of threats in the ratio of 

confidentiality, integrity and availability in 

order to identify vulnerabilities for each 

identified threat. The reason for this is the 

possibility of implementing a threat using 

vulnerabilities [2; eleven; 13]. According to the 

study [9], the threat profile is described by static 

attributes (identity of the threat, method of 
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implementation, object of protection, source of 

threats, vulnerability). 

The problem of classifying IS threats to 

a corporate business system is especially 

important for systems operating at industrial 

enterprises and in design bureaus [2; 13]. 

Thus, most of the studies carried out are 

devoted to the problem of managing 

information security threats and their analysis in 

industrial and information systems. However, 

this problem has not been practically solved in 

the CIS. Consequently, there are prerequisites 

for the need to develop a threat profile, the use 

of which will allow implementing a risk-

oriented approach [11]. Using the list of IS 

threats, it is possible to build an enterprise IS 

management system, which will allow the 

enterprise infrastructure to have the property of 

protecting information used in the business 

processes of the enterprise [13]. 

The proposed model 

The authors of the article propose a 

model of a corporate information security threat 

profile (see figure), based on the object of 

threats and the purpose of their 

implementation. This property of the threat is 

described by the authors of [8]. The purpose of 

the implementation of threats (both a single 

threat and a set of threats) is to disable the 

protective mechanisms of the corporate 

information system [8] and activate the 

vulnerabilities of the corporate information 

system [6; 12]. Based on this, it is possible to 

single out the main goal of the functioning of 

the information security system (ISS) of the 

CIS: countering threats to the security of the 

CIS. 

The model (see figure) describes the 

current threats specific to the corporate 

information system using the components: "list 

of threats", "sources of 

threats", "vulnerabilities". These threats are 

comparable to seven vulnerabilities, starting 

from which, an attacker can attack the corporate 

information system, its components and the 

computer network (BC) in which it 

operates. A threat profile has a step-by-step 

description of how to detect and prevent threats 

if necessary. The model defines the types of 

offenders: offender No. 1 - “internal”, offender 

No. 2 - “external”. An internal intruder is a 

person who is a user or administrator of this 

CIS. An external offender can be employees of 

the enterprise who are not users of the corporate 

information system, or other persons who are 

not part of the working personnel of the 

enterprise. The scope of the attackers is shown 

by an arrow (see figure). Attacking actions of an 

external attacker are aimed at the external 

border of the corporate information system, 

mainly at the aircraft, information and 

communication technologies, information 

security systems located at the border of the 

aircraft to form a secure connection between the 

aircraft and the corporate information 

system. Attacking actions of an internal attacker 

are carried out inside the CIS: on IS 

components, software, application applications, 

databases, information resources, means of 

access control. 

The focus of IS threats is formed by the 

threat source. Several such sources are 

characteristic of corporate information systems, 

five of them were identified during the 

development of protection profiles: 

1) users of a corporate type information 

system or information systems, united 

into a single management 

link;                  

2) employees of departments of IT services 

who have access to the CIS to support its 

performance;                  

3) functional processes of built-in 

(standard) tools for checking the 

operation of a trusted loading 

environment for IS 

components;                  

4) persons who have the ability to access 

data storage and transmission 

systems;                  

5) violation of powers by the administrators 

of IS and ISS.                  
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Information security threat profile model of 

a corporate information system 

  

Application of the IS threat profile 

allows solving the problem of classifying IS 

threats by dividing them into three types: 

violation of the integrity, availability and 

confidentiality of information, which is 

interconnected with the classification of security 

threats given in [6], and allows you to 

implement the recommendations of the method 

[14]. 

Conclusion 

The security of the information assets of the 

enterprise in which the corporate information 

system is implemented depends on the level of 

IS maintenance of the corporate information 

system. To protect the data processed in the 

corporate information system, it is advisable to 

provide the IS of the system itself, to identify 

and predict the threats of IS violation. Such 

measures will ensure effective information 

security management and a high-quality 

response to corporate information security 

threats in real time. Thus, the research carried 

out on t

he problems of threat management and ensuring 

IS KIS allowed the authors of the article to 

develop a model of the profile of IS IS KIS 

threats. The difference from the previously 

proposed models is that the proposed solution 

defines the actions to be taken when threats are 

detected and to prevent them. The application of 

the proposed model in practice will make it 

possible to implement special procedures 

for managing an enterprise 's information 
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security threats, using private information 

security policies for corporate information 

systems. 
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