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Abstract 

The Internet of Things (IoT) is a brand-new paradigm that unifies the Internet with actual 

physical things from several domains, including home automation, business processes, 

environmental monitoring, and human health. It increases the prevalence of Internet-connected 

gadgets in our daily lives, bringing with it concerns linked to security issues in addition to many 

positive effects. Due to the vast diversity of IoT devices, limited computational resources, and 

protocols and standards, secured communication is a common difficulty. Even with certain 

security precautions, IoT networks are extremely susceptible to a variety of threats due to their 

enormous attack surface. Designing protection measures is therefore required for identifying 

attackers. However, due to the IoT's unique features including resource-constrained devices, 

distinct protocol stacks, and standards, applying typical IDS approaches to it is challenging. A 

number of issues with traditional IDS, such as the high false alarm rate and low detection 

accuracy, are brought out, just as they are in literature. Because of the computational limitations 

and inherent resources of IoT systems, it cannot be secured directly by using traditional security 

techniques. ML techniques integrated with IDS enable real-time detection of both unknown and 

known attacks on IoT devices. In this article, a thorough analysis of traditional Deep Learning 

(DL) and Machine Learning (ML) methodologies as well as cutting-edge technologies for 

intrusion detection in the Internet of Things is done. Our goal is to discover emerging trends, 

open issues, and promising areas for future research.  In this review, various attack detection 

approaches are clearly discussed along with their advantages and disadvantages. 

Keywords: Internet of Things (IoT), Intrusion Detection System (IDS), Machine Learning (ML), 

Deep Learning (DL). 

 

Introduction 

The potential for integrating smart objects 

into our daily activities through the Internet 

has increased with the development of 

various technology areas such as sensors, 

automatic identification and tracking, 

embedded computing, wireless 

communications, broadband Internet access, 

and distributed services. The Internet of 

Things is the confluence of the Internet with 

intelligent devices that can converse and 

interact with one another (IoT). IoT is one of 

the most significant player in the 

Information and Communication 
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Technology (ICT) in forthcoming years. By 

2025, the IoT research team at Cisco 

anticipated there would be an average of 

75.3 billion actively connected devices [1]. 

IoT technology differs from conventional 

Internet technology in that human 

intervention is not required during data 

sharing between systems. The need for data 

network bandwidth has expanded along with 

the growth of IoT devices. The majority of 

IoT devices, however, have resource 

limitations, making it difficult to implement 

conventional security techniques for system 

protection against assaults. When it comes 

time to process sensitive data, the IoT 

gadget raises serious problems. 

IoT systems can gather and interpret data 

remotely in real-time thanks to a variety of 

sensors that are incorporated in them. They 

can create sophisticated decision-making 

systems and successfully manage IoT 

environments thanks to the data collected by 

the sensors. Users' capacity to remotely 

manipulate their devices makes them 

vulnerable to a variety of dangers. Methods 

for ensuring data confidentiality and 

authentication, access control inside the IoT 

network, privacy and trust among users and 

things, and the enforcement of security and 

privacy regulations are implemented for 

improving IoT security. Securing IoT 

devices is complex due to the following 

characteristics such as heterogeneity, 

unpredictable nature of physical 

environment and heavily distributed nature.  

Despite the fact that there have been a 

number of review studies published in the 

literature since 2017, none of them 

specifically used ML approaches for IDS in 

IoT. Therefore, this paper provides a 

detailed discussion on various work related 

with ML in Intrusion Detection System for 

IoT. Following a survey of relevant research 

articles in ML, the following perspectives 

are contributed to the audience. 

1. First, an IoT system has been provided 

with taxonomy of various layers. 

Additionally, IoT security and several 

potential attacks have been discussed 

along with their potential layer-by-layer 

implications. 

2. This survey focuses on the literature 

related to machine learning (ML)-based 

security solutions for Internet of Things 

(IoT). 

3. The authors discuss potential issues or 

restrictions with ML-based IoT system 

security as well as their future plans for 

research. 

The remainder of the paper is structured as 

follows: Section 2 provides an overview of 

IoT security, focusing on IoT layers and the 

significance of IoT security; Section 3 

discusses ML in IoT security, highlighting 

various machine learning and deep 

algorithms and IoT security solutions; 

Section 5 presents inferences that are drawn 

from literature. Section 6 analyses the 

research challenges in ML-based IDS of 

IoT; Section 7 concludes the survey and 

includes recommendations for the future. 

 

Security issues in Internet of Things 

IoT systems are made up of networked 

mechanical, electronic, or other objects that 

may transport data over a network without 

the need for human-to-human or human-to-

computer interaction. IoT systems connect 
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to diverse devices or things using unique 

network address schemes. Due to resource 

limitations, the majority of Internet-

connected IoT devices are vulnerable to 

cyberattacks since their security measures 

are inadequate. However, the majority of 

IoT systems run independently across 

unreliable network connections and the 

Internet, which exposes the network to 

cyberattacks.  

To safeguard IoT devices, a variety of 

security mechanisms must be put in place. 

The physical design of IoT devices, 

however, hinders their computational 

capacity and prevents the use of 

sophisticated security protocols. A 

threat/attack occurs when an unauthorised 

user gains access to a system and discloses 

private information without the associated 

user's consent. 

To provide the taxonomy of IoT attacks, a 

layered architecture of IOT is presented. 

Generalized architecture of IOT consists of 

three layers namely perception, network and 

application layers [6,7]. Basic security 

issues and mechanisms are listed in Table1. 

Table 1. Basic security issues and mechanisms in IOT 

 

SNo IoT Layer Security issues Security Mechanisms 

1 Application Layer Data Sharing, Cloud Application 

Vulnerability, Privacy and 

authentication 

Privacy protection and key 

management 

2 Network Layer Integrity, Availability & 

Confidentiality, Congestion 

Attack 

Authentication and 

encryption 

3 Perception Layer Physical damage, Storage 

vulnerabilities, Resilience to Node 

capture and Jamming attack 

Encryption and key 

agreement, 

Sensor data protection 

 

Figure 1 shows the various layers as well as common attacks that occur at each layer and also 

with some attacks occurring on more than one layer. 
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Intrusion Detection System for Internet of 

Things 

           Intrusion Detection System using 

ML Techniques 

           One of the artificial intelligence 

techniques known as machine learning (ML) 

enables devices to learn from their 

experience rather than being explicitly 

programmed [8]. ML can operate in 

dynamic networks without the aid of a 

person or challenging mathematical 

formulae. For IoT security needs, ML 

approaches have significantly evolved in the 

last several years. Therefore, by examining 

the behaviour of the devices, ML techniques 

can be utilised to detect various IoT attacks 

at an early stage. For IoT devices with 

limited resources, appropriate solutions can 

also be offered utilising various ML 

algorithms. 

The experimental results showed that the 

proposed ensemble method outperformed 

existing ensemble methods and SVM, BN, 

and MC mechanisms using data sources 

from the DNS and HTTP protocols. The 

architecture of developing the ensemble 

method-based NIDS in lower overhead 

compared to other approaches. 

Mohamed et al. [10] developed a Random 

Forest (RF) and Neural Network for 

detecting IoT intrusions (NN). IDS 

concentrated on ML techniques that may be 

offered as a service on IoT systems. RF was 

employed as a classifier to detect intrusions, 

and then a NN classifier was utilised to 

detect the classification of invaders. The 

Raspberry Pi 3 will act as the main computer 

for all applications of the offered solutions. 

The system acts as a bridge between the 

endnode layer and top-level application 

layer. Due to sensors' relatively low 

computational power, this service is better 

suited for safeguarding IoT network end 

nodes by keeping an eye on and monitoring 

unusual activity. An RF and NN-based 

cloud-based intrusion detector is the second 

component. The system in question is used 

to gather IoT traffic, extract features, and 

then classify the extracted features. The data 

point is described as radio frequency 

interference or non-use (RF). 

Utilizing NN, the observed intrusion is 

categorised. The experimental results show 

that while the suggested model successfully 

detects intrusions, intruder categorization 

suffers from low precision and high bias. 

Additionally, binary differential mutation is 

used to broaden the diversity of people. 

Random forest (RF) is optimised for flow 

classification by updating the weight of each 

sample after repeatedly creating each tree, 

and making the final determination using a 

weighted voting process. The performance 

of this approach is evaluated with precision, 

recall, F-score and false positive rate.  The 

result of two-stage intrusion detection 

system is compared with decision tree, 

Adaboost, RF, SVM and GDBT. The results 

demonstrated that this model achieved a 

greater accuracy and lower overhead. 

For IoT networks, Anthi et al.[13] created a 

three-layer Intrusion Detection System 

(IDS) that uses a supervised technique to 

identify a range of common network-based 

intrusions. This system provides three 

primary functions such as 1) Identify and 



Vol 12 Issue 08, Aug 2023                        ISSN 2456 – 5083     Page 388 
 

profile each connected IoT system's routine 

behaviour. 2) Spot malicious packets on the 

network while an attack is occurring. 

3)Classify various attack types that have 

already been launched. This IDS 

architecture mainly focuses on the 4 attacks 

namely Denial of Service (DoS), Man-In-

The-Middle(MITM)/Spoofing, 

Reconnaissance, and Replay.  

The evaluation findings show that the 

proposed ILECA outperforms other well-

known algorithms in terms of detection 

accuracy and real-time characteristics. 

Additionally, the Scikit-Learn tool has been 

used to build a number of well-known 

algorithms, including Decision Trees, k-

Nearest Neighbor, Support Vector 

Machines, etc., in order to discover the best 

classification model appropriate for the IoT 

environment. 

Using three different data sets, including the 

KDD99, NSL-KDD, and UNSW-NB15 

datasets, this study's comparative analysis of 

feature selection techniques and their effects 

on various classification algorithms is 

presented. 

Intrusion Detection System using DL 

Techniques 

Diro and Chilamkurti. [16] designed a deep 

learning based distributed attack detection 

mechanism that incorporate the distribution 

features of IoT.  Accuracy, detection rate, 

false alarm rate, and other performance 

measures have been used in the evaluation 

process to demonstrate the superiority of 

deep models over shallow models. This deep 

model performance was compared to that of 

a centralised detection system, which 

evaluated the distributed attack detection, as 

opposed to typical ML techniques. When 

compared to centralised detection systems, 

distributed attack detection systems perform 

better using a DL model. 

Otoum[17] suggested a new deep learning-

based intrusion detection system (DL-IDS) 

to identify security risks in IoT 

environments in order to address the 

difficulties associated with protecting IoT 

devices. Although there are several IDSs 

described in the literature, they all suffer 

from deficiencies in learning and data set 

management, which have a significant 

impact on how accurately attacks are 

detected.  

In experiments, a processed dataset is 

employed, and the suggested strategy 

produces good classification accuracy. 

Using a feature selection technique, non-

essential variables are found in the data and 

eliminated. This has no impact on how 

accurate the prediction model is. Principal 

Component Analysis (PCA), which is 

implemented here as the Random Forest 

(RF) technique due to its adaptability, is 

frequently employed in machine learning 

(ML) algorithms.  

Self-normalizing neural networks (SNN) 

and feedforward neural networks were used 

by the authors in [24] to investigate 

vulnerability detection against adversarial 

assaults (FNN). The Bot-IoT dataset was 

utilised. The results of the experiment 

showed that the average precision, recall, 

and F1 score was 0.95% and the maximum 

accuracy for FNN was 95.1%. However, it 

was discovered that SNN 9% was more 

resistant to adversarial attacks than FNN in 

terms of feature normalisation. Although 
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feature normalisation of the Bot-IoT dataset 

increased resilience, it had an adverse effect 

on SNN accuracy, which dropped to under 

50%, which is deemed inappropriate for 

real-world security demands. 

Inferences from the Literature 

IDS provides important network-level 

solutions for resolving these problems and 

safeguarding Internet-connected 

frameworks. But it is crucial to understand 

how to transform conventional IDS into 

intelligent IDS, which is similar to 

intelligent IoT. Using IDS, the feature 

selection issue is solved. This paper 

discussed about how machine learning 

techniques are used to identify anomalies in 

network intrusion detection systems. 

Different ML techniques can be used with 

Swarm Optimization techniques in the 

Network Intrusion Detection System to 

improve the performance of the intrusion 

detection system and to detect abnormalities 

in the future. Using deep autoencoders, 

anomalous network traffic coming from 

infected IoT devices is found. Usage of 

various deep learning techniques also 

discussed for the detection of attacks in IoT. 

DDoS assaults use up bandwidth on modern 

IoT devices. Consequently, a preventative 

strategy has been suggested to improve 

network and IoT device cyber security. The 

anomaly detection technique is only used 

when the attack signature is likely to occur. 

An adaptive intrusion detection and 

prevention system has been launched for the 

IDPIoT. This improves security and the 

expansion of Internet-connected devices. 

The investigation of current intrusion 

detection systems leads to the 

recommendation of IDPIoT, which enhances 

security and network- and host-based 

functionality. 

Current Challenges in implementing ML 

and DL based IDS in IoT 

Issues with real-time updates, infrastructure, 

data security, and algorithms that limit 

computing Networks powered by IoT face 

threats from exploitation and privacy leaks. 

The goal of data augmentation approaches 

was to produce datasets that were more 

precise and trustworthy for ML and DL 

model training. For IoT network security, a 

strong software infrastructure must be 

created.  

Aside from that, adding machine learning 

algorithms to an IoT system makes the 

system's computations more difficult. 

Systems are slowed down as a result. 

Therefore, using artificial intelligence 

algorithms is required to lessen complexity. 

Actually, the majority of users are unaware 

of how, where, or with whom their personal 

information has been disclosed. The 

essential security practises of authentication, 

encryption, and security updates are 

followed by all IoT devices. To preserve 

message security, IoT devices must encrypt 

messages before sending them via the cloud. 

However, while building IoT devices, 

privacy protection must be the first priority. 

Since many improvements still need to be 

made, this study will be expanded as 

additional work to give comprehensive 

security, privacy, and cyber-attack 

frameworks in IoT-based innovative 

ecosystems. 

Conclusion 
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IoT networks are frequently the target of 

serious attacks. IoT dangers have increased 

over the past few years, and large-scale 

malicious attacks have been launched as a 

result.  

IDS is an essential security defence measure 

to have in IoT setups. Therefore, typical 

security countermeasures like authentication 

and encryption are insufficient. IoT device 

features present highly particular issues. IDS 

offers important network-level solutions for 

resolving these problems and safeguarding 

Internet-connected frameworks. However, 

as in literature, various problems are raised 

in traditional IDS, like the high false alarm 

rate. In IoT, for intrusion detection, a 

detailed study of traditional DL and ML 

techniques and recent technologies is 

presented in this review. 
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