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Abstract

Voting is a fundamental component of any democratic system, yet the methods commonly used today continue to face
several limitations. Traditional voting approaches often depend on manual processes, which can result in human errors,
delays, and, in some cases, unfair practices. Although electronic voting systems were introduced to improve efficiency
and convenience, they still raise concerns related to security, data privacy, and overall trustworthiness. These challenges
highlight the need for a more robust system that can ensure both security and reliability.This paper proposes a voting
system that integrates blockchain technology with facial authentication. Blockchain is utilized to securely record votes in
a decentralized and immutable manner, ensuring that once a vote is cast, it cannot be altered. This feature enhances
transparency and significantly reduces the risk of tampering. In addition, facial authentication is employed to verify the
identity of voters before they are permitted to vote. This mechanism ensures that only authorized individuals can
participate, thereby preventing duplicate or fraudulent voting. The primary objective of the proposed system is to create a
voting process that is simple, secure, and trustworthy. By combining secure data storage with reliable identity verification,
the system enhances the integrity of the voting process. It also minimizes manual intervention and enables faster and more
accurate result computation. With further development and refinement, this approach has the potential to be applied in

real-world voting scenarios where security, transparency, and efficiency are critical.
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I. INTRODUCTION When the number of voters is large, it becomes even more

. . . difficult to manage the process smoothly and maintain
Voting is an important part of any democratic system

trust among people [1][2].
because it gives people the chance to choose their leaders g people [1][2]

and take part in decision-making. However, the methods
used for voting are not always perfect. Traditional systems
mostly depend on manual work, which can sometimes

lead to mistakes, delays in counting, and even misuse.

To improve this situation, electronic voting systems were
introduced. These systems made the process faster and
reduced the effort required for counting votes. Even

though they solved some problems, they also created new
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concerns. [ssues like hacking, data tampering, and lack of
transparency started to raise questions about their

reliability.

Since voting is a sensitive process, even a small security
issue can affect the overall trust in the system [3][4]. In
recent years, blockchain technology has gained attention
as a secure way to store data. It works in such a way that
once information is added, it cannot be easily changed.
This makes it suitable for applications like voting, where
data must remain accurate and unchanged [5][6]. At the
same time, biometric methods such as facial recognition
are being used in many areas for identity verification.
Facial authentication is simple to use and helps ensure that

only the correct person is allowed access [7][8].

By combining blockchain with facial authentication, it is
possible to build a voting system that is both secure and
easy to use. Blockchain protects the voting data, while
facial recognition confirms the identity of voters. This
reduces the chances of duplicate or fake voting and

improves overall transparency [9][10].

Such a system can also make the process more
convenient, as users can participate without depending

completely on physical verification methods.

Another advantage of using modern technology in voting
is improved accessibility. With online platforms, voters
can take part from different locations, which is helpful in
situations where reaching a polling station is difficult [11].
In addition, digital systems can reduce the cost and effort
involved in managing elections. These benefits show that
combining secure storage with reliable authentication can

be a practical solution for future voting systems [12].

II. LITERATURE SURVEY

In recent years, researchers have shown a lot of interest in
improving voting systems using digital technologies.
Earlier work mainly focused on electronic voting
machines, which were introduced to reduce manual errors
and make the counting process faster. These systems
helped to some extent, but they still depended on
centralized control. Because of this, concerns about data
security and transparency continued to exist, especially in

large-scale elections [1][2].

With the development of blockchain technology, new
ideas were proposed to make voting more secure.
Blockchain allows data to be stored in a distributed way,
where once a record is added, it cannot be easily changed.
This makes it suitable for voting, where the integrity of
each vote is very important. Some researchers developed
blockchain-based voting systems to ensure that votes are
stored safely and can be verified when needed [3][4].
However, many of these systems mainly focused on
protecting the data and did not fully address the problem
of verifying the identity of voters. To handle identity
erification, biometric methods such as facial recognition
started gaining attention. Facial authentication is easy to
use and does not require physical contact, which makes it
convenient for users. Studies have shown that it can help
reduce cases of fake or duplicate voting by confirming
that the person voting is genuine [5][6]. At the same time,
there are certain challenges, such as changes in lighting
conditions or differences in appearance, which can affect

accuracy.
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More recent research has tried to combine both secure
storage and proper authentication into a single system. By
integrating blockchain with facial recognition, it becomes
possible to create a voting system that is both secure and
reliable. Such systems ensure that only authorized users
can vote and that the recorded votes remain unchanged
[7]1[8]. Some approaches also use smart contracts to
automate the voting process and simplify result

calculation.

Researchers have also worked on making voting systems
more accessible by using online platforms. Web-based
and mobile voting solutions can help people vote from
different locations, which is especially useful in situations
where reaching polling stations is difficult [9][10].
However, these systems must be designed carefully to

maintain user privacy and prevent security risks.

Overall, the studies show that both blockchain and
biometric technologies have strong advantages in
improving voting systems. Still, many existing solutions
focus on only one aspect, either security or authentication.
There is a clear need for a system that combines both in a
balanced way to provide a simple, secure, and trustworthy

voting experience [11][12].
I1II. RELATED WORK

In recent years, different approaches have been developed
to improve the voting process using digital technologies.
Some early systems focused on online voting platforms
where users could log in using basic credentials like
usernames and passwords. These systems made voting
more convenient, but they were not very strong in terms

of security. There was always a possibility that login

details could be misused, which raised concerns about

unauthorized voting.

To improve the safety of voting systems, blockchain-
based solutions were later introduced. These systems
store voting data in a distributed manner, which makes it
difficult to change or tamper with the recorded votes. This
approach increased trust in the voting process because the
data remains secure once it is stored. However, many of
these systems mainly focused on protecting the voting
data and did not give enough importance to verifying the

identity of voters.

At the same time, biometric methods such as facial
recognition began to be used for identity verification.
Facial authentication is easy to use and does not require
physical contact, which makes it suitable for modern
applications. It helps in confirming that the person voting
is genuine. However, when used alone, it does not provide
complete security for the voting process, especially in

terms of how votes are stored and managed.

Some recent systems have tried to combine both secure
storage and strong authentication methods. By using
blockchain along with facial recognition, these systems
aim to provide better security and reliability. They ensure
that only valid users can vote and that the votes remain
unchanged once they are recorded. In addition, some
solutions also focus on improving accessibility by

allowing users to vote through web or mobile platforms.

Overall, the existing systems show improvement in
different areas such as security, authentication, and ease
of use. However, most of them focus on only one aspect

rather than providing a complete solution. This creates a
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need for a system that combines all these features in a
balanced way to make the voting process more secure,

reliable, and user-friendly.

IV. PROBLEM STATEMENT

In many voting systems used today, maintaining security
and trust is still a major concern. Traditional methods
often depend on manual work, which can lead to mistakes,
delays in counting, and sometimes unfair practices. Even
with electronic voting, people still worry about whether
the data is safe and whether the results are completely
accurate. These issues make it difficult for voters to fully

trust the system.

Another problem is related to how voters are identified.
In many cases, simple methods like ID cards or login
details are used for verification. These methods are not
always reliable because they can be lost, shared, or
misused. As a result, there is a possibility that someone
could vote more than once or vote on behalf of someone

else. This affects the fairness of the entire voting process.

There is also a need to ensure that once a vote is recorded,
it cannot be changed or removed. Some existing systems
do not provide strong protection against data
manipulation, which creates doubts about the final results.
Because of all these challenges, there is a clear need for a
system that can securely store votes, properly verify each
voter, and make the entire process more transparent and

trustworthy.

V. PROPOSED SYSTEM

The proposed system aims to improve the voting process
by making it more secure and easier to use. It brings
together two important technologies—blockchain and
facial authentication—to handle both data security and
user verification. Instead of relying on traditional methods
or simple login details, the system checks the identity of
each voter using facial recognition. This helps ensure that
only the right person is allowed to vote and reduces the

chances of misuse.

After the identity is confirmed, the voter can cast their
vote through a simple interface. The process is kept
straightforward so that users do not face any confusion
while using the system. Once a vote is submitted, it is
stored in the blockchain. The main advantage of this
approach is that the stored data cannot be changed later,
which helps in maintaining the accuracy of the results.
Since the information is distributed, it also adds an extra

layer of safety.

The system also makes sure that each person can vote
only once. This is handled during the authentication stage
itself, which prevents duplicate voting. At the same time,
the design is kept simple so that even users who are not
very familiar with technology can use it without difficulty.
The focus is on making the system practical and easy to

understand.

Overall, the proposed system tries to create a balance
between security and usability. By wusing facial

authentication for identity and blockchain for storing
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votes, it provides a more reliable way of conducting
elections. It helps reduce common issues like fraud and
data manipulation, while also making the process

smoother for users.
VI. METHODOLOGY

The proposed system is developed in a clear step-by-step
process so that each stage of voting is handled properly.
The first step is voter registration. In this stage, the user
provides basic details along with their facial data, which
is captured using a camera. This information is stored
securely in the system and will be used later for identity
verification. Proper care is taken to ensure that the stored

data is organized and protected from unauthorized access.

After registration, the next stage is voter authentication.
When a user tries to vote, the system captures their live
facial image and compares it with the stored data. If the
system finds a match, the user is allowed to continue. If
not, access is denied. This process helps in confirming
that the person voting is genuine and prevents others from
misusing someone else’s identity. It also ensures that each

voter can access the system only once.

Once the identity is verified, the user is taken to the voting
section. The interface is designed to be simple so that the
voter can easily select their choice without confusion.
After the vote is submitted, it is converted into a secure
digital form and added to the blockchain. Each vote
becomes part of a block, and these blocks are connected
in sequence. This structure makes it very difficult to

change or delete any vote once it has been recorded.

The system also includes a mechanism to prevent
duplicate voting. Since authentication is linked with voter
data, the system checks whether the user has already
voted. If the vote is already recorded, the system will not
allow another attempt. This helps maintain fairness in the
election process and ensures that every voter gets only one

chance.

The stored votes are used to generate results. Since all
data is recorded securely in the blockchain, the counting
process becomes simple and reliable. There is no need for
manual verification, which reduces time and effort. The
overall method is designed to balance security with ease
of use, so that voters can participate comfortably while the

system maintains accuracy and transparency.
VII. IMPLEMENTATION

The system is developed as a web application so that users
can access it easily from any device with an internet
connection. While designing the system, the main focus
is kept on simplicity so that the voting process does not
become complicated for users. The interface is arranged
in a clear way, guiding the user step by step from
registration to voting. This makes it easy even for first-

time users to understand how the system works.

The implementation starts with the registration process,
where basic user details are collected along with facial
data. A camera is used to capture the face, and this
information is stored securely in the system. This stored
data is later used for verification. Care is taken to manage
the data properly so that it is not misused and remains

available only for authentication purposes.
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For identity verification, the system uses facial stored data and allow access only when the match was
recognition in a simple way. When a user wants to vote, correct. This helped in making sure that only genuine
their face is captured again and compared with the stored users could vote. The process was also quick, so users did
image. If both match, the user is allowed to continue. If not have to wait for a long time.

there is no match, access is denied. This step helps in
making sure that only the correct person can use their

voting rights.

Once the user is verified, they can proceed to the voting
section. The process of casting a vote is kept
straightforward, where the user selects an option and
submits it. After submission, the vote is stored in the
blockchain. This ensures that the data cannot be changed
later and remains secure. The use of blockchain adds

reliability without making the system difficult to handle.

Finally, the system is tested to check whether all parts are
working properly. Different situations are checked, such
as user registration, login, authentication, and voting. Any
small issues found are corrected to improve performance.
In the end, the system provides a smooth and secure
voting experience while keeping everything simple for the

user.

VIII. RESULTS

Hand Gesture

The system was tested with a small number of users to
understand how it works in practice. Most users were able
to complete all steps—registration, face verification, and
voting—without any confusion. The layout of the system
made it easy to move from one step to the next, so even

first-time users did not face much difficulty.

The facial authentication part worked well in most cases.

The system was able to match the user’s face with the
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Featu What Was Out
eature Observed utcome
N Easy and quick| _ .
Registration : TR ser-friendly
process
Correct
Face Verification matching in most|Secure access
cases
Voting Simple and fast |Smooth usage
N h . o
Data Storage ° changes High reliability
after saving .
. . |One wvote per|_ .
Facial Authentication Duplicate Prevention user Farr process
The use of blockchain helped in keeping the voting data Overall System Easy to use Good response
safe. Once a vote was recorded, it stayed unchanged,
which gave users confidence in the system. The system Table: System Performance
also made sure that each user could vote only once, which
IX . CONCLUSION

helped in avoiding duplicate entries.
This work presents a voting system that brings together

Overall, the system worked smoothly and provided a

) ) ) ) blockchain and facial authentication to make the process
simple and secure voting experience. Users found it easy

. more secure and dependable. The main goal was to handle
to understand and felt that the process was reliable.
two common problems at the same time—protecting the
voting data and making sure that only the right person is
allowed to vote. By using facial verification before voting
and storing the vote in a secure way, the system helps in

reducing chances of misuse.

The system is kept simple so that users can follow each
step without confusion. From registration to casting a
vote, the process is clear and easy to understand. Facial
authentication checks the identity of the voter, while
blockchain keeps the vote safe once it is recorded. This
combination helps in building confidence in the system,

as users know that their vote cannot be changed later.
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Based on the testing, the system was able to perform
smoothly in different situations. Users were able to
complete the process without difficulty, and the system
handled authentication and data storage properly. Even
though the design is not complex, it still manages to

provide a good level of security and reliability.

To conclude, the proposed system shows that a simple
approach using the right technologies can improve the
voting process in a meaningful way. It makes voting more
secure, reduces errors, and helps in creating a system that
people can trust. With further improvements, it can be

extended for larger and real-time election environments.
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