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ABSTRACT

Finding unusual traffic is essential for both
network security and service quality. A big-
step convolutional neural network traffic
detection model based on the attention
mechanism is developed since the single
dimension of the detection model and
feature similarity make it extremely difficult
to identify anomalous traffic. First, the raw
traffic is preprocessed and mapped into a
two-dimensional greyscale picture after the
network traffic characteristics are examined.
After that, histogram equalisation is used to
create multi-channel greyscale pictures, and
an attention mechanism is added to give
traffic features varying weights in order to
improve local features. Lastly, traffic
characteristics of various depths are
extracted by combining pooling-free
convolutional neural networks, which
improves convolutional neural network
flaws including overfitting and local feature
omission. A balanced public data set and an
actual data set were used for the simulation
experiment. The suggested model is
contrasted with ANN, CNN, RF, Bayes, and
two more recent models, using the widely
used method SVM as a baseline. In
experiments, 99.5% accuracy is achieved
using several classifications. The best
anomaly detection is found in the suggested
model. Additionally, the suggested approach
beats other models in FI1, recall, and

accuracy. It is shown that the model is
strong and resilient to many complicated
situations in addition to being effective at
detection.

1. INTRODUCTION

Internet technology is widely used in all
walks of life, and has strongly contributed to
the development of economy and society.
However, as the current mainstream network
security and defense technologies still have
many shortcomings, the huge application
requirements also make the security
configuration of the entire network becomes
particularly complex, resulting in the entire
network facing the threat of extremely
vulnerable to attacks. At the same time, due
to the openness of the TCP/IP network
architecture, computer viruses spread more
widely through disguise, which affects the
normal operation of the network and causes
social and economic downturn. How to take
effective  methods to analyze data
information to predict the current network
development, find abnormalities and take
appropriate handling measures is of great
significance to maintain network security
[1].

Anomalous traffic detection can be
achieved with the help of network traffic
classification. According to its core idea
there are mainly the following approaches:
port-based [2], deep packet detection based
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[3], and machine learning based [4].
Machine learning consists of traditional
machine learning and deep learning. In the
early days, when the Internet was small and
the traffic types were simple, the first two
methods had stable performance and
achieved good classification results [5], [6],
[7]. However, with the continuous
emergence of new Internet applications,
traffic types are increasing and traffic
components are becoming more complex,
which reduces the classification effect.
Machine learning improvement methods are
proposed to address the limitations of the
above methods. Machine learning is to
extract statistical features of network traffic
and classify them with reliable efficiency
and high accuracy. It also has a wide range
of application prospects.

The overall process of network
traffic classification consists of collecting
data sets, generating normalized data, data
pre-processing, feature extraction, training
models and classification. Traditional
machine learning classification is based on
different algorithms to select the optimal
subset of features that are similar to the full
feature results for classification. This
approach relies on feature selection, which
can directly affect the classification results
and cannot cope with the evolution of
modern network traffic. And traditional
machine learning models cannot represent
the  complex  relationships  between
individual features. As a result, deep
learning becomes the optimal algorithm for
solving network traffic classification, which
performs high performance in dynamic and
challenging traffic classification
environments.

In the past few years, deep
learning has had several studies working on
network traffic classification [8], [9], [10].
These studies provide the performance-
enhancing feasibility of deep learning
techniques for handling traffic classification
tasks, but reveal that deep learning is still in
its infancy for network anomaly detection
research. In contrast to machine learning,
deep learning not only enables classification
of network traffic by automatically
extracting structured and complex features
and feeding them directly into a training
classifier, but also represents complex
nonlinear relationships between features. In
summary, the anomalous traffic detection
model for network security defense has
improved in terms of improvement and
practicality. However, there are still many
problems: First, the classification results are
poor for traffic information with similar
attribute  characteristics.  Second, the
structure of the anomaly network detection
model 1is inflexible and cannot extract
features in multiple dimensions and fields of
view, which reduces the accuracy of
network traffic classification to a certain
extent. Third, multiple pooling using
convolution neural networks has the
potential for information loss, which can
make the sequence less relevant.

To overcome the above challenges and
difficulties, this paper makes the following
contributions:

* In this paper, we propose an Attention and
Big Step Convolution Neural Network
(ABS-CNN) model based on the attention
mechanism [11]. To solve the problems such
as similar features leading to worse
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classification  results, the  attention
mechanism is invited to assign attention
weights to data sequences to distinguish
subtle features. To solve the problems such
as similar features leading to worse
classification  results, the attention
mechanism is invited to assign attention
weights to data sequences to distinguish
subtle features. Experiments show that the
model with enhanced features has higher
classification accuracy and  better
robustness.

* In this paper, we use histogram
equalization to solve the problem of single
model dimensionality. The traffic data is
first processed into grayscale images and
then the images are histogram equalized.
Combined with improved multi-channel
convolution to automatically extract and
fuse multi-field fine-grained features. The
experiments show that the traffic with
histogram  equalization performed is
relatively well-defined, which results in
better model detection performance and
better robustness.

* To address the reduced correlation of
traffic sequences due to pooling, the traffic
features are extracted by combining big-step
convolution. And big-step convolution is
also called stepwise convolution. Stepwise
convolution preserves the sequence-related
features extracted by the convolution layer
and reduces the harm of accuracy loss due to

information loss.

This paper is divided into five
parts. Section I briefly describes the research
background and main contributions of this
paper. Section II will describe and
summarize the current research

development. Section III carries out the
model introduction  and  algorithm
implementation process. Detailed
experiments and analysis of the results will
be carried out in Section IV. Finally, Section
V will analyze and summarize the model
proposed in this paper and point out some

possible future research directions.
2. EXISTING SYSTEM

Shi et al. [16] proposed a cost-sensitive
SVM (CMSVM) for the network traffic
imbalance problem. The model uses a multi-
class SVM with an active learning algorithm
to solve the imbalance problem for different
applications by adaptive weights. Cao et al.
[17] proposed a real-time network
classification model with SPPSVM. The
model uses the feature selection method of
principal component analysis (PCA) to
reduce the dimensionality of the original
data and uses an improved particle swarm
optimization algorithm to obtain the optimal
parameters. The classification accuracy is
higher compared to the traditional SVM
model. Farid et al. [18] combined naive
bayes and decision trees for anomalous
traffic detection while eliminating redundant
attributes of the traffic data. The proposed
algorithm improves the detection rate.
Machine learning based classification
methods usually require manual feature
design and selection, which cannot cope
with the evolution of networks nowadays.

Gianni et al. [19] proposed a novel deep
neural network based on auto encoder. The

model embeds multiple auto encoders into
convolutional and recurrent neural networks

Volume 13 Issue 11 Nov 2024

ISSN 2456 - 5083 Page 20



International Journal for Innovative

€ngineering and Management Research

PEER REVIEWED OPEN ACCESS INTERNATIONAL JOURNAL

www.ljiemr.org

to elicit the basic features of interest, which
uses stacked fully connected neural
networks to achieve classification of
network traffic.

Ren et al. [20] proposed a tree-structured
recurrent neural network that uses a tree
structure to divide large classification into
small classification problems. The model
can automatically learn the nonlinear
relationship between the input data and the
output data, which has a better classification
effect. Tal et al. [21] proposed a new method
for encrypted traffic classification. The
method first converts traffic data into
intuitive images, and then combines
convolutional neural networks to achieve
classification of the images to achieve traffic
classification. Li et al. [22] proposed a
bidirectional independent recurrent neural
network with parallel operations and
adjustable gradients to solve the problem
that recurrent neural networks are prone to
gradient explosion or disappearance. The
model extracts the bi-directional structural
features of network traffic by forward and
backward inputs and combines global
attention to emphasize the important
features of network traffic.

Lin et al. [23] proposed a multi-level feature
fusion model to deal with the data imbalance
problem. The model combines data timing,
byte and statistical features for higher
performance. Lin et al. [24] proposed a
traffic classification model TSCRNN based
on spatial and temporal features. The model
first preprocesses the original data, and then
learns the spatial and temporal features of
the traffic by CNN and bi-directional RNN

respectively to achieve efficient
classification of the traffic. Saadat et al. [25]
proposed a deep learning integrated model.
The model first uses a one-dimensional
convolutional neural network to
automatically extract traffic features, which
is then combined with ALO for efficient
feature selection and SOM-based clustering

to achieve classification of network traffic

Disadvantages

» An existing system is not
implemented hybrid deep learning or
an efficient ml model detection
policy to improve the efficiency and
effectiveness of Abnormal Traffic
Detection Generation.

» An existing system never used
Attention and Big Step
Convolutional ~ Neural = Network
(ABS-CNN) model which is more
accurate and efficient.

3. PROPOSED SYSTEM

* In this paper, we propose an Attention and
Big Step Convolutional Neural Network
(ABS-CNN) model based on the attention
mechanism [11]. To solve the problems such
as similar features leading to worse
classification results, the attention
mechanism is invited to assign attention
weights to data sequences to distinguish
subtle features. To solve the problems such
as similar features leading to worse
classification  results, the attention
mechanism is invited to assign attention
weights to data sequences to distinguish
subtle features. Experiments show that the
model with enhanced features has higher
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classification ~ accuracy =~ and  better
robustness.

* In this paper, we wuse histogram
equalization to solve the problem of single
model dimensionality. The traffic data is
first processed into grayscale images and
then the images are histogram equalized.
Combined with improved multi-channel
convolution to automatically extract and
fuse multi-field fine-grained features. The
experiments show that the traffic with
histogram  equalization = performed is
relatively well-defined, which results in
better model detection performance and
better robustness.

* To address the reduced correlation of
traffic sequences due to pooling, the traffic
features are extracted by combining big-step
convolution. And big-step convolution is
also called stepwise convolution. Stepwise
convolution preserves the sequence-related
features extracted by the convolution layer
and reduces the harm of accuracy loss due to
information loss.

Advantages

> An input layer, three convolutional
layers, a fully connected layer and an
output layer are set in the ABS-CNN
model, and a convolutional attention
mechanism is introduced to enhance
the ability of convolution to extract
traffic features.

» In the proposed system, the ablation
study is performed by removing each
component in turn from the proposed
ABS-CNN and comparing it with the
ABS-CNN of the complete pair to
verify the impact of each component

on the model. To examine the effects
of attention mechanism, histogram
equalization, and large-step
convolution on model performance.

4. SYSTEM ARCHITECTURE
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5. ALGORITHIMS

Gradient boosting

Gradient boosting is a machine
learning technique used
in regression and classification tasks, among
others. It gives a prediction model in the
form of anensemble of weak prediction
models, which are typically decision
trees.['”) When a decision tree is the weak
learner, the resulting algorithm is called
gradient-boosted trees; it usually
outperforms random  forest.A  gradient-
boosted trees model is built in a stage-wise
fashion as in other boosting methods, but it
generalizes the other methods by allowing
optimization of an
arbitrary differentiable loss function.
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Logistic regression Classifiers

Logistic regression analysis studies the
association between a categorical dependent
variable and a set of independent
(explanatory) variables. The name logistic
regression is used when the dependent
variable has only two values, such as 0 and 1
or Yes and No. The name multinomial
logistic regression is usually reserved for the
case when the dependent variable has three
or more unique values, such as Married,
Single, Divorced, or Widowed. Although the
type of data used for the dependent variable
is different from that of multiple regression,
the practical use of the procedure is similar.

Logistic ~ regression  competes  with
discriminant analysis as a method for
analyzing categorical-response variables.
Many statisticians feel that logistic
regression is more versatile and better suited
for modeling most situations than is
discriminant analysis. This 1is because
logistic regression does not assume that the
independent  variables  are
distributed, as discriminant analysis does.

normally

This program computes binary logistic
regression and  multinomial  logistic
regression on both numeric and categorical
independent variables. It reports on the
regression equation as well as the goodness
of fit, odds ratios, confidence limits,
likelihood, and deviance. It performs a
comprehensive residual analysis including
diagnostic residual reports and plots. It can
perform an independent variable subset
selection search, looking for the best
regression model with the fewest
independent  variables. It  provides

confidence intervals on predicted values and
provides ROC curves to help determine the
best cutoff point for classification. It allows
you to validate your results by automatically
classifying rows that are not used during the
analysis.

SVM

In classification tasks a discriminant
machine learning technique aims at finding,
based on an independent and identically
distributed  (iid) training dataset, a
discriminant function that can correctly
predict labels for newly acquired instances.
Unlike  generative  machine  learning
approaches, which require computations of
conditional probability distributions, a
discriminant classification function takes a
data point x and assigns it to one of the
different classes that are a part of the
classification task. Less powerful than
generative approaches, which are mostly
used when prediction involves outlier
detection, discriminant approaches require
fewer computational resources and less
training data, especially for a
multidimensional feature space and when
only posterior probabilities are needed.
From a geometric perspective, learning a
classifier is equivalent to finding the
equation for a multidimensional surface that
best separates the different classes in the
feature space.

SVM is a discriminant technique, and,
because it solves the convex optimization
problem analytically, it always returns the
same optimal hyperplane parameter—in
contrast to genetic algorithms (GAs) or
perceptrons, both of which are widely used
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for classification in machine learning. For
perceptrons, solutions are highly dependent
on the initialization and termination criteria.
For a specific kernel that transforms the data
from the input space to the feature space,
training returns uniquely defined SVM
model parameters for a given training set,
whereas the perceptron and GA classifier
models are different each time training is
initialized. The aim of GAs and perceptrons
is only to minimize error during training,
which  will translate into  several

hyperplanes’ meeting this requirement.
Convolutional Neural Network (CNN)

A Convolutional Neural Network (CNN) is
a type of deep learning algorithm
specifically designed for image processing
and recognition tasks. Compared to
alternative classification models, CNNs
require less preprocessing as they can
automatically learn hierarchical feature
representations from raw input images. They
excel at assigning importance to various
objects and features within the images
through convolutional layers, which apply
filters to detect local patterns.

The connectivity pattern in CNNss is inspired
by the visual cortex in the human brain,
where neurons respond to specific regions or
receptive fields in the visual space. This
architecture enables CNNs to effectively
capture spatial relationships and patterns in
images. By stacking multiple convolutional
and pooling layers, CNNs can learn
increasingly complex features, leading to
high accuracy in tasks like image

classification,  object  detection, and

segmentation.
6. IMPLEMENTATION

Modules

Service Provider

In this module, the Service Provider has to
login by wusing valid user name and
password. After login successful he can do
some operations such as Browse Data
Sets and Train & Test, View Trained and
Tested Accuracy in Bar Chart, View Trained
and Tested Accuracy Results, View
Prediction Of Traffic Type, View Prediction
Of Traffic Type Ratio, Download Predicted
Data Sets, View Traffic Type Ratio Results,
View All Remote Users.

View and Authorize Users

In this module, the admin can view the list
of users who all registered. In this, the
admin can view the user’s details such as,
user name, email, address and admin
authorizes the users.

Remote User

In this module, there are n numbers of users
are present. User should register before
doing any operations. Once user registers,
their details will be stored to the database.
After registration successful, he has to login
by using authorized user name and
password. Once Login is successful user
will do some operations like REGISTER
AND LOGIN, PREDICT TRAFFIC TYPE,
VIEW YOUR PROFILE.
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8. CONCLUSION

This work suggests a detection model based
on attention and big-step convolution to
overcome the challenges posed by
comparable characteristics and a single
model structure on anomalous traffic
c....,..'.-.....,..m identification. Both publicly accessible
= datasets and datasets from  actual
environment crawls were used for the
experiments. Performance analysis shows

how effective the model is.

* When compared to conventional
models, ABS-CNN has the best accuracy,
precision, recall, and F1-Score. It has been
demonstrated that ABS-CNN produces
predictions with excellent accuracy and a
good detection effect. Additionally, the
classification accuracy of multiple traffic
from the confusion matrix of different types
of traffic is 100%, demonstrating the high
sensitivity of ABS-CNN in detecting
abnormal traffic. ¢ ABS-CNN operates
efficiently and has a shorter training and
testing time than other CNN model variants.
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And with the greatest classification results,
ABS-CNN exhibits unmatched benefits in
accuracy, precision, recall, and F1-Score.

* The ablation analysis's findings
demonstrate that ABS-CNN improves
feature differentiation and alleviates the
challenges posed by feature similarity by
introducing an attention mechanism to
allocate attention weights for distinct
features. In data preparation, ABSCNN adds
histogram equalisation, which strengthens
the model's single channel structure and
increases its detection capabilities. ABS-
CNN experiments on traffic crawled by real
environments and achieves excellent
detection results. At the same time,
removing the pooling layer preserves the
sequence-related features, which lowers the
training parameters, increases the operation
efficiency, and achieves efficient abnormal
traffic detection. Encrypted traffic is what
the real environment records. ABS-CNN
demonstrates the fine-grained ability to
encrypt harmful traffic in addition to
efficiently classifying encrypted traffic
application kinds. This indicates that the
ABS-CNN has some resilience and can
adjust to situations with varying levels of
complexity. In addition to offering a
potential remedy for the challenges of
comparable characteristics and single model
dimension on abnormal traffic recognition,
the suggested method expands the use of
attention mechanisms and  histogram
equalisation in abnormal traffic detection.
Future directions for study include the
following:

* In order to collect samples for
data pre-processing, existing network

www.ljiemr.org

techniques still require splitting, which leads
to a small number of samples being lost. The
five-tuple sequence also produced duplicate
and invalid samples that were not labelled.
In the future, conduct further study to
identify better pre-processing tools and
sequences.

* To investigate anomalous traffic
identification in spatial and temporal
mining, examine the temporal and
geographical correlations of various packets.
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