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ABSTRACT

Cloud computing is currently playing an important role in the information technology
industry because of its improved efficiency, wide access, low cost, and many benefits. It also
provides more space for storing data and transmitting data from one location to another faster
for different users on the Internet. Due to large storage, cloud customers can save huge capital
investment on IT infrastructure and focus on their own core business. Therefore, many companies or
organizations are moving their business to the cloud. However, many customers are reluctant to
use the cloud due to security and privacy concerns. To tackle this problem, in this paper,
efficient secure data retrieval is developed with the help of multi-stage authentication (MSA)
and optimized blowfish algorithm (OBA). The proposed system consists of three modules namely,
MSA, data security, and data retrieval. Initially, the cloud users register their information on
cloud based on a multi-authentication procedure.

After the registration process, the data are encrypted with the help of OBA. To increase the
security of the system, the key value is optimally selected with the help of a binary crow
search algorithm. After the encryption process, MSA based data retrieval process is
performed. This will avoid, un-authorized person to attack the data. The performance of the
proposed methodology is implemented in JAVA and performances are analyzed in terms of
different metric Cloud computing is currently playing an important role in the information
technology industry because of its improved efficiency, wide access, low cost, and many
benefits. It also provides more space for storing data and transmitting data from one location
to another faster for different users on the Internet. Due to large storage, cloud customers can
save huge capital investment on IT infrastructure and focus on their own core business. Therefore,
many companies or organizations are moving their business to the cloud. However, many
customers are reluctant to use the cloud due to security and privacy concerns.

To tackle this problem, in this paper, efficient secure data retrieval is developed with the help
of multi-stage authentication (MSA) and optimized blowfish algorithm (OBA). The proposed
system consists of three modules namely, MSA, data security, and data retrieval. Initially, the
cloud users register their information on cloud based on a multi-authentication procedure.
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After the registration process, the data are encrypted with the help of OBA. To increase the
security of the system, the key value is optimally selected with the help of a binary crow
search algorithm. After the encryption process, MSA based data retrieval process is
performed. This will avoid, un-authorized person to attack the data. The performance of the
proposed methodology is implemented in JAVA and performances are analyzed in terms of
different metric Cloud computing is currently playing an important role in the information
technology industry because of its improved efciency, wide access, low cost, and many benefts.
It also provides more space for storing data and transmitting data from one location to another
faster for diferent users on the Internet. Due to large storage, cloud customers can save huge
capital investment on IT infrastructure and focus on their own core business. Therefore, many
companies or organizations are moving their business to the cloud. However, many customers
are reluctant to use the cloud due to security and privacy concerns. To tackle this problem, in this
paper, efcient secure data retrieval is developed with the help of multi-stage authentication
(MSA) and optimized blowfsh algorithm (OBA). The proposed system consists of three modules
namely, MSA, data security, and data retrieval. Initially, the cloud users register their
information on cloud based on a multi-authentication procedure. After the registration process,
the data are encrypted with the help of OBA. To increase the security of the system, the key
value is optimally selected with the help of a binary crow search algorithm. After the encryption
process, MSA based data retrieval process is performed. This will avoid, un-authorized person to
attack the data. The performance of the proposed methodology is implemented in JAVA and
performances are analyzed in terms of diferent metrics.

LINTRODUCTION data storage. However, security is a major
issue in cloud computing. To overcome the
security problem, a lot of cryptography
algorithms and access control mechanisms

In recent years, cloud computing (CC) has
made great strides in the technology industry
and the scientifc community (De la Prieta et
al. 2019). CC 1s a computing model that can
be used anywhere, anytime. They only pay
the amount based on usage. This method is

are introduced. Security goals are set at three
points namely, confdentiality, integrity, and
availability. Cryptography is concerned with
the confdentiality of data in the cloud To
access the cloud storage data, the access
control mechanism is utilized. Access

called pay-as-you-go fashion (Kumar et al.
2019). Storage is one of the most infuential
and needed computing resources in the
current digital era. It is one of the most
popular services in the CC industry (Helmi
et al. 2018). Due to a large amount of
storage, a lot of organizations and industries
store their data on the cloud. Amazon’s
Elastic Compute Cloud (EC2) and Amazon
Simple Storage Service (S3) and apple
icloud are well-known examples of cloud

control technology can not only ensure the
valid access requests of valid users but also
prevent the invasion of unauthorized users,
as well as address security issues caused by
the misuse of valid users. Traditional access
control is identity-based authentication
technology and operates within the confnes
of a unifed security domain (Vafamehr and
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Khodayar 2018; Li et al. 2009). For access
control mechanisms, single authentication,
biometric authentication, and
multiauthentications methods are developed.
The single-stage authentication approach
may steal. Bio-metric authentication namely,
fngerprints, palm prints, hand geometry,
face recognition, voice recognition, iris
recognition, and retina authentication have
been proposed in the literature. Each
biometric accreditation program has its
advantages and disadvantages, which are
based on several factors, such as
sustainability, individuality, and
acceptability (Kushida and Pingali 2014;
Burger 2001). One of the main drawbacks of
using bio-metrics is its intrusion into the
user’s character. Besides, most biometric
systems require a special scanning device to
authenticate users, which does not apply to
remote and Internet users. To avoid the
problem, multi-stage authentication (MSA)
is developed. The MSA consists of more
than three security layers (Kang et al. 2015,
Dinesha and Agrawal 2012; Rajani et al.
2016). Similarly, recently, many
cryptography-based secure data transaction
is presented namely, Advanced Encryption
Standard (AES) (Sachdev and Bhansali
2013), Data Encryption Standard (DES)
(Ramya et al. 2016), Rivest, Shamir, &
Adleman (RSA) (Somani et al. 2010), SHA-
256 (Sundarakumar and Mahadevan 2019),
elliptical curve cryptography (ECC) (Bai et
al. 2017) and blowfsh algorithm (Reddy et
al. 2015) etc. multi stage authentication
based security also introduced. Even though,
some problems namely, maximum execution
time, cost, and information loss are not

reduced. The metaheuristics algorithm also
developed to improve the performance of
cryptography algorithms. To avoid the
problem, an efcient new algorithm is needed
to solve the security issues .The main
objective of the proposed methodology is to
securely transmit the data on the cloud using
MSA and optimized blowfsh algorithm
(OBA). MSA is three-stage security layers
that avoid unauthorized users access the data
on the cloud. The proposed works have
developed based on dual security layers such
as MSA based access control and
cryptography algorithm. In the
authentication process, MSA is developed.
In MSA, if any Stage Client does not
provide the information correctly, he will be
rejected immediately. Thus, no unknown
person can take the information from the
storage center. After the authentication
process, data are encrypted using OBA.
Here, the key values are optimally selected
using binary crow search algorithm (BCSA).
Finally, the user retrieves the data, if they
satisfy the multiple authentication processes.

ILLITERATURE SURVEY

A lot of research has been developed to
secure data transactions on the cloud.
Among them some of the works are
analyzed here; Cheng et al. (2018) had
developed an Identity-Based Encryption
(IBE) based accountable privacy-preserving
mechanism on CC. Initially, based on the
privacy attributes accountable privacy-
preserving mechanism is presented. Second,
the proposed accountability for CC involves
the privacy-protecting mechanism, the
proposed  accounting, and  auditing
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approaches. The experimental of the
proposed methodology is analyzed in terms
of diferent metrics. In Sudhakar and Rao
(2020), Sudhakar et al. had developed a
secure aware data transaction on the cloud
using an index based quasi—identifer
approach. Here, they utilized an incremental
and distributed data set for experimentation.
Here, initially, input data are clustered with
the help of modifed fuzzy c-means
clustering (MFCM). Then tuple partitioning
is done. After that, important data are
selected from the clustered output. To avoid
sensitive data loss, data are secured with the
help of Bucketization.

Brindha and Shaji (2018) had developed a
conditional source trust attributes encryption
mechanism with particle swarm
optimization (CSTAE-PSO) based secure
data transaction on the cloud. Here, initially,
condition attributes are selected and then,
the selected attributes are encrypted with the
help of the CSTAE mechanism. In this
paper, to increase the performance of the
encryption process, the bilinear mapping
transformation function was included in
CSTAE. To attain the minimal transaction
with completion time, the PSO algorithm
was developed. The performance of the
proposed methodology was analyzed in
terms of diferent metrics namely, throughput
level on the transaction, security rate on the
data layer, and transaction completion time.
Similarly, Thangavel and Varalakshmi
(2018) had developed a secure data storage
and retrieval on the cloud using enhanced
DNA and ElGamal cryptography algorithm.
Here, initially, the data are encrypted with
the help of the DNA algorithm, and the

encrypted information was transferred
between the data owner and data client on
the cloud. To address the key management
issues, the ElGamal cryptosystem was
utilized. The proposed method provided
better user authentication and performance
over security record against attacks.

Kanna and Vasudevan (2019) had developed
a hybrid crypto mechanism-based privacy
preservation on the cloud. The crypto
mechanism was designed based on a fully
homomorphic—elliptic curve cryptography
(FH-ECC) algorithm. Initially, DO encrypt
the information using the ECC algorithm.
To improve the security of the data, again
data was encrypted with the help of a fully
homomorphic  (FH) algorithm.  After
encryption process data was stored on the
cloud. After the storage process, the access
control policy was developed to avoid the
unauthorized person login. The performance
of the proposed methodology was analyzed
in terms of diferent measures namely,
execution time, encryption time, and
decryption time. Moreover, Mohiuddin et al.
(2019) had developed adaptive bin packing
algorithm based secure data storage on the
cloud. Here, they introduced an end to end
security framework for data at rest in cloud
storage to eliminate insider threats. The
security threads were identifed and
performance was analyzed.

Pournaghi et al. (2020) had explained a
block chain and attribute based encryption is
developed. In this paper, they securely store
the medical data on cloud. To avoid the
unauthorized person login process, fne-grain
access control mechanism is utilized.
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Moreover, Sumathi and Sangeetha (2020)
had developed a data security on cloud. In
this paper, the security issues are reduced by
Group Key Based Attribute Encryption
using  Modifed Random  Fibonacci
Cryptographic (MRFC).initially, the input
data was separated into sensitive and non-
sensitive data using attribute segregation
method. Then, the sensitive data are
encrypted using MRFC. The performance of
this approach is analyzed in diferent metrics.
Pragaladan and Sathappan (2018) had
developed Combining DNA Structure and
Multi-aspect Time-Integrated Cut-of
Potential based secure data storage on cloud.
This method was reducing the time
complexity for establishing confdentially of
the data. This framework improves the
authentication level of security by using
confdentiality and authentication techniques
from unauthorized user change. The DNA-
MACP framework with comprehensive
security analysis and implementation
reduces time and space issues in business
data transactions in a cloud environment.
Suresha and Karthick (2020) had explained
a data security wusing  Threshold
Cryptography Technique. This approach
addresses data security issues in the cloud
system more efciently. In this threshold
cryptography technique, the data owner
creates users in groups based on location or
location, project and department, the data
owner assigns a single secret key to encrypt
data to each group, and each user in the
group shares parts or pieces of the secret
key. This method also uses the Data Access
Control List to control data access. The
proposed approach provides data protection

more efciently, which increases the efciency
of the system and reduces the number of
secret keys.

HLEXISTING SYSTEM

The cloud data are loosed due to attacks. In
this, the unauthorized persons are attack the
sensitive data. Lot of arrack models are
available in cloud. In this paper, fve
important attacks are analyzed namely,
Denial of service (DOS), Distributed denial
of service (DDOS), Hijacking Account,
malware injection attack, man- in- the-
middle- attack and authentication attack. In
the DoS attack, the attacker overloads the
target cloud system with service requests,
thereby stopping responding to any new
requests, so its users are unavailable. A
DDoS is a DoS that uses a high number of
has to make the attack indeed more
disruptive. The number of hosts can reach
hundreds of thousands. Cloud account
hijacking is the process by which an
individual or company’s cloud account is
stolen or stolen by an attacker. Cloud
accounting is a common tactic in identity
theft schemes, in which an attacker uses
stolen account information to perform
malicious or unauthorized activity. In Cloud
Malware Injection Attack an attacker tries to
inject malicious service or virtual machine
into the cloud. Authentication is a weak
point in cloud computing services which is
frequently targeted by an attacker. The
above mentioned attacks are most popular in
cloud. To avoid the attack, in this paper
MSA with cryptography algorithm is
developed.
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IV.PROPOSED SYSTEM

Cloud computing is a service that has been
rapidly increasing its growth in the
information technology industry in recent
years. Privacy and security are challenging
issues for cloud users and providers. In a
public cloud environment, users cannot
control its remote data as it transfers its data
to a public cloud server. Therefore,
information security is a critical issue in
public cloud storage, such as confdentiality,
integrity, availability, and reliability of data.
To resolve this issue, in this research, an
OBA as well as MSA is proposed. OBA
aims to  strengthen
confdentiality in public cloud storage. The
proposed method consists of three stages
namely, MSA, data security using OBA, and
query-based data retrieval. In this method
SaaS is used. This method prevents the data
into insider attacker and  outsider
attackers.The proposed methodology
consists of three phases namely, registration
phase, security phase and retrieval phase. In
the registration phase, users are registered
their information on cloud. In this phase, to
avoid the unauthorized person login process,
MSA is developed. In the security phase, the
data are encrypted using Blowfsh algorithm.
To enhance the blowfsh, the encryption keys

sensitive  data

are optimally selected using BCSO
algorithm. In the retrieval phase, authorized
persons are given the request to the server.
The user is registered means, they will
receive the data otherwise the request will
neglect.

V.SYSTEM ARCHITECTURE
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Figure 5.1 Architecture Diagram
VIL.IMPLEMENTATION

The implementation of Efficient Secure
Data Retrieval on Cloud using Multi-Stage
Authentication and Optimized Blowfish
Algorithm involves a series of well-defined
steps, each focused on ensuring data security
while maintaining high retrieval efficiency.
Initially, the system begins by establishing a
cloud environment for data storage and
retrieval, using popular cloud platforms such
as Amazon Web Services (AWS), Google
Cloud, or Microsoft Azure. The system
architecture is built around the client-server
model, where clients make requests for data
retrieval, and the server handles the
authentication, decryption, and data access.
The first layer of the implementation
involves multi-stage authentication. Upon a
user’s request for data retrieval, the system
performs a sequence of authentication
checks: starting with password
authentication, followed by biometric
verification (such as fingerprint or facial
recognition), and finally, a token-based
authentication for added security. This
multi-stage authentication ensures that only
authorized users are granted access to
sensitive data. The biometric authentication
is implemented using popular libraries or
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services such as OpenCV for facial
recognition or TensorFlow for fingerprint
matching, while token-based authentication
can be implemented using secure
mechanisms like JSON Web Tokens (JWT)
for user session management. Once the user
is successfully authenticated, the data
retrieval process begins. The sensitive data
in the cloud is stored in an encrypted format.
To retrieve the data securely, the optimized
Blowfish encryption algorithm is used.
Blowfish, being a symmetric key cipher, is
efficient in encrypting and decrypting large
volumes of data, which is essential in cloud
environments with large-scale data storage.
However, since Blowfish's default key size
and performance might be suboptimal for
cloud systems, an optimization technique is
applied, such as key schedule optimization
or parallel processing during encryption and
decryption to reduce computational
overhead. The system can perform this by
using  multi-threading or  distributed
computing methods to handle large data
sets, ensuring that encryption and decryption

processes do not impact the overall system
performance.

VII.CONCLUSION

In conclusion, the Efficient Secure Data
Retrieval on Cloud using Multi-Stage
Authentication and Optimized Blowfish
Algorithm provides a robust solution to the
increasing concerns regarding data security
and privacy in cloud computing
environments. Cloud computing, with its
extensive scalability and flexibility, has
become the backbone for a wide range of
services, but the sensitive nature of the data
stored requires advanced security measures.
This proposed system leverages multi-stage
authentication combined with an optimized
Blowfish algorithm to ensure secure,
efficient, and reliable data retrieval. By
incorporating multiple layers of
authentication—such as password-based,
biometric, and token-based methods—the
system significantly reduces the risk of
unauthorized access and enhances the
overall security posture. Additionally, the
Blowfish encryption algorithm, known for
its speed and effectiveness in securing data,
is optimized to improve its performance
while maintaining a high level of encryption
strength. This optimization ensures that the
system can handle large-scale cloud data
without compromising on processing time.
The combination of these security
techniques makes the system highly scalable
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and suitable for various cloud-based
applications, such as enterprise data storage,
health information management, and
personal cloud storage. With the rapid
adoption of cloud technologies, this system
offers a critical solution to ensuring the
privacy and integrity of sensitive data,
providing users with a secure environment
for data retrieval and management in the
cloud.

VIII.LFUTURE SCOPE

The future scope of the Efficient Secure
Data Retrieval on Cloud using Multi-Stage
Authentication and Optimized Blowfish
Algorithm system is vast and can be
enhanced further in several ways. One
potential direction is the integration of more
advanced authentication mechanisms such
as behavioral biometrics or multi-factor
authentication (MFA) systems, which could
enhance the security of the data retrieval
process even more. As cloud environments
continue to evolve, the use of machine
learning algorithms to detect abnormal
access patterns and potential threats could
add an additional layer of security, making
the system more adaptive and intelligent in
real-time. Further optimization of the
Blowfish algorithm, including the potential
integration of quantum-resistant algorithms,
could be explored as quantum computing
develops and poses new challenges for
traditional encryption methods.
Additionally, blockchain technology could
be incorporated to provide immutable audit
trails and ensure the integrity of data access

www.ijiemr.org

requests, further reinforcing trust and
transparency in cloud data retrieval
processes. There is also the potential to
extend this approach to hybrid cloud
environments, providing secure data
retrieval not just from public clouds but also
from private and multi-cloud infrastructures.
These future enhancements would enable
more secure, efficient, and scalable solutions
for organizations and individuals relying on
cloud services for data storage and
processing.
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