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Abstract 

Modern surveillance systems require reliable monitoring solutions that can operate in 

hazardous or hard-to-reach environments. Conventional methods often depend on human 

involvement, which can pose safety risks. This work presents an IoT-based surveillance robot 

using the ESP32-CAM module for remote monitoring applications. The system combines a 

robotic platform with a wireless camera module capable of real-time video streaming. DC 

motors, controlled through a motor driver, enable movement in multiple directions. The 

ESP32-CAM module supports image capture and Wi-Fi communication, allowing live video 

transmission to a remote user via a web interface. This setup enables monitoring of restricted 

or high-risk areas from a safe distance. Wireless control through a mobile device or computer 

allows real-time navigation and observation. The system offers a cost-effective, portable, and 

efficient solution for applications such as security surveillance, border monitoring, and 

disaster management. 

Keywords: IoT surveillance robot, ESP32-CAM module, real-time video streaming, 

wireless monitoring, remote navigation, security surveillance. 

1 Introduction 

The IoT-based surveillance robot is an intelligent monitoring system developed to 

improve security in hazardous or restricted environments [8][10]. Modern defense and 

security operations require continuous observation of sensitive areas such as border regions, 

conflict zones, and disaster-affected locations where human presence may be unsafe. 

Conventional surveillance approaches rely on manual patrols or fixed camera systems, which 

often provide limited coverage and may expose personnel to risks [1]. By combining 

robotics, wireless communication, and Internet of Things (IoT) technology, this system 



 

Page 166 Vol 15 Issue 03, March 2026 ISSN 2456 – 5083 

  

 

 

 

  

 

 

enables remote monitoring and real-time observation without direct human involvement 

[2][11]. The robot is equipped with a camera module and wireless connectivity, allowing 

operators to view surroundings and control movement from a safe distance. 

A key feature of the system is real-time visual surveillance. The ESP32-CAM module 

integrates a microcontroller with a camera capable of capturing images and streaming live 

video over a wireless network [4][12]. Through Wi-Fi connectivity, the video feed is 

transmitted to a smartphone or computer interface, enabling continuous observation of the 

monitored area. This feature is especially useful in situations requiring immediate awareness, 

such as detecting suspicious activity or identifying potential threats in restricted locations. 

Mobility plays an important role in effective monitoring. The robot is built on a movable 

platform driven by DC motors, which are controlled using an L298N motor driver module 

[6]. This setup allows movement in multiple directions, including forward, backward, left, 

and right. Commands can be sent wirelessly, enabling real-time navigation and precise 

positioning within the environment. This capability allows coverage of larger areas compared 

to stationary surveillance systems. 

Wireless communication and IoT integration further enhance system functionality. 

The ESP32 microcontroller supports Wi-Fi connectivity, enabling communication between 

the robot and the remote user interface [12]. Sensor data and video streams are transmitted 

over the network, while control commands are received from the user. A web-based or 

mobile interface can be used to monitor and operate the system, making it flexible and easy 

to deploy in different scenarios without complex infrastructure [3][7]. The system is powered 

by rechargeable 18650 lithium batteries, which provide sufficient energy for both the motors 

and the camera module. These batteries are known for their high energy density, compact 

size, and longer operational life, making them suitable for portable robotic systems. Efficient 

power usage ensures that the robot can function for extended periods during surveillance 

tasks. The combination of camera-based monitoring, wireless communication, and robotic 

mobility makes the system suitable for a wide range of applications. In defence scenarios, it 

can be used for reconnaissance and monitoring in high-risk areas. In disaster management, it 

can assist in inspecting damaged structures or locating individuals in unsafe conditions. 

Industrial environments can also benefit by using such systems to monitor hazardous zones or 

restricted areas [10]. 
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This IoT-based surveillance robot highlights the effective use of embedded 

technologies in creating a reliable and cost-efficient monitoring solution. Real-time video 

streaming, remote control, and wireless communication contribute to improved safety and 

operational efficiency. The integration of IoT and robotics enhances surveillance capabilities 

and supports secure monitoring in challenging environments [8][11]. 

2 Existing System 

Conventional surveillance systems mainly depend on fixed cameras or manual 

observation [1]. Although these methods offer basic security monitoring, they face several 

challenges when applied in dynamic or hazardous environments. Stationary cameras remain 

limited to a specific location and cannot efficiently cover large areas. In defense or security 

scenarios, manual patrols are often required to supervise restricted zones, which can put 

personnel at risk. In addition, many traditional systems rely on wired communication, which 

restricts mobility and reduces flexibility in deployment. 

Some robotic surveillance solutions have been introduced to address these issues, but 

they often involve costly components and complex setups. Many of these systems also face 

challenges such as limited communication range and increased power consumption. These 

drawbacks emphasize the need for a portable, cost-effective, and wireless surveillance system 

that supports real-time monitoring and remote operation [2][10]. 

3 Proposed Approach 

The proposed IoT-based surveillance robot is designed as a mobile monitoring system 

capable of capturing and transmitting real-time video from remote or inaccessible locations 

[11]. The system is composed of essential components including the ESP32 microcontroller, 

ESP32-CAM module, motor driver module, DC motors, and a battery power supply. The 

ESP32 microcontroller serves as the central control unit, responsible for receiving commands 

from the user through Wi-Fi communication and processing them to control the robot’s 

movement and overall operation [12]. 

The ESP32-CAM module plays a crucial role by capturing images and streaming live 

video of the surrounding environment [4]. This video data is transmitted wirelessly to a 

remote device such as a smartphone or laptop, enabling continuous monitoring. The motor 
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driver module acts as an interface between the microcontroller and the DC motors, allowing 

the robot to move in various directions such as forward, backward, left, and right based on 

user commands 6]. The battery power supply ensures uninterrupted operation by providing 

the required energy to all components, making the system portable and suitable for real-time 

surveillance applications. 

 

 

 

 

 

 

 

 

Figure 1: Block Diagram of the Proposed System 

4 Results and Discussions 

 

 

 

 

 

 

 

 

Figure 2: Experimental Setup 
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The developed IoT-based surveillance robot was implemented and tested under 

controlled conditions to evaluate monitoring capability, wireless communication, and 

mobility. The system, built using an embedded microcontroller, camera module, motor 

driver, and rechargeable power supply, showed reliable performance in real-time video 

capture, wireless data transmission, and response to remote commands. The ESP32-CAM 

module enabled live video streaming over Wi-Fi with minimal delay, allowing clear 

observation of the surroundings. The DC motors, controlled through the L298N driver, 

provided smooth and stable movement in multiple directions with consistent response to user 

inputs. Wireless communication remained stable within short-range environments, supporting 

simultaneous video transmission and control. 

Continuous video streaming allowed effective remote observation of objects and 

movement. The robot demonstrated efficient navigation on flat surfaces, while the battery 

system ensured stable power supply during operation. The system proved suitable for mobile 

surveillance applications, though it is limited by Wi-Fi range and network stability. Overall, it 

offers a reliable and cost-effective solution for real-time remote monitoring. 

5 Conclusion 

The IoT-based surveillance robot using ESP32-CAM offers a compact and efficient 

solution for remote monitoring applications. By combining IoT communication, camera-

based observation, and robotic mobility, the system allows safe monitoring of hazardous 

environments without exposing personnel to danger. 

The developed prototype shows that low-cost embedded systems can be effectively 

utilized to create intelligent surveillance robots. It successfully enables live video streaming 

along with remote navigation through wireless communication. This technology can be 

applied in areas such as defense surveillance, border security, disaster management, and 

industrial monitoring. With further enhancements like long-range communication, AI-based 

navigation, and additional sensing capabilities, it can evolve into a more advanced 

autonomous surveillance system. 
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